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Motivation

eFind an alternative of infrastructure networks
-Independent
-Decentralized
-Easy to build
-Works well in difficult scenario
-Cheaper than infrastructure networks
-Area network is not limited by infrastructure
transmission area
-Robust, if one of network participants is defect
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Definition

eMeaning of wireless Ad Hoc Networks
“Wireless ad hoc networks are collections of wireless nodes,

that communicate directly over a common wireless medium
without infrastructure.”

eTherefore
-Communicate over a common wireless medium
-independent from infrastructure
-decentralized
-nodes do also infrastructure’s jobs
= nodes are more complicated
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The Standard IEEE 802.11 used for ad hoc networks

e\What is IEEE 802.11
-The Institute of Electrical and Electronics Engineers
(IEEE)
@is an international non-commercial organization for
improvement technology related to electricity.
-802
@deals with local area networks (LAN) and
metropolitan area networks (MAN).
-802.11
@described common family of wireless LANs

& IEEE
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Architecture

@ specifies physical layer (PHY) and medium access
control (MAQC).

@ expected to support the energy conservation of the
mobile terminal, consideration of hidden terminal,
and possibility of a global license-free service.
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Architecture

ePHY Layer
-supports many version of physical layer
=infrared, Frequency Hoping Spread Spectrum
(FHSS), Direct Sequence Spread Spectrum (DSSS),
OFDM (Orthogonal Frequency Division Multiplexing)
-provide Clear Assessment- (CCA-) signal and inform
e MAC Layer
-controls media access
-supports also roaming, authentication and power
management
-describes 3 access methods
=»DFWMAC with CSMA/CA, RTS/CTS, Poling
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eCriteria for designing and classifying routing protocols
for wireless ad hoc networks ad hoc networks:
- proactive and reactive routing
-single path and multipath

- periodic and event driven

-flat and hierarchical structure
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Routing - proactive

eDestination Sequenced Distance Vector (DSDV)
-is a table-driven routing scheme for ad hoc mobile
networks and an Expansion of Vector Routing for ad
hoc networks.

-is based on Distributed Bellman-Ford algorithm

Destin | Next Hop Sequence

N1 N3 800_N3 @\
N2 N2 750 N2 \ /@\

N3 N3 820 N3 @
N4 N3 775 N3

N5 N5 785 N5
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Routing - reactive

eDynamic Source Routing (DSR)
-is an on demand protocol
-two steps in DSR
=find the path and maintain the path

& N4
@ &

© N6 (N8}
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eDynamic Source Routing (DSR)
-is an on demand protocol
-two steps in DSR
=find the path and maintain the path

@ [N8, N1,4711]
N4
o O

N7

@ [N8, N1,4711] N6
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Routing - reactive

eDynamic Source Routing (DSR)
-is an on demand protocol
-two steps in DSR
=find the path and maintain the path

@ [N8, N1, N2,4711]
N4
o ©
N7

@ [N8, N1, N3,4711] N6 @
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eDynamic Source Routing (DSR)
-is an on demand protocol
-two steps in DSR
=find the path and maintain the path

[N8, N1, N2, N4 ,4711]

[N8, N1, N3, N7.4711]
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Routing - reactive

eDynamic Source Routing (DSR)
-is an on demand protocol
-two steps in DSR
=find the path and maintain the path

[N8, N1, N2, N4, N5,4711]

[N8, N1, N3, N7, N6 ,4711]
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eDynamic Source Routing (DSR)
-is an on demand protocol

-two steps in DSR

=find the path and maintain the path

@ Path : N1, N2, N4, N5, N8 or N1, N3, N7, N6, N8

N

O

4

N7

)

(s,
N6 (N8}
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Routing - reactive

e Ad hoc On-Demand Distance Vector (AODV)
-is an on demand protocol.

-is similiar to DSDV, it uses destination sequence
number to avoid loop.

-3 important message types
@®Route Requests (RREQSs)
@®Route Replies (RREPs)
@®Route Errors (RERRS)
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Routing

e Clustering
-Hierarchical Structure

Base station Cluster head

Cluster

Super cluster
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Applications

eMilitary Use in Battlefield
-Communications are very vital in battlefield
= survivability
-Not reasonable to build infrastructure in battlefield
-or giving all the soldiers transceiver with very large
transmission like infrastructure
=cnemies can spy

O AU
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Applications

e\Wireless Sensor Network (WSN)
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Applications

e\Wireless Sensor Network (WSN)
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Applications

¥ Berlin

eRescue Mission and Emergency
-An infrastructure has to be installed quickly
-Establish an real infrastructure need much time
-Solution: Ad hoc Network
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Applications

e \Wireless Personal Area Network and Bluetooth
-decrease using cable
-very fast to build and temporary
-very cheap

-piconets

€3 Bluetooth’
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Advantages

eNo infrastructure
-Cheaper
-Easy to build and spontaneous infrastructure possible
eDecentralized and robust
-Communication can still exist though one or more
components are defect
eSupport Mobility (MANET only)
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Disadvantages

e Asymmetric Links
eN1 can hear signal from N2 good
-wired: N2 can hear signal from N1 good too
-wireless: N2 may not hear signal from N1 or N2 can
hear but worse

Symmetric Links
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Disadvantages

eSecurity
-classical wireless communication problem
@passive attacks: eavesdropping
@active attacks: masquerading, message modify

normal flow

WHo Jo You Trust?

eavesdropping masquerading
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Disadvantages S~

-untrusted client
@network participants have bad security system
@or they are maybe the “spies”
e Energy Limitation (MANET only)
- may operate with limited processing and memory
resources
- repeating transfer process can be important

‘ Untrusted Client
‘ Trusted Client
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Disadvantages

eScalability
-Depent on routing algorithm, how the ad hoc can
perform well in a scenario with very large number of
nodes.
eHigher error & Lower Data Rate
-Wired transmission is stronger than wireless
-Higher interference
eDynamic Topology
-more routing updates ./
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Advantages

Disadvantages

Infrastructure

no infrastructure needed

nodes have to perform
routing

Mobility

nodes can move “freely”

in the practical, it 1s hard
to form such network

Scalability

depent on routing
algorithm

Routing

robust if one of
participant defect

mobility & changed
number of nodes =>
altering routing table

Security

robust if one of
participant defect

internal attacks possible

Table Comparison of ad hoc and infrastructure networks
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Conclusion

e Ad hoc networks have to deal with wireless problem.

eThe presence of ad hoc networks covers the
infrastructure’s weakness.

eBut ad hoc networks can’t replace the existence of
infrastructure network.

eMANET offers great mobility in the networks, but it is
temporary because of energy limitation.

oA combination between ad hoc and infrastructure can
offer great output.
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