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Abstract

Overlay attacks are a sophisticated threat to online banking platforms, and meth-
ods that detect such attacks when technical safeguards fail are absent. This bach-
elor thesis evaluates a novel method that assists users in detecting overlay at-
tacks during transaction confirmation processes. The research aimed to assess
the method’s suitability in detecting overlay attacks and its usability through a
mixed-methods research approach, leveraging System Usability Scale (SUS) eval-
uations, overlay detection success rates, and user feedback.

The study involved creating an instructional video to introduce users to over-
lay attacks and the confirmation method, developing and testing a prototype of
this method, and administering two questionnaires—one before and one after
the user’s interaction with the prototype. The research addressed multiple ob-
jectives and research questions, for instance, evaluating the method’s suitability
in detecting overlay attacks, assessing the system’s usability using the SUS, test-
ing the assumptions regarding the design elements, and exploring the correlation
between SUS scores and detection success rates.

The results indicate that the method is suitable for detecting overlay attacks
for most participants. However, some participants experienced difficulties, and
a downtrend in the mean successful attack detection was observed with aging.
The mean SUS score reflected good usability but also highlighted areas for im-
provement. User feedback pointed out several issues, including the cognitive load
imposed by the method and the mixed effectiveness of the visual elements.

This study concludes that while the proposed method demonstrates potential
for enhancing the security of online banking transactions against overlay attacks,
further refinements are needed to improve both its usability and security.
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1. Introduction

1 Introduction

In the �rst chapter of this thesis, we explore the critical need for secure yet usable
con�rmation methods in online banking. This chapter includes an overview of online
banking, highlighting the rapid growth in digital transactions and the concurrent
rise in sophisticated cyber threats. We then delve into multi-factor Authentication,
discussing various methods and their effectiveness in securing mobile banking. The
problem statement identi�es key vulnerabilities, particularly focusing on the risk of
overlay attacks in transaction con�rmation apps. Finally, the chapter outlines the
objectives of the study and research questions that will be answered.

1.1 Overview of online banking

With the rapid growth of online money transfers and the digitalisation of the econ-
omy, the number of people using online transactions is increasing steadily and quickly
[58]. After the COVID-19 outbreak, the number of online banking users increased sig-
ni�cantly, with many people opting for digital solutions due to restrictions and safety
concerns related to visiting physical bank branches [43]. By 2021, there were approx-
imately 2.5 billion users worldwide, and by the end of 2024, the number is expected
to exceed 3.5 billion users worldwide [49], achieving a penetration rate of 42% world-
wide, based on today's population [69]. China and far East countries are expected
to reach 974 million online banking users, with an approximately 42% penetration
rate in 2024 [50, 63]. North America has the highest relative penetration rate by 70%
and Europe with 58% of its population using online banking has the second highest
relative penetration rate, doubling since 2012 [17, 77, 78].

In addition to traditional banks offering various online services, the growth of neobanks,
which are digital-only banks without physical branches, has been remarkably fast and
they are processing an increasingly large volume of transactions. In 2023, the total
value of transactions conducted through neobanks globally reached approximately 5
trillion US dollars, a signi�cant increase from 2.56 trillion US dollars in 2021 [64]. This
growth trend is expected to continue, with projections indicating a total of 10 trillion
US dollars by 2028. Furthermore, by the end of 2023, there were 250 million neobank
users, with an average transaction value of approximately 20 thousand US dollars in
this year. This number is expected to increase to 386 million users, with an average
transaction value of 27 thousand US dollars, by 2028 [64].

Such growth, while offering undeniable convenience, requires a multi-layered ap-
proach to securing transactions. As �nancial activities move online, so do the so-
phisticated strategies of cybercriminals. From phishing schemes to malware attacks,
user funds are under constant threat. According to a report by SEON [35], the to-
tal losses from fraud in the banking sector reached nearly 1.6 billion US dollars in
2022, with mobile banking fraud being a signi�cant contributor. The cost of fraud for
�nancial institutions is substantial, with every 1 US dollar of fraud costing U.S. �nan-
cial services about 4.23 US dollars when considering legal, processing, and recovery
expenses [35]. As another example, the United Kingdom, with 98% online banking
penetration and holding �rst place worldwide, suffered a staggering 7,532 reported
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1.2 Authentication in online banking

cases of fraud only in the banking sector during the second quarter of 2023, resulting
in losses exceeding £120 million [45, 44, 63].

Certainly, robust security measures like encryption mitigating these threats and cre-
ating a safe infrastructure for online transactions. Strong encryption scrambles data
during transmission, making it virtually impossible for attackers to decipher and MFA
adds an extra layer of security by requiring users to verify their identity through a sec-
ondary factor beyond just a password [59]. Moreover, monitoring online transactions
plays a crucial role in preventing cyber attacks by detecting and responding to sus-
picious activities in real-time [22]. Furthermore, Multi-factor authentication (MFA)
has become the basis of security in online banking across the globe [4]. This robust
approach requires users to provide multiple forms of veri�cation, signi�cantly pre-
venting unauthorised access to sensitive �nancial information [56].

Another important aspect of security in online transactions is educating users and
society about best practices [23]. By understanding common scams, utilising strong
passwords, and practicing smart online habits, individuals become an important line
of defense against online �nancial threats. This collective caution, in addition to
robust security measures, promotes trust and safeguards �nancial well-being in this
evolving landscape.

Cyberattacks on online banking transactions employ a variety of sophisticated tactics
designed to exploit vulnerabilities in digital systems. World economic forum report
[75] indicates that 56% of leaders anticipate generative AI to empower cyberattacks
within two years, particularly in phishing, malware development, and misinformation
However, accurately assessing the true impact of these attacks is challenging because
detailed information about the incidents is often withheld or not disclosed [16].

1.2 Authentication in online banking

MFA can be categorised into three classic types, and each category offers some speci�c
authentication methods [55].

� knowledge-based factors, such as passwords, PINs, or security questions

� Possession-based factors involve physical items like smartphones, security to-
kens, or smart cards

� Biometric identi�ers, such as �ngerprint, facial recognition, iris scans, and voice
patterns

Speci�c statistics on the exact breakdown of MFA methods used globally can be chal-
lenging to pinpoint due to the privacy of data and varying implementation practices
by different banks and regions, consequently, we will observe the �rst �ve German
banks with the most customers based on a survey, which according to Sparkasse,
Volksbank, Commerzbank, ING, Post Bank are the �rst �ve banks with the most
customers [33]. Reviewing these banks' websites [61, 73, 7, 24, 48] indicated that
password and PIN authentication are fundamental for all of these banks. Four out
of �ve banks support biometrics as an additional option for logging into the bank-
ing app and all of them offer Push-TAN. Push-TAN is a TAN generated in a second
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1. Introduction

application additional to the online banking app itself, allowing customers to con-
�rm any transaction after receiving a push noti�cation without manually entering the
transaction authentication number. Another method offered by all these banks (with
some branches of Sparkasse) is Photo-TAN, which also uses a second application for
con�rming transactions [61, 73, 7, 24, 48].

1.3 Problem statement

The problem that the suggested method for a secure transaction aims to tackle can
affect all the aforementioned authentication methods. Many online banking transac-
tions rely on con�rmation via a TAN app [61, 73, 7, 24, 48]. Additionally, statistics
show that SMS-TAN and biometrics combined with passwords are also commonly
used methods [14, 18]. All of these methods add an extra layer of security to transac-
tion con�rmation despite their drawbacks. However, an overlay attack on these apps
can enable hackers to hide the underlying transaction information, tricking users into
unknowingly transferring their money to the hackers. By creating an overlay picture
that appears authentic on the user's device, concealing the hacker's bank informa-
tion with the information the user expects to see, users may unknowingly authorise a
transfer without realising the recipient is a hacker. Consequently, there would be no
technical evidence to indicate that such an attack occurred on the user's device at the
time of the transfer, complicating any legal actions the user might pursue later.

The primary objective of this research is to evaluate a novel transaction con�rmation
method that combines design elements with technical measures to detect and prevent
overlay attacks on online banking platforms. The proposed method aims to help
users detect overlay attacks on their online banking apps by using a special generated
background for each transaction.

1.4 Objectives and research questions

The objectives of this study are diverse, aiming to thoroughly evaluate different as-
pects of user interaction with the proposed method and its system design in detecting
overlay attacks.

First, the study aims to evaluate the suitability of this method for detecting overlay
attacks. This involves examining how effectively users can identify both attack and
safe scenarios. Additionally, the evaluation process includes assessing the system's
usability using the System Usability Scale (SUS) [5], which provides a quantitative
measure of the system's overall ease of use and user satisfaction. This evaluation is
crucial for understanding the system's practical usability in real-world conditions and
for identifying any potential usability issues that could hinder user performance

Second, the study seeks to gather and analyse user feedback. By capturing detailed
feedback from users, the study aims to identify patterns and trends in user experi-
ences and preferences. This analysis will help uncover common challenges and areas
for improvement, providing valuable insights that can inform future enhancements to
the system.

8



1.4 Objectives and research questions

Third, the study proposes a user interface (UI) design that prioritises reliability and
usability. The design of the key system elements was developed with careful consid-
eration of the diverse needs of different user groups. This proposed design can be
implemented directly or used as a foundation for further user studies to re�ne and
identify the most suitable UI design.

Finally, the study involves hypothesis testing on attack detection. The study makes
assumptions about the dif�culty users might face in detecting various scenarios in
overlay attacks. These assumptions are then checked through detailed analysis to see
if they hold.

This research also aims to address speci�c research questions to further understand
the factors in�uencing the detection of overlay attacks and the overall usability of the
system:

Research Question 1: Is there a correlation between the users' System Usability Scale
(SUS) ratings and their performance in detecting overlay attacks and identifying safe
transactions?

Research Question 2: How helpful was the information delivered in the introductory
video in preparing users to use the con�rmation method effectively?
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2. Secure online banking background

2 Secure online banking background

In this chapter, we will �rst discuss the various attacks on online banking, focusing
on the most common and damaging types. Following this, we will examine overlay
attacks in detail. At the end of this chapter, we will review related works and research
conducted on this subject.

2.1 Attacks on online banking

One of the most common methods of attacking online banking applications is the use
of mobile malware. It includes various malicious software designed speci�cally to
target mobile devices. Trojans, spyware, and ransomware are examples of such mal-
ware [13]. Trojans appear to be legitimate applications but execute harmful activities
once installed, such as stealing sensitive information [30]. Spyware secretly moni-
tors user activity, capturing data like login credentials and �nancial information [38].
These malicious apps can signi�cantly compromise the security of mobile banking
applications.

Zimperium's Mobile Banking Heists Report claimed that 29 different malware fami-
lies were detected in 2023, targeting 1,800 banking apps across 61 countries. A stag-
gering 2,178 variants across at least ten distinct banking malware families were iden-
ti�ed globally, highlighting the escalating sophistication of cyber threats targeting the
�nancial sector [83, 82].

Another prevalent attack vector is phishing where attackers deceive users into re-
vealing personal information by pretending to be a trustworthy entity in electronic
communications. This is often executed via emails, SMS, or fraudulent websites that
mimic legitimate banking sites. Users are tricked into entering their login credentials
or other sensitive information, which attackers then use to gain unauthorised access
to their bank accounts [26]. In the year 2023 around 11% of all phishing attacks world-
wide targeted banks as shown in �gure 1, and another report shows that more than
30% of �nancial phishing attacks are targeted at Banks [27, 31].

Another type of attack is the Man-in-the-Middle (MitM) attack. It occurs when an
attacker secretly intercepts and relays messages between two parties who believe they
are directly communicating with each other [15]. In the context of mobile banking,
an attacker can intercept the data being transmitted between the user's mobile device
and the bank's server. This allows the attacker to capture sensitive information or
inject malicious data into the communication stream without the knowledge of either
party.

The fourth type of attack that can target mobile banking applications is session hi-
jacking. Session hijacking involves exploiting a valid computer session to gain unau-
thorised access to information or services in a computer system [54]. Attackers can
hijack sessions in mobile banking applications by stealing session cookies or session
tokens. Once they obtain these tokens, they can impersonate the user and perform
unauthorised transactions[6].

Another type of attack that could facilitate an overlay attack is a zero-day attack.
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2.2 What is an overlay attack

Figure 1: Most targeted organizations worldwide by pishing in 2023 [31]

According to kaspersky [29] a zero-day attack exploits a vulnerability in software or
hardware that is unknown to the vendor, leaving no time for the vendor to develop
and distribute a patch or �x. They also state that this type of attack is particularly
dangerous because it bypass standard security measures and remain undetected for a
signi�cant period of time.

2.2 What is an overlay attack

Among the various possible cyber-attacks on mobile devices, overlay attacks are par-
ticularly sophisticated. These attacks allow hackers to partially cover the device's
screen and mimic the legitimate interface, making it dif�cult for users to detect the
attack [81]. The �rst step in an overlay attack involves infecting the mobile device
through the methods previously mentioned. The malicious action can remain unde-
tected on the device until the opportune moment. Only then does the second part
of the attack, which is the creation of the overlay, take place. A signi�cant danger of
overlay attacks is that even vigilant users may not detect them if the recreation of the
user interface is �awless. The third part of the attack occurs when the user continues
to interact with the malicious interface. At this point, the likelihood of a successful
attack is very high, and after this step, the stolen information can be sent to attackers
or a fraudulent transaction can be completed [70, 71].

For instance, an attacker could target an online banking application by capturing the
transfer amount, IBAN, name, and other essential details while replacing the desti-
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2. Secure online banking background

nation IBAN with their own. The user would unknowingly con�rm the transaction
based on the displayed information, unaware of the underlying manipulation. Similar
attacks can be perpetrated on cryptocurrency exchanges and mobile wallets, where a
long wallet address is the only requirement for transferring funds. If malware success-
fully activates and the user initiates a cryptocurrency transfer, attackers can create an
overlay mimicking the expected interface. The legal repercussions of such cryptocur-
rency attacks are potentially more complex than those involving traditional banking,
as recovering stolen funds might be more challenging. Nevertheless, these attackers
likely possess ef�cient methods for cashing out the illegal proceeds.

Figure 2: Overlaying the IBAN

2.3 Related works

As of the �rst quarter of 2024 [62], android held a dominant market share in the global
mobile operating system landscape, accounting for approximately 70% of devices and
Apple's iOS followed with around 29% as a strong contender. Given the worldwide
adoption of these two platforms, the continuous enhancement of their security is
imperative.

In the case of overlay attacks, there are some cautions about Android accessibility fea-
tures that create an opportunity for attackers to abuse these functions. In the current
Android OS, there is a signi�cant tension between the high usability and the severe
security threats posed by overlays. Without effective countermeasures, attackers can
exploit overlays to fully compromise and control the UI feedback loop of Android de-
vices [81] Google introduced methods starting from Android 12, that allow developers
to hide overlay windows for speci�c activities. This method has been highlighted as a
powerful and effective approach to mitigate overlay-based attacks on Android devices
[21, 60]. However, while this feature adds a robust layer of protection, it is essential
to complement it with other security practices.

In 2017, Fratantonio et al. [20] published the instructions for implementing an overlay
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attack on Android named Cloak and Dagger. The research uncovered several design
�aws that enable an Android app with two allowed permissions to carry out severe
and covert attacks. The �rst permission 1 allows an app to create windows that appear
on top of all other apps, often used for overlays that remain visible regardless of the
foreground app [12]. The second permission 2 allows an app to act as an accessibility
service, observing and interacting with other applications on behalf of users [11].
The experiments of Fratantonio et al. [20] demonstrated that it is straightforward
to publish an app on the Play Store and that context-aware clickjacking, which is
a transparent form of overlay, silent installation of a God-mode app, and keystroke
inference attacks are both feasible and discreet. Furthermore, the study suggests
improvements for Google to resolve these issues.

Yan et al. [79] study addresses this issue by exploring the possibility of detecting
overlay-based malicious apps at the app market level. It includes a comparative anal-
ysis of the overlay behavior between benign and malicious apps. Based on the insights
gained from this study, the "OverlayChecker" system was designed and deployed to
quickly and automatically detect overlay-based malicious apps.

Another recent research in 2024 has identi�ed several vulnerabilities and proposed
various countermeasures against overlay attacks. A study by Zhou et al. [81] con-
ducted a systematic examination of unprotected windows in Android system apps,
leading to the development of another tool also named "OverlayChecker" that is de-
signed to identify and address these vulnerabilities. Their �ndings revealed 49 vul-
nerable system app windows across multiple Android versions, prompting signi�cant
security updates from major mobile vendors like Google and Samsung.

Creating overlays on Apple iOS is not feasible, as the only overlays possible are noti�-
cations, which appear only at the top part of the screen. However, in 2023, Kaspersky
detected a zero-day vulnerability in the Apple native messaging app "iMessage" that
could potentially give complete control of an iPhone to a hacker. Such vulnerabilities
could serve as entry points for overlay attacks or other types of cyberattacks [28].

During the research on counter methods and solutions for overlay attacks, it became
evident that there is a lack of approaches based on human-centered design and lever-
aging user cognitive abilities. While technical solutions are crucial, educating users
and designing interfaces that enhance security awareness is equally important. Train-
ing users to recognise suspicious overlays and employing design elements that high-
light legitimate interface components can signi�cantly improve the detection rates
of overlay attacks. Ensuring that users are well-informed about the permissions re-
quested by applications and guiding them to enable necessary security settings can
also reduce the risk of falling victim to overlay attacks. Therefore, the subject of this
thesis and the proposed method represent a new idea that needs to be discovered and
tested on users for its usability and suitability to reveal an overlay attack, which is the
focus of this research.

The discussed method in this thesis suggests a new design and functionality for TAN

1SYSTEM_ALERT_WINDOW
2BIND_ACCESSIBILITY_SERVICE
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2. Secure online banking background

con�rmation and as another example of related works in this �eld, we can observe
examples of �ve German banks Push TAN con�rmation method shown in �gure 3.
These banks are Sparkasse3, ING 4, Comerzbank5, Volksbank6 and Postbank7. A white
background screen with a simple design is the common background for all of these
applications, along with the amount of money and the receiver's IBAN, and three
of them also mention the name of the receiver and Date and time of the requested
transfer. In a successful overlay attack on these applications the hackers will have
to replace the destination IBAN with their own and reproducer the IBAN entered
Originally from the user on the white background which would be impossible for the
user to detect in such an environment.

Figure 3: Five German banks Push TAN con�rmation method screen

VR Secure Go Plus [1], Postbank BestSign [10], S-pushTAN [61], Commerzbank photoTAN [8], ING
Banking to go [25]

3https://www.sparkasse.de/pk/produkte/konten-und-karten/finanzen-apps/s-pushtan.html
4https://www.ing.de/hilfe/banking-to-go/girokonto-features/
5https://www.commerzbank.de/konten-zahlungsverkehr/service/tan-verfahren/phototan/
6https://www.vr.de/privatkunden/unsere-produkte/was-ist-ein-girokonto/

vr-securego-plus-app.html
7https://www.postbank.de/privatkunden/services/online-banking/bestsign.html
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2.4 Description of the proposed method

2.4 Description of the proposed method

The new method proposes a background, shown in �gure 4. It consists of four
columns of different shapes that repeat from top to bottom of the screen. Each of
the four shapes has a different size and repeats at regular intervals. After the fourth

Figure 4: New mobile transaction con�rmation

column, the shapes continue to repeat in the same pattern until the entire smartphone
screen is �lled. This design uses only two colors for the shapes and a background
color. The color of each shape remains consistent. For each transaction, the app will
generate a random background, making it dif�cult for any attacker to recreate it in a
matter of seconds. If a user notices any irregularity in the coloring, spacing between
shapes, or changes in the shapes used, it would be an obvious sign of an overlay
on the screen. Additionally, there are three checkboxes randomly placed in different
parts of the screen. Users can cancel the transaction with the “cancel” button, and
they must check all three boxes to con�rm the transaction.
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3. Research methodology

3 Research methodology

3.1 Research design

This study employs a mixed-methods research design to investigate participants' on-
line banking behaviors, evaluate an interactive prototype for detecting overlay attacks,
and assess user satisfaction and usability through the System Usability Scale (SUS). In
order to gather insight about the usability and suitability of this con�rmation method
in practice, and to comprehensively explore the objectives and research questions, the
study utilizes both qualitative and quantitative methods. The quantitative component
involves collecting and analyzing survey responses and success rates in identifying
transactions, while the qualitative component involves gathering open-ended feed-
back on the functionality and usability. This mixed-methods approach integrates both
quantitative and qualitative data collection and analysis to provide a comprehensive
understanding of the research problem. This approach is supported by Creswell and
Plano Clark's [9] framework for designing and conducting mixed-methods research.

This research assumes varying levels of dif�culty for participants in recognizing dif-
ferent overlays. Slides with a partially different background are presumed to be the
easiest to identify, while partial discoloration of a shape is considered the most dif�-
cult. The other two overlay types are regarded as having a normal level of dif�culty.
One of the objectives of this study, as stated in the Introduction, is to test these as-
sumptions by analyzing the results. These assumptions are based on the extent of the
abnormality they create in each transaction screen.

3.2 Data collection methods

According to A. Tashakkori and C. Teddlie [66], there are six primary methods of
data collection: questionnaires, interviews, focus groups, tests, observations, and sec-
ondary data (e.g., personal and of�cial documents, physical data, archived research
data).

In this study, we employ three of these methods: questionnaires, tests, and obser-
vations. The questionnaires gather both quantitative and qualitative data on par-
ticipants' online banking habits and their experiences with the prototype. The test
method involves participants interacting with a prototype to assess their ability to
identify overlay attacks, thereby providing performance metrics. Observations are
utilized by recording participants' comments during the interaction with the proto-
type, offering additional qualitative insights into the usability and functionality of the
system. This section outlines the methods used to gather data throughout the study.
The data collection process consisted of three main components: an initial question-
naire, interaction with an interactive prototype, and a post-interaction questionnaire.

The rationale for using two questionnaires in this study arises from the need to ad-
dress two distinct areas of inquiry while maintaining participant engagement. The
initial and post-interaction questionnaires were carefully designed to prevent fatigue
and boredom that could result from presenting a lengthy set of questions either before
or after the prototype interaction. Additionally, it was essential that the System Us-
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3.3 Development of the interactive prototype

ability Scale (SUS) questions, along with other design and usability-related inquiries,
be administered immediately following the prototype interaction. This timing en-
sures that participants can accurately recall their experiences, thereby enhancing the
reliability and validity of their responses.

3.2.1 Initial questionnaire

Participants complete an initial questionnaire to gather data on their online bank-
ing habits and basic knowledge of online banking. This questionnaire includes both
multiple-choice and open-ended questions and also inquires about any experiences
participants may have had with cyber attacks. The questionnaire is designed to ad-
dress both groups: those with online banking experience and those without it. The
complete initial questionnaire is provided in A.6 and can be accessed online 8.

3.2.2 Interactive prototype

Participants interact with a simulation of a TAN con�rmation App. This interactive
prototype presents them with both safe and hacked transaction scenarios. Partici-
pants must decide which transactions are safe based on the information provided in
a preliminary instructional video. All slides are provided in A.8, A.9, A.10, A.11 and
can be accessed online9.

3.2.3 Post-Interaction questionnaire

After using the interactive prototype participants complete a second questionnaire.
This questionnaire includes the System Usability Scale (SUS), a standardised ques-
tions for evaluations the system's usability. Additionally, the post-interaction ques-
tionnaire contains questions about their experience with the prototype and open-
ended questions for providing feedback on the system. The complete post-interaction
questionnaire is provided in A.7 and can be accessed online 10.

3.3 Development of the interactive prototype

In the beginning phases of this study, it was clear that the creation of a prototype
without considering the design looks is not fair to this method. Since the colors and
shapes play a very deciding role in this system and this was the �rst time that this
method was being tested with non-IT experts, this research tried to consider all the
aspects related to the design of this interactive prototype which could in�uence the
effectiveness and usability of this system. For designing and implementation of this
prototype, the Figma 11 platform was used which is widely used by user interface and
user experience professionals [19]. Figure 5 presents four examples of �nal slides, the
design of which will be explained in this section of the thesis.

8https://forms.gle/2EMfA81mGHc6vdq57
9https://tinyurl.com/b4ds5vtr

10https://forms.gle/F8ajfdyWTFQsqDwE9
11https://www.figma.com/de-de/
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Figure 5: Four different examples of �nal slides

3.3.1 Criteria for Choosing Colors

In this method the black text is mainly on shapes with two different colors and also
partly on a white background. To be able to also create a usable screen that doesn't
negatively in�uence the main goal of transaction con�rmation. Different aspects were
considered.

The �rst deciding point in choosing the colors was considering the population with
color blindness or low vision. WCAG 2.0 [76] provides three levels of conformance
based on luminance contrast: A, AA, and AAA. Each level indicates a different degree
of accessibility compliance, with Level AA being the mid-range level that addresses
the most common and impactful barriers for users with disabilities. The visual pre-
sentation of text and images of text at the AAA level must have a contrast ratio of at
least 7:1.

Studies [80] also show that increasing luminance contrast signi�cantly improves vi-
sual processing ef�ciency. For example, response times and the number of �xations
required to identify items decrease as luminance contrast increases. Moreover, mul-
tiple researches [76, 47, 32] showing that people with normal vision can read at the
same speed with high luminance contrast or high color contrast, but people with color
blindness and low vision can read faster and better with higher luminance contrast.

After considering different color pallets [46] shown in �gure 6, and creating different
prototypes with such colors, the problem with lots of these pairs was that black text
on two different good recognisable colors, was yet undetectable. This created a clue
that the two colors chosen for a prototype should �rst serve as a proper background
for a black text by having high luminance contrast against black color and at the same
time be perfectly recognisable from each other to help all users to detect any changes
in shapes while con�rming a transaction.

An experiment conducted by Ming et al. [42] demonstrated that participants achieved
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Figure 6: Three different colorblind friendly pallets [40]

their highest cognitive performance when processing and understanding icons with a
luminance contrast ratio of 18:1. This �nding provided important insights for devel-
oping speci�c color schemes for the prototype. To tackle the problem of reading the
black text on different colors, the AAA standard from WCAG was far more moved
up to around 9:1 ratio for creating bright colors, and another group of very bright
color with approximately 18:1 ratio. These colors were created manually, using the
WebAIM contrast checker [74]. For selecting the color, three main colors which are
red, green, and blue as primary colors, and secondary colors created from the primary
colors, magenta, cyan and yellow were chosen. Furthermore, each color was brought
to a 9:1 and 18:1 contrast ratio creating twelve colors in two groups named bright and
very bright colors, demonstrated in �gure 7, guaranteeing good visibility of black text
on these colors.

Figure 7: Candidate colors with two different luminance contrast against black color
created manually using WebAIM contrast checker [74] divided in two groups of bright
and very bright.

The second problem was choosing the best pair of a bright and a very bright color
that are also very distinguishable from each other. CIEDE2000 is a color difference
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formula developed by the International Commission on Illumination (CIE) to quan-
tify the perceived difference between two colors [57]. It is an advanced metric used
to quantify how different two colors appear to the human eye. It's a mathematical
model designed to approximate human color perception more accurately than pre-
vious color difference formulas. The CIEDE2000 formula was developed through
extensive research and validated by various studies. Luo et al. [36] demonstrated that
CIEDE2000 had better performance in predicting perceived color differences com-
pared to CIELAB and other formulas, particularly in applications like textiles, coat-
ings, and digital imaging. For individuals with normal vision, CIEDE2000 offers
signi�cant improvements in distinguishing colors [37].

In the next step, 30 different none identical pairs of colors were extracted from the 12
colors in the �rst step and the CIEDE2000 difference was calculated for all these pairs
in python using the colormath library [67] as demonstrated in �gure 8. The pair of
bright blue with the HEX code 85ADF6 and very bright Yellow with the HEX code
F8F355 have the highest difference between all other pairs. In the end, this color pair
was tested using multiple colorblind simulation tools 12 13 14 to ensure its visibility
for the colorblind population. As planned, the high luminance contrast between the
two colors guarantees their distinguishability. Even if users cannot perceive the colors
themselves, the difference in brightness will still allow them to distinguish between
the two. Figure 9 visualizes how the chosen colors are perceived by the human eye
across different types of color blindness, demonstrating their distinguishability under
these conditions created with colblindor 15 tool.

Figure 8: Thirty color pairs and their differences in human eye perception measured
by CIEDE2000 formula[57] and created from 12 colors shown in �gure 7 using color-
math library[67] in python.

12https://pilestone.com/pages/color-blindness-simulator-1 .
13https://www.farbsehschwaeche.de/en/color-blindness-simulator .
14https://www.color-blindness.com/coblis-color-blindness-simulator/ .
15https://www.color-blindness.com/coblis-color-blindness-simulator/ .
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Figure 9: The perception of the selected colors as seen by individuals with various
types of color blindness.

3.3.2 Criteria for choosing shapes

The human brain is highly adept at recognising patterns and shapes, and research
indicates that shapes with fewer edges and greater symmetry are more easily and
quickly detected. Symmetry is a fundamental feature that our visual system uses to
parse and interpret the complex visual world. Symmetrical shapes are processed more
ef�ciently due to their predictability and reduced cognitive load. Symmetry allows
the brain to anticipate and complete patterns, making recognition faster and more
accurate. This aligns with the brain's preference for simplicity and order, facilitating
quicker and more ef�cient shape detection [68].

Moreover, shapes with fewer edges are generally easier for the brain to process. Each
edge in a shape represents a point where the brain must decide on continuing the
shape's outline, increasing cognitive load. Research shows that shapes with fewer
edges are associated with lower visual processing thresholds, requiring less mental
effort to recognise. This is because fewer edges result in simpler geometric structures
that the brain can easily and quickly interpret, enhancing shape recognition ef�ciency
[68].

Additionally, combining fewer edges with symmetry results in optimal shape recogni-
tion. Studies indicate that the brain's parallel processing capabilities are more effective
when dealing with symmetrical shapes that also have fewer edges. These shapes pro-
vide clear, concise information that the visual system can process with minimal effort.
Empirical studies consistently show faster reaction times and higher accuracy rates
in recognising these shapes compared to more complex, asymmetrical ones, further
evidencing the ef�ciency of this combination [68, 51].

Based on these �ndings, the shapes used in the interactive prototype were divided
into two groups, as shown in �gure 10. The �rst group, considered the easier group
of shapes, includes those with more symmetrical axes and fewer edges. The second
group consists of shapes with fewer symmetrical axes and more edges.
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Figure 10: Two shape groups used in the prototype

3.3.3 Attack scenarios and their dif�culty

The prototype for this study consists of sixteen slides: eight representing safe trans-
actions and eight indicating attacked transactions. To ensure the prototype remains
unbiased, the slides are arranged with randomisation. This random ordering was
created using Python's random library, selecting from ten different samples with spe-
ci�c criteria: There are no more than two consecutive slides of either safe or attacked
transactions, and there are no consecutive slides featuring the same type of attack to
employ counterbalancing and minimise order effect and potential biases.

As recommended by the creators of this method, the prototype includes four dis-
tinct indicators of overlay attacks: a background that signi�cantly differs from most
of the screen, discoloration of some shapes, the use of different shapes within the
same column, and partial discoloration of a shape, as illustrated in �gure 11. Further-
more, to reduce potential biases, the order of colors in the attack and safe slides was
standardised. The same types of attacks across both shape groups follow identical
color sequences: YBYB, BBYY, BBYB, and YYBY, where "Y" stands for yellow and "B"
stands for blue, moreover each type of attack has the same coloring order for both
shape groups as shown in an example in �gure 11.

Additionally, the slide numbering, displayed in the left corner of each slide, follows
this sequence: Slides 1 to 4 represent safe transactions, and slides 9 to 12 are attacked
transactions, all created using group shape one. Slides 5 to 8 also represent safe
transactions, while slides 13 to 16 are attacked transactions, created with group shape
two.

This research assumes varying levels of dif�culty for participants in recognizing dif-
ferent overlays. Slides with a partially different background are presumed to be the
easiest to identify, while partial discoloration of a shape is considered the most dif�-
cult. The other two overlay types are regarded as having a normal level of dif�culty.
One of the objectives of this study, as stated in the Introduction, is to test these as-
sumptions by analyzing the results. These assumptions are based on the extent of the
abnormality they create in each transaction screen.
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Figure 11: Four attack scenarios and color orders used in the prototype

3.3.4 Development of video tutorial

The initial idea for introducing this method to participants was to create an interactive
app that would display notes on the screen explaining what participants should do to
con�rm or cancel a transaction and to explain the overlay attack with examples. The
problem with this method was that it required more involvement from the researcher,
and the text on the screens would occupy signi�cant space, potentially covering large
parts of the transaction background. Furthermore, it would demand more time for
introduction phase, and create a realistic tool which could be used for a �nished
product

To create a more uniform introduction for everyone, two video tutorials were made
in English and German, both containing the same commentary and graphics. Fur-
thermore, each video includes a subtitle function designed to assist individuals with
hearing impairments. The concept of an overlay attack is presented to the participants
through two different animated movements. The process of con�rming a transaction,
which involves clicking three checkboxes, is also demonstrated twice in the video but
is only commented on once during the �rst mention. The German language video is
3:47 minutes long, and the English version is 2:40 minutes long. The English com-
ments made in the video are as follows:

First Tone: Suppose you are transferring money to your friend Max using your mobile
phone: The transaction details will be displayed in the app for con�rmation. You
need to check the three boxes shown below and then click the "CONFIRM" button to
authorise the transaction. (15 Seconds) (see �gure 12)

First Animated action: presenting how a transaction is con�rmed and the �rst presen-
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tation of what an overlay attack can look on the transaction. (10 Seconds) (see �gure
12)

Figure 12: First tone and �rst animated action in introduction video

Seconds Tone: But be careful! Hackers are after you and want to redirect the money
transfer to their own account. They have managed to infect your device and can
manipulate the transaction details displayed to you by overlaying the top part of the
screen. (14 Seconds) (see �gure 13

Second animated action: Presenting again how an overlay can cover the actual trans-
action data underneath. (8 Seconds) (see �gure 13)

Third Tone: While your bank assumes you are con�rming the transfer to the hacker, it
looks to you like the money is going to your friend Max! (First example slide appears)
To help you recognise such attacks, the app has been given a special background that
is dif�cult for hackers to replicate. You should only con�rm the transaction if the
background pattern is consistent across the entire screen: from top to bottom. As
shown in this example, there should be no changes in either shape or color. If you
see irregularities in the pattern, you should not con�rm the transaction and instead
cancel it. This is an example of a legitimate transaction. (36 Seconds) (see �gure 13)

Figure 13: Second tone, and second animated action, and third tone in introduction
video
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Fourth Tone: (Second example slide appears) Here is another example of a legitimate
transaction, where the pattern and colors remain unchanged from top to bottom. (7
Seconds) (see �gure 14)

Fifth Tone: (Third example slide appears) This is an example of an attack. The back-
ground pattern in the upper part of the screen differs from the one in the lower part.
The boundary between the different backgrounds is marked with red arrows. You
must cancel the transaction. (13 Seconds) (see �gure 14)

Sixth Tone: (Fourth example slide appears) Here is another example of an attack. One
oval is a different color from the others, and the shape of the signs has been changed
to triangles, while the color remains the same. These differences are marked with
arrows. (12 Seconds) (see �gure 14)

Seventh Tone: (The last slide with white background and text appears) You will now
see multiple screens. Your task is to decide whether each transaction is legitimate
or manipulated. If you believe the transaction is legitimate, click "con�rm." If you
believe an attack is occurring, click "cancel." Please remember to verbalise both your
thoughts and your decision. (19 Seconds) (see �gure 14)

Figure 14: Fourth, �fth, sixth, and seventh tone in introduction video

3.4 Data analysis

The data collected from the initial and post-interaction questionnaires, along with the
results from the interactive prototype, will be analyzed using both quantitative and
qualitative methods. Quantitative data from the questionnaires and prototype inter-
actions will be statistically analyzed to identify trends and measure usability through
the SUS scores. Qualitative data from open-ended questions and user feedback will be
thematically analysed to gain insights into participants' experiences and perceptions
[66].
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4 User Study

To develop a usable transaction con�rmation method that can be adopted by a diverse
population of millions or even billions of users, it is crucial to undergo multiple stages
of testing and re�nement. This user study marks the �rst evaluation of the proposed
con�rmation method, aiming to enhance the user interface for transaction con�rma-
tions by increasing security and accessibility. This study serves as a foundational step
that could pave the way for further research and user studies, ultimately leading to a
market-ready product.

4.1 Pilot

Two pilot studies were conducted, each involving one participant, to test different
aspects of the study.

Figure 15: An example of the version tested in �rst pilot study with different color
pairs, using michelson contrast [41] as the measurement for color difference and
smaller text font.

The �rst pilot study was conducted in person and aimed to examine the understand-
ability of the questionnaire and video introduction with a non-native German or En-
glish speaker. Additionally, it helped to test the instruments and provided insight
into the study's duration. This participant was asked to provide feedback on every
detail of the study. The participant required 10 minutes to complete the interaction,
and the entire study took approximately 45 minutes, which was deemed lengthy. Fur-
thermore, the participant expressed negative feedback regarding the dif�culty of the
prototype and slides, as well as the lack of usability in this method. As a result of
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this pilot, a deeper investigation into the design was considered, and the criteria for
choosing colors was changed, which was explained in section 3.3.1. Additionally, the
clarity of both questionnaires was reviewed, and some were revised. There were also
questions about

The second pilot study was conducted remotely with another non-native German or
English speaker. Its primary purpose was to test the process and effectiveness of
remote participation, as well as to evaluate the changes made to the questionnaires
and prototype. For this participant, it took approximately 22 minutes to complete the
study, and there were no comments regarding the clarity of the questions.

4.2 Participant selection

After the pilot studies, a target of 15 to 20 participants was suggested to gather suf-
�cient data for this research. The recruitment process began within circles of friends,
family, and college contacts, and was later extended to acquaintances met through
work or daily activities. The recruitment process did not speci�cally target technical
experts. The aim was to include a diverse range of participants, representing various
backgrounds, education levels, professions, and covering different age groups and
genders, without concentrating on any particular �eld or job category.

None of the participants were paid for their participation in this study. The sole
requirement for participation was a willingness to engage in the user study related
to testing an online banking system for a minimum of 30 minutes, without further
explanation. For remote participants, there was an additional condition: they needed
to be able to make a video call on their computer, and they were required to have a
smartphone and a stable internet connection.

4.3 Procedure

The study was designed to be conducted either in person or remotely, moderated by
a researcher. A remote study instruction �le in PDF format (see A.1,A.2) was created
for remote participants. This �le was sent to participants at the beginning of the video
call and was also used by the moderator during in-person study to access necessary
links and follow study protocols.

The duration of the study varied among participants, but each was asked to commit
at least 30 minutes. In-person studies were conducted one-on-one in various locations
and not in a lab setting. Remote studies were also conducted one-on-one using Apple
FaceTime16and Google Meet17.

At the start, each participant has read and signed a consent form (see A.3, A.4) which
explains suf�cient introductory information about the study. Remote participants
were instructed to install the Figma 18 app and create an account before the study
began. Participants �rst completed the initial questionnaire and could ask questions

16https://apps.apple.com/de/app/facetime/id1110145091
17https://meet.google.com/landing?hs=197&pli=1&authuser=0
18https://www.figma.com/de-de/
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if any were unclear, then watched the introduction video. At the end of the video
they were asked if they understood the method and noti�ed that they could watch
the video multiple time if needed.

In the next step, participants interacted with the prototype and were asked to explain
their choices from the beginning. Those who did not provide explanations were asked
to do so again after canceling a transaction. Finally, each participant completed the
post-interaction questionnaire and could ask questions if they needed further clari�-
cation.

4.4 Data Collection Instruments

The initial and post-interaction questionnaires were created in Google Forms 19, which
automatically generates a Google Sheets20 �le for each form. In-person participants
answered these questionnaires on a tablet, while remote participants were asked to
complete them on their computers. Prototype interactions were recorded with smart-
phone screen recording for both remote and in-person participants. The results for
each participant were later extracted manually by the researcher from these videos
and entered into tables for further analysis in Apple Numbers 21.

19https://www.google.com/forms/about/
20https://www.google.com/sheets/about/
21https://www.apple.com/numbers/

28



5. Results

5 Results

This chapter presents the �ndings from the various stages of the study. The results
are organised into �ve main sections: The �rst section, Participant Demographics,
provides detailed information about the individuals who participated in the study.
The second section, Initial Questionnaire 22 Findings, summarises the participants'
background information, including their online banking habits and prior experiences
with cyber attacks. The third section, Prototype Interaction 23 Results, details the
participants' performance and success rates in identifying overlay attacks during the
interactive prototype sessions. The fourth section, Post-Interaction Questionnaire 24,
offers insights into the participants' experiences and perceptions of the prototype,
gathered through both quantitative and qualitative responses. Finally, the System
Usability Scale (SUS) section evaluates the overall usability of the method, using stan-
dardised SUS metrics to quantify user satisfaction and usability. These results collec-
tively provide a comprehensive understanding of the prototype's suitability and user
interaction.

5.1 Participant Demographics

A total of 19 participants were interviewed for this study. The average age of the
participants was thirty-four years old , ranging from 17 to 54 years old. The age
distribution of the participants is shown in �gure 16, illustrating the variety of age
groups represented in the study.

One participant worked as a consultant in the IT security �eld, while the others were
considered non-experts in this area based on their employment backgrounds. To
protect the privacy of the participants, their speci�c job titles were categorised into
different groups, as shown in �gure 17. Additionally, the gender distribution of the
participants is also visualised in �gure 17.

Figure 16: Participants' demographics based on their age groups

22https://forms.gle/2EMfA81mGHc6vdq57
23https://tinyurl.com/b4ds5vtr
24https://forms.gle/F8ajfdyWTFQsqDwE9
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Figure 17: Distribution of participants by occupation and gender groups

5.2 Initial Questionnaire Findings

Among the 19 participants, 3 were not online banking users, while the remaining 16
had over a year of experience using online banking. Of these users, 61% had more
than one online banking account, and half reported using online banking at least once
a week to transfer money. The details of how frequently these users transfer money
via online banking are illustrated in �gure 18.

Figure 18: Frequency of Money Transfers via online banking by users

Additionally, all 16 participants used online banking on their smartphones, and 37%
used both their PC and smartphone for online banking. Furthermore, 62% of the
users transferred money on behalf of third parties, such as their workplace or other
organisations. Participants engaged in a variety of online banking activities, including
paying bills, transferring money, managing credits and loans, and creating standing
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orders, as shown in �gure 19.

Figure 19: Frequency of money transfers via online banking by users

An interesting �nding from this questionnaire was that 25% (4 persons) of the users
experienced some form of attack or suspicious activity on their account. In response
to the open-ended question, "Have you ever experienced any type of cyber attack
on your online banking account or on your smartphone in general?", these 4 par-
ticipants reported incidents such as attempts to hack their online banking accounts
or unauthorised attempts to make purchases in online shops using their accounts.
One participant mentioned that money was withdrawn from their account without
their knowledge, and another experienced multiple unauthorised transactions. When
asked if they reported these incidents to the authorities, all 4 participants responded
af�rmatively. Figure 20 illustrates how the 16 participants with online banking expe-
rience rated the security of their current online banking on a scale from 1 to 10, with
10 being the most secure. Another question aimed to assess the participants' general
knowledge about online money transfers. Among the 16 participants, 68% mistakenly
believed that, in addition to the IBAN, the recipient's name must also be correct for
a transaction to be completed. However, the reality is that an online money transfer
will execute as long as the IBAN corresponds to an existing bank account, regardless
of the recipient's name. This �nding could have important implications for the design
of this method, which will be discussed in the following chapter.

Regarding usability and user-friendliness, the results of this questionnaire indicate
that 12% of users have helped someone else with their online banking interactions
once, and 69% of them have done so multiple times. Users also rated the current
complexity of their online banking transaction con�rmation procedures, as shown in
�gure 21. Furthermore, 62% of participants reported that they are unaware of the
methods used to secure their online banking transactions. To understand how the
users complete a money transfer online the question of "In which step of the transfer
do you usually check the correctness of the recipient's IBAN?" were made, which the
answers are demonstrated in table 1.

The 3 non-online banking users answered 3 speci�c questions, revealing that none of
them had stopped using online banking; rather, they had never used it. Additionally,
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Figure 20: User ratings of online banking security

Figure 21: Participants' online banking transaction con�rmation procedure
complexity

none of them provided a reason for their decision. They were also asked, "How do
you rate the security of online banking transactions?" on a scale from 1 to 10, and their
responses with a mean of 6.6 out of 10. All the results of this questionnaire have been
presented in text, �gures, or both in this section. To view the complete questionnaire
in German, see (A.6).

Response Number of Participants Percent
Not at all 0 0%
When i �ll out the transfer order 10 62.5%
In the summary of the transfer (if my app provides it) 8 50%
In the TAN app before the con�rmation 8 50%

Table 1: Steps in online banking where users check the correctness of the IBAN num-
ber
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5.3 Prototype interaction Results

The speci�cations of the prototype were thoroughly detailed in the third chapter (see
3.3). In this section, various aspects of the results derived from the participants'
interactions will be presented.

Out of 19 participants, 10 correctly identi�ed all 16 transactions, including both safe
and attacked ones. The mean success rate was 89%, with a median of 100%. There
are 3 participants with a considerably lower detection rate than both the median and
the mean in this group. The detailed success rates of all participants are illustrated in
�gure 22.

Figure 22: Success rate of each participants in detecting safe and attack scenarios

As mentioned in the third chapter (see 3.3.3), four types of attacks were generated for
testing in this prototype. One of the research objectives was to evaluate the assump-
tions made regarding the dif�culty of these attack scenarios. The detection success
rate for each attack scenario is illustrated in the �gure 23. For each attack type, the
success rate is calculated as the mean between 2 different slides, with each slide cre-
ated using a speci�c group of shapes.

Figure 23: Mean detection success rate of participants by each attack scenarios
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The detection success rate for safe transactions was 92%, while attacked transactions
were successfully detected by 87%. Another assumption in this research was that the
dif�culty of detecting shapes varies based on their visual characteristics. An objective
of this study was to test this assumption. The �gure 24 illustrates the success rate
of detecting transaction types, broken down by the different shape groups. The safe
transaction slides with assumed easier group shapes have the highest detection rate
among all other with 96% and the attacked transactions visualised by second shape
group which is assumed to be more dif�cult to detect, have the lowest detection rate
by 85%.

Figure 24: Mean detection success rate in attack and safe transaction and detection
success rate categorised by shape groups

The 10 participants with a 100% success rate spent an average of 7.6 seconds per slide
to make their decisions, while the other 9 participants had an average decision time of
6.3 seconds. Overall, the average decision time across all slides was approximately 7
seconds and slide 5 which was a safe transaction with group shape 2 had the highest
average time spent with 14 seconds. To examine differences among participants based
on their age groups, decision times were categorised into four age groups, along with
their corresponding success rates, as visualised in �gure 25.

To proof the existence of a correlation between age and detection success rate, a scat-
ter plot of age and detection success rate was created, which is visualised in �gure
26. Furthermore, The Pearson correlation coef�cient and p-value were calculated us-
ing the pearsonr function from the SciPy library 25 in Python, which is widely used
for scienti�c computing and provides robust tools for statistical analysis, including
correlation calculations [72].

The Pearson correlation coef�cient measures the linear relationship between two vari-
ables, ranging from -1 as perfect negative correlation to 1 indicating perfect positive
correlation [53, 65]. A value close to 0 indicates a weak or no linear relationship
between the variables. The Pearson correlation coef�cient was calculated as -0.47.

The p-value assesses the statistical signi�cance of the observed correlation. A p-value

25https://scipy.org/
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below 0.05 generally suggests that the correlation is statistically signi�cant [53, 65].
The p-value = 0.04 was calculated between age and detection success rate of the par-
ticipants.

Figure 25: Comparison of decision times and success rates across different age
groups

Figure 26: Scatter plot created between participant's Age and their detection success
rate
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Among 16 tested slides by participants the detection rates are varying between 74%
and 100%. There is only one slide with a 100% detection rate, which present a safe
transaction, created with shape group 1, which is assumed to be easier for partici-
pants to detect. The mean and median of detection per slide was 89%. The detailed
detection success rate of each slide is shown in �gure 27.

Figure 27: Detection success rate by each slide.

Slides 1-4 represent safe transactions with shape group 1, and slides 5-8 with shape group 2.
Slides 9-12 represent attacked transactions with shape group 1, and slides 13-16 with shape

group 2.

The quantitative data includes comments made by users during their interaction with
the prototype. All participants were asked to explain their choices at the end of the in-
troduction video, and the researcher also requested that they verbalise their reasoning
at the beginning of the interaction. Some participants initially forgot to do so and were
reminded to articulate their choices when they canceled their �rst transaction. The
most frequently commented topic concerned the shapes with many corners, particu-
larly trapezoids. Three participants felt that one or two slides containing trapezoids
featured shapes that were not the same size or that the distance between the trapezoid
and neighboring shapes was inconsistent. Slide number 5, which represented a safe
transaction and involved group shape 1, was especially problematic, particularly in
relation to the trapezoids. Additionally, one participant experienced a similar issue
with the polygons on slide 10, which represented an attack. Another design comment
was that 2 participants felt the shapes appeared to have a darker blue color when
black text was placed on them.

Due to the nature of the task, many participants focused on completing the interaction
and were less inclined to verbalise their thoughts. Sometimes, they simply pointed
out issues to the researcher rather than describing them, as they seemed to consider
the problems self-evident. The youngest age group, comprising three participants
who all achieved a 100% success rate, provided clear commentary on their choices.

Another design issue was the habit of checking the checkboxes. Two participants de-
tected an attack but, out of habit, still checked the boxes and con�rmed the transaction
twice in a row and each time they realised their mistake afterward. Multiple partici-
pants asked, upon con�rming the �rst transaction, whether they needed to check all
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the boxes to ensure that was the correct way to con�rm a transaction. Additionally,
2 other participants either did not remember or did not understand the functionality
of the checkboxes from the introduction video. The most signi�cant issue with the
checkboxes occurred with a participant from the oldest age group, who achieved a
50% success rate. This participant misunderstood the concept entirely, con�rming ev-
ery transaction where at least one checkbox was fully within a shape and canceling
the transaction if all 3 checkboxes were partially outside the shapes. Another partici-
pant from this age group did not grasp how to con�rm a transaction. After the �rst
slide, when the procedure was explained, they con�rmed every transaction as safe. To
avoid biasing the study, the researcher refrained from further explanation or asking
them to re-watch the video.

The �nal observation in this quantitative section concerned a participant who, after
the third slide, began to simply check each column for the required points before
deciding on the transaction. He was the only participant who clearly expressed using
this method.
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5.4 Post-Interaction Questionnaire

In this questionnaire, alongside the SUS questions, participants answered 11 addi-
tional questions. The last 4 were demographic questions, with the results of 3 (age,
gender, and occupation) discussed earlier in this chapter. The fourth demographic
question involved a self-assessment of the participants' about experience in either
IT or mobile security. 32% (six participants) responded positively to this question,
indicating they consider themselves experienced in this �eld. To further assess the
participants' actual knowledge in security, and as an additional measure of their ex-
perience, four technical terms were presented, before the participant's response to the
question about their experience in IT or mobile security experience. Participants were
asked to indicate which of these terms they could de�ne beyond merely recognising
the name. The responses to this question are illustrated in �gure 28.

Figure 28: Number of participants who could de�ne selected technical terms in the
mobile security �eld

Participants responded to various questions regarding the design and their experi-
ence with the prototype. Additionally, they were asked a background question about
whether they had any diagnosed colorblindness, which all of the participants re-
sponded with none. One of the design-related questions focused on the shape groups,
with 18 participants indicating that they found the �rst group of shapes (circles, poly-
gons, rectangles, and squares) to be the easiest to analyse.

In addition to the blue-yellow color pair used in this prototype, whose selection pro-
cess was thoroughly explained in chapter three (see 3.3.1), the next two best color
pairs based on the CIEDE2000 metric were chosen for comparison in a question illus-
trated in Figure 29. 62% of the participants selected the blue-yellow pair, already used
in the prototype, as the most distinguishable, while 26% preferred the blue-green pair,
and 11% favored the red-green pair.

The �nal design-related question, which also aimed to evaluate the usability of this
method, asked participants whether they had dif�culty recognising patterns of shapes
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Figure 29: Best three color pairs with the highest CIEDE2000 difference from left to
right

that repeated from top to bottom. Participants responded on a scale of 1 to 5, with
5 indicating complete agreement. 11 participants disagreed or completely disagreed
that they had dif�culty, while 3 responded neutrally. The detailed responses are
shown in Figure 30.

Another important question asked participants to evaluate whether they �nd this
method safer than their current online banking method on a scale of 1 to 5. All par-
ticipants responded to this question, including those who do not use online banking,
as they were introduced to the TAN con�rmation method primarily used in Germany
(see �gure 3) through the introductory video. 58% of participants indicated that they
believe the new method is safer than their current online banking method, 25% felt
that their current methods are safer, and the remaining participants responded neu-
trally.

Figure 30: Participants' responses regarding the dif�culty of recognising patterns of
shapes that repeat from top to bottom

The quantitative section of the post-interaction questionnaire included an open-ended
question asking participants for their feedback and critique of the system. Out of 19
participants, 11 had no speci�c feedback or criticism to offer. One participant stated
that they found the system to be normal. However, the remaining comments varied
signi�cantly. One participant felt that the system was too time-consuming, while an-
other found it too complex. Additionally, a participant remarked that this method
placed too much responsibility on the customer. Another participant suggested dis-
playing only 6 columns on the screen to avoid partial columns on the right side.
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One participant in the pilot study criticised the system for interfering with the pri-
mary purpose of the application, which is to easily check the IBAN and other infor-
mation, rather than complicating the process with shapes and colors. The participant
who misunderstood the task and con�rmed every transaction remarked that they did
not believe the system would be widely accepted. Meanwhile, the participant who
checked each column individually suggested that using lines instead of shapes might
be easier, though they did not fully articulate their thoughts. Another participant,
who only accepted transactions where a checkbox was fully inside a shape, com-
mented that the video should have provided more detailed information. Finally, one
participant noted that some transactions were faster to detect than others.

5.5 System Usability Scala

The SUS scores were calculated for each participant, with individual scores ranging
from 42 to 100. The overall mean SUS score for the prototype was 76, which corre-
sponds to a grade B on the grading scale developed by Lewis et al. [34], and falls
within the "good" range according to the adjective rating scale developed by Bangor
et al. [2]. The details of the SUS score for each participant are demonstrated in �gure
31. The numbering of the participants is in the order they participated during the
study. The participants with a 100% detection success rate had a mean SUS score of
73%, while the other 9 participants who did not achieve a perfect detection score had
a mean SUS score of 79.

Figure 31: SUS score of each participant

Different age groups were also observed by their SUS points. The highest SUS score
belonged to the age group 35-44, with a mean of 89 points, and the lowest SUS score
belonged to the 17-24 age group, with 59. Participants aged 35-44 rated the usability
of the system with a mean of 88 points, while the largest age group, 25-34, including
7 people, rated the system with a mean SUS score of 79. In the �gure 32 the SUS
score of different age groups are demonstrated and each bar also show the rating of
the score based on Lewis et al.[34] and Bangor et al.[2]. This �gure also demonstrates
a scatter plot showing the relationship between SUS scores and the age of the partici-
pants. To answer the �rst research question, a scatter plot of SUS score and detection
success rate was created, which is visualised in �gure 33. Furthermore, The Pearson
correlation coef�cient and p-value were calculated using the pearsonr function from
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the SciPy library26 in Python. The Pearson correlation coef�cient between SUS score
and detection success rate was reported as 0.083. Furthermore, the of p-value = 0.73
was calculated between these two variables.

Figure 32: On the left: Scatter plot created between SUS score and participant's Age.
On the right: SUS scores by age group, highlighting usability ratings according to
Lewis et al. [34] and Bangor et al. [2]

Figure 33: Scatter plot created between SUS score and detection success rate of
participants.

26https://scipy.org/
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6 Discussion

This chapter synthesises the �ndings of the study, focusing on the key design pre-
sumptions, user feedback and suggestions, prototype interaction results, attack hy-
pothesis testing, and the answers to the research questions. It examines the assump-
tions made during the design process, evaluates the user feedback to suggest im-
provements, and interprets the user's success in detecting overlay attacks.

6.1 Design presumptions

The selection of colors for the interactive prototype was thoroughly examined in the
research methodology (see 3.3.1), with a focus on using the most suitable metrics for
human visual perception and the people with color-blindness. As demonstrated in
the results section (see section 5.4, �gure 29), 62% of participants preferred the color
pair used in the prototype as the most distinguishable. This preference establishes a
strong foundation for this method in color selection. Additionally, the second most
favorable pair, as determined by the metrics, was chosen by 26% of participants, fur-
ther reinforcing the blue-yellow pair as the clear leader in user-friendliness and dis-
tinguishability. As noted in the user study section (see 4.1), the �rst pilot participant
found the visibility of black text on the chosen color pairs problematic. However, none
of the later participants reported this issue after selecting the new color pairs using
new metrics. This indicates that using higher contrast standards than those recom-
mended by WCAG 2.0 [76] proved to be effective. Additionally, the CIEDE2000 color
difference metric identi�ed the most distinguishable pairs among the 30 tested, high-
lighting its effectiveness in selecting color pairs that are well-suited for this method.
This metric can also be utilised to identify additional pairs of colors that are optimally
distinguishable.

As outlined in the research methodology (see 3.3.2), two groups of shapes were se-
lected for this prototype based on their symmetry and the number of edges. It is im-
portant to note that the detection rate of shapes used in this method must be validated
through multiple user studies to determine those that provide the highest usability
and security for the system. To maintain the integrity of the user study, it was es-
sential to test speci�c shapes systematically, establishing a solid foundation for future
research in this method. Randomly selecting shapes during the research phase would
have undermined the scienti�c rigor and fairness of the prototype. The fact that par-
ticipants spend less time on average, analysing safe transaction with group 1 shapes
(see 24), and their response in questionnaire, with 94% of participants �nding the
shapes in group 1 easier to analyse, strongly indicates that more symmetrical shapes
with fewer edges are particularly well suited for this method of con�rmation. This
suggests that in future studies, other factors in�uencing human visual perception of
shapes can be mixed with these two characteristics.

Overall, the results indicate that the assumptions regarding color and shapes made in
this study were accurate. These �ndings suggest that in future implementations, these
assumptions can be fully leveraged to enhance key design elements. By focusing on
the elements identi�ed as most effective, we can potentially increase the accuracy of
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detecting overlays by users.

6.2 User Feedback and Suggestions

The qualitative part of the study includes comments of the participant during the
interaction with prototype (see section 5.3) and the result of an open ended question
in post-interaction questionnaire (see section 5.4) asking for users critic and feedback.

The participants' feedback on the design elements, particularly the trapezoid shape,
highlighted their concerns. According to six the participants, the inconsistent size
and spacing of trapezoids, especially on slide �ve (see A.9), may have distracted or
confused users during the decision-making process. This issue was also mentioned
on slide 10 (see A.10), indicating that the issue with this speci�c shape was not just
incidents but repeated throughout the interaction. The comments on the color bright-
ness, where shapes with black text on them appeared darker for multiple participants
despite being the same color as other shapes, further highlight the importance of
carefully considering visual design choices in this method.

The behavior observed with the checkboxes points to a usability issue. Some partic-
ipants con�rmed transactions out of habit, even after detecting an attack, suggesting
that the checkboxes might encourage automatic interaction without fully considering
the consequences. This habitual checking could lead to errors, particularly in real-life
situations where users are busy or distracted. This raises the question of whether
checkboxes are necessary, as they might contribute to unintentional mistakes, espe-
cially when users are not fully focused. Eliminating the use of checkboxes could
simplify the interaction process and reduce the chances of these errors. Furthermore,
the designer of this method did not clearly explain the purpose of the checkboxes;
they are likely intended to be placed randomly on the screen to cover different areas
and reduce the chance of a successful overlay attack.

These �ndings underscore the need for a thoughtful and user-centered approach to
design. Addressing the issues with shape consistency, color contrast, and checkbox
functionality is crucial for minimising user confusion and preventing errors. Clear
communication of design intentions, particularly for elements like checkboxes, is es-
sential to ensure users understand their purpose and can interact with the interface
effectively. By re�ning these aspects, the prototype can be made more intuitive and
accessible, ultimately leading to a better user experience.

The post-interaction feedback reveals mixed reactions, highlighting key areas for im-
provement in the system's design and usability. While eleven participants provided
no feedback in this part , others expressed concerns about the complexity, time con-
sumption, and the responsibility this method demands from users. These concerns
suggest that the design may need simpli�cation to reduce cognitive load and better
align with user expectations.

One notable critique was the suggestion to implement a �xed number of six columns
that would adjust to the screen size, as the current layout might make it dif�cult for
users to detect attacks. Ensuring that all columns remain fully visible, without any
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partial columns extending off the right side of the screen, could improve user inter-
action and satisfaction. However, a �xed number of columns might make it easier
for attackers to create an overlay, potentially compromising the system's security. Al-
lowing the number of columns to vary randomly for each transaction could enhance
security while ensuring that no columns extend beyond the visible screen area.

Feedback on the clarity of instructions and the system's purpose from a user who
did not understand the task from the introduction video suggests a need for better
communication of the system's goals in the video. It also suggests that the study's
methodology could include a step before the interaction where participants are asked
to explain what they understood from the video and only those who correctly identify
all critical points would then proceed to interact with the prototype.

The user feedback and suggestions indicate that there are areas that require re�ne-
ment to improve usability and user experience. Key issues include the need for use
of user friendly visual elements, better communication of the system's purpose in in-
troduction phase, and a simpli�cation of the interaction process to reduce cognitive
load. Addressing these concerns through clearer instructions, adaptable background
design, the exclusive use of user-friendly shapes with better detection performance,
and consideration of user habits with checkboxes, will be critical in creating a more
intuitive design and protecting users from overlay attacks.

6.3 Interpretation of prototype interaction results

As shown in results (see section 5.3, �gure 22), the detection success rate of the par-
ticipants had a mean of 89% and a median of 100%. While the mean of 89% is sta-
tistically signi�cant, interpreting this as an indicator of performance for an overlay
attack detection method requires further context. There are no universally established
benchmarks for what represents a high or suitable detection rate when detection is
performed by users themselves. Given this lack of benchmarks, it becomes crucial
to establish robust standards, especially since anomaly detection often relies on ma-
chines with human oversight to re�ne the results [39, 52]. This method positions users
as the �nal line of defense against overlay attacks. Therefore, it is advisable to aim for
a very high success rate, such as 98% or more, to ensure robust protection, particu-
larly in scenarios where other technical detection measures have failed to prevent an
overlay attack.

The difference between the mean and median detection rates indicates that while
more than half of the participants detected all slides correctly, a group of participants
signi�cantly lowered the mean. This may indicate either a lack of full comprehension
of the task, a high cognitive load imposed by the method, or variability in visual acuity
among the participants. As shown in �gure 25, a clear downward trend in detection
success rate is observed as participants age increases. The two younger age groups
had a mean detection rate of 98%, which is near perfect, while the older groups had a
mean rate of 80%. This suggests a need for changes in both the method's design and
the introduction process. Notably, two participants from the oldest age group (45-55)
had a detection rate of just 50%. Due to the system's design, a participant who marks
every slide as safe would achieve a 50% success rate due to the even distribution of
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safe and attacked transactions. One of these participants followed this pattern, while
the other misinterpreted the task and used the positioning of the checkboxes as a
deciding factor for con�rming the transactions. As presented in the results section
(see 5.3), �gure 26 illustrates a clear negative trend line between age and detection
success rate. The Pearson correlation coef�cient of -0.47, and a p-value of 0.04, further
con�rms a moderate negative correlation between these two variables, indicating that
the decline in detection success rate with increasing age is statistically signi�cant. This
suggests that the observed downward trend is unlikely to be due to random chance.

This issue could be addressed by adding a step in the methodology where participants
explain their understanding of the introduction video. Only those who demonstrate
a correct understanding would proceed to interact with the prototype. It is important
to note that this prototype was not designed to be the most optimised version of the
method, but rather to serve as an unbiased testing tool that re�ects varying levels of
dif�culty. The introduction phase was carefully crafted to simulate a real-life scenario
where personalised explanations are not feasible, using a video with minimal nec-
essary information to prevent bias. In a market-ready product, the approach would
be signi�cantly different, focusing on maximising user detection rates. As this work
now lays the foundation for future design iterations, incorporating user feedback and
insights from this research should concentrate on developing a more effective intro-
duction phase and re�ning design elements, particularly for older age groups, with
the goal of achieving a near 100% detection rate.

The mean SUS score of 76.3, as mentioned in section 5.5, falls within the "good" range
of usability scores according to Bangor et al. [2], although it is slightly below the 80%
benchmark commonly observed in the industry, as highlighted by Lewis et al. [34].
Several factors could have contributed to this SUS score. First, participant feedback
(see �gure 30) revealed that 26% experienced dif�culty recognising shape patterns,
with an additional 16% responding neutrally. This suggests that the design choice of
using shape patterns signi�cantly impacted the system's usability, as re�ected in the
lower mean SUS score of 67.5 for this group. These results highlight the importance
of carefully selecting design elements, particularly shapes, as they in�uence task com-
plexity and, consequently, the usability of the method. This observation aligns with
�ndings by Bangor et al. [3], who noted that complex interfaces tend to lower usabil-
ity ratings. Participants who reported "no dif�culty" by recognising shape patterns
had a mean SUS score of 82, further emphasizing the relationship between perceived
interface dif�culty and overall usability.

Secondly, before interacting with the prototype, participants rated their current on-
line banking transaction con�rmation method. 25% of users found these methods at
least "somewhat complicated" (see �gure 21), while around 19% responded neutrally
regarding the complexity of their current online banking con�rmation procedures.
Additionally, participants with online banking experience indicated that 69% of them
had helped others with their online banking multiple times (see section 5.2). These
observations suggest that a considerable portion of the population may generally
perceive online banking and its transaction con�rmation procedures as complicated,
regardless of the speci�c methods being used.
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As detailed in results (see �gure 32) different age groups exhibited varying mean
SUS scores, with no strong evidence of a correlation between age and SUS score.
However, the lower mean SUS scores observed in the oldest and youngest age groups,
compared to the other two groups, could not be de�nitively explained by this study
and warrant further research. One signi�cant factor may be the low-�delity design
of the prototype, particularly for the youngest group. A higher-�delity design could
potentially improve the SUS score by providing a more polished and realistic user
experience, and this hypothesis could be explored in future iterations of prototype
testing.

From another perspective, despite the youngest group fully understanding the method,
achieving a 100% detection rate, and spending the most time per slide on average (see
25), they reported a mean SUS score of 59. This suggests that the cognitive load
required by the method may have negatively impacted their perception of usability.
Similarly, the oldest group may have also experienced a high cognitive load. With
a mean detection success rate of 69% and a mean SUS score of 69, this group faced
considerable challenges. As mentioned earlier, two participants from this group strug-
gled to grasp the task from the introduction video, while the other two participants
achieved a success rate of 88%.

As previously noted, there are well-established benchmarks for SUS scores that eval-
uate a system's usability. Based on these benchmarks [34, 2], this method is not
yet ready for a market product and requires further development. However, it has
achieved a good level of usability, suggesting that with additional effort and re�ne-
ment, this method could meet or even exceed industry-standard SUS scores.

6.4 Hypothesis Testing on Attack Detection

The criteria for developing different attack scenarios were detailed in the research
methodology (see section 3.3.3), with efforts made to ensure that all four types of
attack interfaces (see �gure 11) appeared as similar as possible by both group shapes.
As illustrated in �gure 23, the "partial discoloration" of �gures was detected less fre-
quently than in other scenarios, supporting the assumption that this type of attack
would be the most dif�cult to identify. The similarity in mean detection rates be-
tween attacks involving "different �gures" and those involving "�gure discoloration"
suggests that these two scenarios are equally challenging, as was initially assumed
in the methodology. However, based on the overall detection rates for each attack
scenario, both of these types might actually be considered easier than expected. For
instance, the "different background" attacks, originally presumed to be easy, were de-
tected by 87% of participants, suggesting that this scenario might better align with
what could be considered a normal dif�culty level.

By closer examination, the data reveals that two participants who did not fully under-
stand the task had a signi�cant impact on the results of this attack scenario. When the
data from these two participants are excluded, the detection rates for the "different
background" and "discoloration of �gures" scenarios rise to 100%, with the different
�gures scenario close behind at 97%. Meanwhile, partial discoloration remains the
most challenging scenario, with an 85% detection rate.
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These �ndings strongly con�rm that partial discoloration is indeed the most dif�-
cult scenario among the four, while the other three scenarios appear to have similar
dif�culty levels.

6.5 Answering the research Questions

The �rst research question aimed to identify the presence of a correlation between
users' SUS score and their performance in detecting overlay attacks and identifying
safe transactions. As shown in the results sections (see 5.5) the pearson correlation
coef�cient with 0.083 and p-value of 0.73 were calculated and the visualisation of the
SUS score and detection success rate of the participants on a scatter plot (see �gure
33) was also demonstrated to have a better overview of the relation between this two
rating. The pearson correlation coef�cient indicates a very weak positive correlation
between SUS scores and detection success rates, meaning that higher usability ratings
are only marginally related to better detection performance. Furthermore, the p-
value of 0.73 suggests that this relationship is not statistically signi�cant, implying
that the observed correlation could have occurred by chance. This lack of statistical
signi�cance suggests that SUS scores may not be a reliable predictor of a user's ability
to detect overlay attacks.

The second research question is aiming to assess whether the information provided
in the introduction video was helpful for understanding the task. As mentioned in
the methodology section (see section 3.3.4), the initial idea for the introduction was
an interactive tutorial, which was later simpli�ed to a video to reduce complexity
and time consumption and create an introduction method with more familiarity for
people with different demographic. Of the 21 individuals who watched the video,
including 19 study participants and 2 pilot study participants, 2 did not fully grasp
the task after viewing the video, both achieving only a 50% detection success rate and
not understanding the con�rmation method. One other participants, who took part
remotely, did not watch the video with sound. This became evident to the researcher
when the participant, upon con�rming the third slide, was unable to justify their
decision when questioned.

As documented in the methodology section (see section 3.3.4), the video intentionally
does not emphasize the new function of the three checkboxes, to gather insights on
how participants interact with checkboxes and perceive their function. This approach
led to some confusion among participants mentioned in results section (see section
5.3), with some of them asking if they should click all three checkboxes before con-
�rming the �rst slide to be more certain and two other participants either did not
recall or failed to notice the functionality of the checkboxes from the introduction
video. Given this outcome, if the three checkboxes are retained in this method, the
introduction video should explicitly introduce and explain their purpose to avoid any
further confusion.

Overall, the video effectively informed 18 out of the 21 participants, helping them
to understand the con�rmation method and the concept of an overlay attack, which
indicate that 85% of the participants were well-informed by the video introduction.
For future improvements to the introduction phase by further research, incorporating
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a short quiz with multiple-choice questions could further enhance the informative
value of this method. This quiz would ensure that users fully comprehend the video
content by requiring them to correctly answer key points before proceeding to the
next step. If this method is eventually adopted for use in online banking, integrating
a video with such a quiz in the introduction phase of the application could guarantee
an effective information process.
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7 Conclusion

This study aimed to evaluate the suitability and usability of a novel transaction con-
�rmation method designed to combat overlay attacks in online banking. Using a
mixed-methods approach that combined user interaction with a prototype and post-
interaction surveys, we explored the validity of design assumptions, assessed the
success of attack hypothesis testing, evaluated the participants' detection rates, gath-
ered participants' feedback, and measured the method's usability using the System
Usability Scale (SUS).

The System Usability Scale (SUS) results revealed an overall positive reception, with
a mean score of 76.3, placing the method within the "good" usability range based
on Bangor et al.[2] and a grade B based on Lewis et al.[34] benchmarks, close to
industry standard of 80 score. Furthermore, Participants who found the system chal-
lenging had a signi�cantly lower mean SUS score of 67.5, suggesting that the com-
plexity of the design could hinder its practical adoption. The study also uncovered
demographic variations in usability perceptions, with younger and older age groups
reporting lower SUS scores compared to middle-aged participants. This suggests that
the method's design may need to be tailored to accommodate different user demo-
graphics more effectively.

By evaluating the detection success rate, we observed a mean success rate of 89%
and a median of 100%. Although the majority of participants achieved a perfect
detection rate, the study highlighted the challenges faced by the older age groups
(35 to 55 years) in detecting both safe and fraudulent transactions. Furthermore,
statistical analysis suggests a high probability of a negative correlation between age
and detection success rate.

The feedback and suggestions gathered through interaction with the prototype and
post-interaction questionnaires provided valuable insights into user preferences and
highlighted areas for improvement, such as the potential need for a more intuitive
interface and clearer instructional materials.

In conclusion, while the proposed method demonstrates potential as a robust tool
against overlay attacks for the majority of users, its current iteration requires enhance-
ments to ensure its suitability and usability for a broad user base.

7.1 Recommendations for Future Research

Future research should prioritise re�ning the design elements to enhance usability
across diverse user groups. This includes not only improving the visual design but
also exploring additional features that could further strengthen the system's security
and detection rates. In particular, larger-scale studies are recommended to validate the
current �ndings and optimise the method for real-world application. These studies
should focus on a broader participant base, particularly individuals aged 35 to 55,
with an emphasis on creating a more intuitive design that reduces cognitive load.

Additionally, future studies should investigate factors in�uencing human visual per-
ception of shapes, especially in relation to aging and vision weaknesses beyond col-
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orblindness, which was considered in this work. The role of checkboxes in the con-
�rmation process also warrants re-evaluation. The observed tendency of users to
con�rm transactions out of habit suggests that the current implementation may not
be optimal.

To further enhance user understanding, future iterations of an introduction video
could incorporate an interactive tutorial or a short quiz with multiple-choice questions
during the introduction phase. This addition would ensure that participants fully
grasp the critical points before interacting with the prototype, potentially leading to
higher detection rates.

Finally, as a suggestion for simplifying this method, minimising the size of the special
background area could reduce cognitive load and increase user's focus. Additionally,
incorporating more randomisation could enhance security. Based on the results from
a question in the initial questionnaire (see Section 5.2), 68% of online banking users
were unaware that the only necessary information for executing an online money
transfer is the correct IBAN and the accuracy of the recipient's name or BIC is not re-
quired. In the event of an overlay attack, hackers would need to successfully conceal
the IBAN along with other details. To counter this, the method could randomly select
25% to 35% of the screen for each transaction, placing the IBAN within this area using
a random visible text size, while only this portion of the screen has the proper back-
ground for overlay detection. This approach could increase the dif�culty for attackers
by introducing variability in the size of the background, font, and positioning of the
IBAN, while the smaller special background would reduce the cognitive load for the
user by minimising the focus required for detecting an overlay.
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