
Masterarbeit am Institut für Informatik der Freien Universität Berlin,
Arbeitsgruppe ID Management

Attacking Differentially Private CNNs Trained
with PATE

Jannis Ihrig

jannis.ihrig@fu-berlin.de
Matrikelnummer: 4384496

Betreuerin: Franziska Boenisch
1. Gutachter: Prof. Dr. Marian Margraf
2. Gutachter: Prof. Dr. Gerhard Wunder

Berlin, den September 9, 2021





Eidesstattliche Erklärung

Ich versichere hiermit an Eides statt, dass diese Arbeit von niemand anderem als mei-
ner Person verfasst worden ist. Alle verwendeten Hilfsmittel wie Berichte, Bücher, In-
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Abstract

The increasing prevalence of machine learning (ML) models processing privacy-
sensitive data makes it necessary to develop and employ privacy-preserving tech-
niques for these algorithms. While Differential privacy (DP) was established as a
robust and widely accepted framework allowing to give privacy guarantees for algo-
rithms processing sensitive data, the relation between given guarantees and resulting
concrete privacy is not fully understood.

This thesis evaluates the privacy of models trained with Private Aggregation of
Teacher Ensembles (PATE), a recently proposed approach to implement DP for ML
algorithms. To this end, various ML models for different datasets and settings of
PATE hyperparameters are created, and subsequently targeted by attacks that aim
at inferring sensitive information on the datasets used to create them.

The privacy granted by PATE to individuals whose sensitive data is contained in
datasets used to train models with the framework is tested by attacking these with
selected known methods for membership inference. Conducted experiments find that
the framework overall reduces their accuracy and therefore increases privacy on an
individual level. With regards to distribution-level privacy, the applicability of model
inversion and property inference attacks is discussed. While a sketch for the modi-
fication of existing property inference attacks is given that allows their application
to models created with the help of PATE, it is argued that the framework specifies
a setting for training and deployment that makes a meaningful application of model
inversion attacks questionable. Finally, a new distance-based property inference at-
tack is presented and successfully applied to differentially private models trained
with PATE, showing that the framework does not prevent inference of sensitive
information on the distribution level.
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1 Introduction

Modern machine learning (ML) solves a variety of increasingly complex analysis
problems, leading to a situation where ML models are embedded in – or even build
the basis for – an increasing number of software systems. Their prevalence and
data-driven nature thereby give rise to growing concerns regarding their application
to privacy-sensitive data and the potential for privacy leaks. These worries are es-
pecially valid in domains processing privacy-sensitive data by nature, such as the
medical field [45]. Here, the privacy of patient data stands in direct conflict with the
utility of ML that is employed in research and diagnosis.

The relevance of these concerns is underlined by the existence of a growing cor-
pus of literature demonstrating successful attacks on the privacy of ML models.
Multiple classes of attacks, such as membership and property inference as well as
model inversion attacks all give adversaries the option to extract private data. To
do so, the attackers do not necessarily need access to the model’s training data it-
self. Rather, they achieve their goals by either querying the model or accessing its
internals, demonstrated among others by Shokri et al. [53] and Ateniese et al. [4] for
membership inference and property inference attacks respectively.

As ML techniques, especially deep learning, require sufficient and relevant data
to create models that offer a reasonable utility, privacy-preserving techniques are
employed to alleviate this conflict. Differential privacy (DP) [16] is a widely used
and accepted framework to ensure the privacy of sensitive data. Originally developed
for regular software access to databases, several techniques were proposed to make
it applicable to ML algorithms, more recently also to deep learning [55][1]. Central
to this work is one of these approaches to DP for ML called Private Aggregation of
Teacher Ensembles (PATE)[43][44].

While DP allows giving privacy guarantees against the inference of private data,
on the one hand, these privacy guarantees come with a loss of utility on the other
hand, as the flow of information from the training data into a differentially private
model has to be controlled carefully. The strictness of the privacy guarantees and
with this, the trade-off between privacy and utility can be tuned via parameters,
though the direct privacy implications of selecting a concrete set of them are not
fully understood. Evaluation of an ML model with regards to utility is a known
problem that can be solved with well-understood metrics such as accuracy, precision,
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1 Introduction

and recall. Tying the selection of parameters for any formulation of DP to concrete
privacy guarantees is more complex and an area of active research. One common
approach is to test the privacy of a concrete model trained with a specific formulation
of DP with known attacks on privacy.

Though existing publications use this method to evaluate the privacy granted by
a variety of DP formulations and different ML techniques[47][28], an evaluation
for the intuitively understandable PATE framework is still outstanding. This thesis
thus follows the same path and evaluates PATE via multiple concrete CNN trained
for varying sets of parameters for the DP framework1. The applicability of known
attacks against differentially private models trained with PATE will be discussed in
the context of the specific adversarial setting assumed by the framework. Further,
the concrete privacy granted to individuals whose sensitive data is contained in the
dataset used to create PATE models is tested with the help of membership inference
attacks. On the distribution level, privacy is evaluated with the help of property
inference attacks. To this end, a new distance-based attack is proposed, and its
applicability to models trained with PATE is shown.

The main contributions of this work can be summarized as follows:

• The threat that different known attacks such as membership and property
inference as well as model inversion attacks pose to the privacy of ML models
is discussed in the context of PATE. While the meaningfulness of using model
inversion attacks against models trained with PATE is questioned, a sketch for
modifying existing property inference attacks to the given adversarial setting
is given.

• A new distance-based property inference attack is proposed that targets models
trained with PATE by comparing their behavior to multiple ensembles based
on model outputs.

• Differentially private models are trained on multiple image datasets. While
their utility is evaluated according to standard performance metrics, multiple
attacks are executed against them to test their privacy, including membership
inference and the newly proposed approach to property inference.

• An evaluation of the privacy of models trained with PATE is given based on
the attacks’ results.

The remainder of this thesis is organized as follows: Chapter 2 provides the theo-
retical background for this thesis. This includes a brief discussion of used attacks,

1Source code for these experiments can be found at https://git.imp.fu-berlin.de/private_

secure_ml/ihrig-msc-attacking-cnns-pate. Raw result data is provided upon request.
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DP, and the PATE framework, while further related work is reviewed in Chapter 3.
The discussion of possible attacks in the context of PATE takes place in Chapter 4.
The experiments proposed here are then detailed in Chapter 5, followed by results
that are given in Chapter 6. Chapter 7 further discusses the meaning of these results
for PATE as an ML framework for DP and gives an outlook on future work. Lastly,
Chapter 8 concludes this thesis.
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2 Background

2.1 Machine Learning

This section discusses the basics of ML as far as they are relevant for this thesis. The
terms and definitions are thereby adapted from [5] and [21] if not noted otherwise.
This section by no means aims at discussing the topic of ML exhaustively but at
giving an overview that suffices in the context of this thesis.

It is possible to describe ML as the capability of an algorithm to extract knowledge
from a dataset to solve a given task. The topic can be divided into several differ-
ent categories with regards to the dataset that is input into a learning algorithm,
from which supervised and semi-supervised learning will be relevant for this work.
Therefore, it is first necessary to specify the notion of a dataset with the definition
below:

Definition 2.1.1 (Dataset, adapted from [16] p. 17). Given a universe of possible
data U , a dataset D is defined as

D := {di}ni=1 , (2.1)

where n ∈ N is the dataset size and its elements di ∈ U are called the data points.
The terms database and record will be used equivalently for dataset and data point.
D denotes the set of all possible datasets with elements from the universe U .

In the case of supervised learning, each data point in a dataset consists of a pair of
feature x ∈ X and label y ∈ Y, where X is the feature space and Y the label space.
The definition for a labeled dataset is given below. For this thesis, most datasets will
contain both data points and labels but will simply be called datasets for brevity,
as their structure becomes clear through their context.

Definition 2.1.2 (Labeled Dataset). For a given feature space X and label space
Y, a labeled dataset D is defined as

D := {(xi,yi)}ni=1 , (2.2)

for the dataset size n ∈ N and features xi ∈ X and labels yi ∈ Y.
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In Semi-supervised learning, unlabeled data is added to the labeled dataset with the
intention to improve the performance of the ML algorithm. The PATE framework
evaluated in this thesis and discussed in Section 2.4 make use of such techniques.

For the rest of the thesis, it will be sufficient to concentrate on supervised learning.
In this field, an ML algorithm aims at learning the association between feature and
label space given through the examples in the dataset. In most cases, this is done
by learning a model F . This process is commonly called the training of F with the
model being its final output. The parameters of the ML algorithm that influence the
training process are named hyperparameters, in contrast to the parameters on which
the model itself might depend. More formally, a model can be defined as follows:

Definition 2.1.3 (Model, Parametrized Model). For a given feature space X and
label space Y, the function F : X → Y is called a model. If F depends on a vector
of adjustable parameters θ, it is called a parameterized model. For clarity, they can
be written as Fθ to express this dependency.

As the above definition is abstract, models will always instantiate a concrete type
of model such as a neural network (NN) which is a type of parameterized model.
The models created for this work will all be convolutional neural networks (CNNs),
a form of NN that is tailored to process features representing images. For brevity,
these parameterized models will simply be called models in the following, keeping
in mind that each of them depends on a vector of parameters.

One of the most common tasks in ML is classification, where the label space consists
of a finite number of concrete categories or classes. To solve it, the ML algorithm has
to produce a model that associates each given data point with one label or outputs
a probability distribution over the possible labels. In the following, models solving
the classification task will be called classifiers and it is assumed that their output
have the latter form, called the confidences for a given data point. From these, a
concrete label can be derived, which is called the models prediction.

Definition 2.1.4 (Classifier). A model F : X → Y for a given feature space X and
label space Y is called a classifier if the label space consists of a finite set of discrete
values Y := {yi}mi=1 for m ∈ N.

Definition 2.1.5 (Confidences). Let F : X → Y be a classifier with feature space
X and labels space Y := {yi}mi=1,m ∈ N. For a given input x ∈ X , the output of
classifier F

F (x) := {pyi}mi=1, (2.3)

with pyi ∈ [0, 1] and
∑m

i=1 pyi = 1, is called the confidences for x. Each pyi is regarded
as the probability that the input x has the label yi.
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Definition 2.1.6 (Prediction). Let F : X → Y be a classifier with feature space X
and labels space Y := {yi}mi=1,m ∈ N. The function g(pyi) := yi returns the label
yi ∈ Y for a given assuciated probability pyi ∈ [0, 1] , i ∈ {0 . . .m}. For a given input
x ∈ X , the prediction ŷ of the classifier F is defined as

ŷ := g(max(F (x))) . (2.4)

2.2 Attacks on Privacy in Machine Learning

From the examples given in Chapter 1, the conflict between the potential utility
given through the analysis of sensitive data via ML and the need to protect privacy
becomes clear. Thereby, different notions of how privacy can be defined exist as
outlined in Section 3.1. With DP, one of these specific understandings of privacy
will be discussed in more detail in Section 2.3 as it builds the basis of the PATE
framework. For this thesis, an attack on privacy will be regarded as a way to extract
sensitive information from an ML model or the data used to create it [42].

In this section, possible adversarial settings in which an attack can take place will
first be discussed, followed by the explanation for two different types of attacks that
build the basis for experiments conducted below. A more comprehensive discussion
of related work on attacks on privacy follows in Section 3.2.

2.2.1 Adversarial Setting

Attacks differ in the assumptions that are made regarding the adversarial setting [42]
(also called adversarial knowledge as in [59]). Throughout this thesis, the common
differentiation between black-box and white-box as presented in [42] will be used. In
the former, an adversary may query the target model and observe the output for a
given input but has no further specialized knowledge about the target or the data
used to create it. Attacks of the latter category assume the adversary has full access
to the target model, including its parameters and the information about the ML
algorithm that was used to train it.

2.2.2 Membership Inference Attacks

A data point contained within a dataset is called a member of said set. Membership
inference attacks against ML models such as first presented in [53] try to determine
whether a given data point was part of the model’s training dataset. In the following,
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two approaches from [53] and [50] will be discussed, where the first trains an attack
model to attack the target model in contrast to the second that uses a threshold-
based method. Both approaches thereby function in a black-box setting, meaning
with only the possibility to query the target model and without direct access to its
parameters.

Shadow Training

The attack presented in [53] is called shadow training. It consists of four steps that
need to be executed for an attack: First, a so-called shadow dataset is created that
needs to be similarly distributed as the target models training dataset. [53] proposes
multiple approaches to this step, from querying the target model with possible inputs
to making the assumption that the attacker knows a noisy version of the training
dataset.

In a second step, the shadow dataset is partitioned and used to train multiple shadow
models. For this, each of the partitions is split into a training and test set, from which
the training set is then used to create a shadow model. The goal for the created
ensemble of shadow models is to use it as a stand-in for the target model.

The third step is to train the attack model. For the generation of the training dataset
for this new model, each shadow model is fed its training and test set. The resulting
confidences are labeled with “in” and “out” respectively, as well as with the data
points original label. The collection of all the datasets of labeled confidences is then
used to train the attack model in a supervised fashion.

Finally, the attack is executed by querying the target model with data points for
which the adversary tries to infer membership information. The returned confidences
are given to the attack model, which labels them as either “in” or “out”, and through
this step classifies the targeted data points as members or non-members. Figure 2.1
depicts an overview of the steps necessary for the creation of the attack model.

Threshold Attack

The attack from [50] is based on the assumption that the target model is expected
to be more confident on data points that were used for its training. As a first step,
the adversary queries the target model with a given target data point. They then
select the highest value from the returned confidence vector and compare it to a
given threshold. The target data point is considered a member of the target models
training dataset if the confidence value surpasses the threshold.
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Shadow Training Set 1
Shadow Test Set 1

Shadow Training Set 2
Shadow Test Set 2

Shadow Training Set k
Shadow Test Set k

Shadow Model 1
'in' Confidences Set 1

'out' Confidences Set 1

'in' Confidences Set 2 
'out' Confidences Set 2

'in' Confidences Set k
'out' Confidences Set k

Shadow Model 2

Shadow Model k

Attack Model

Shadow Dataset Attack Training Set

training prediction

Figure 2.1: The above figure shows a schematic overview of the shadow training
technique. The figure was adapted from [53].

The authors further discuss a general method on how to select a sensible threshold:
First, random data points are generated that are considered non-members of the
target models training dataset. Next, they are used to query the model, and the
maximal values for the output confidences are recorded. These are then used to
derive a threshold for the attack.

2.2.3 Property Inference Attacks

The attack was first proposed in [4] for support vector machines (SVM) and hidden
markov models (HMM). It was named property inference attack in [20] where it is
developed further to allow to target simple NN. The attack does not aim at directly
extracting information on a single record of the training set of a model. Instead, an
attack model called meta-classifier is trained to decide a binary property over the
unknown training dataset of a target classifier. The attack as proposed in [4] takes
place in a white-box scenario and consists of four steps:

First, the adversary selects a binary property P that he wants to decide for the target
models training dataset. An example is given in [4] in which the target property is
to determine whether a model was trained on a dataset of voice samples for which
all the contained data points come from speakers with Indian accents. They then
generate k datasets, whereby P is true for k/2 and false for k/2 of them. Here, it is
assumed that the adversary has knowledge about the structure of the target models
training dataset.

For the second step, the adversary trains one classifier for each of the k generated
datasets and saves them as a set of feature vectors, labeled with the value of P for
the dataset that was used. The result is a training dataset for the attack model
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Figure 2.2: The above figure shows the schematic overview of the training of a meta-
classifier attack model. The figure was adapted from [4].

of size k. It consists of k/2 data points labeled ’true’ and k/2 data points labeled
’false’.

This dataset is then used in a third step to train the meta-classifier in a supervised
fashion. The goal is for this attack model to learn to differentiate between vectors
representing models for which P is true and those for which it is false.

The fourth and last step consists of transforming the target model into the same
representation as was used for the data points of the training dataset and feeding it
to the meta-classifier. The attack model then decides P for the training dataset of
the target model on the basis of the presented vectorized representation.

2.3 Differential Privacy

DP gives a mathematically robust framework, fairly popular nowadays for protecting
the privacy of individuals whose data is entered in a dataset. It was developed
by Dwork [15], and follows the idea that the output of an algorithm that releases
statistical information about a dataset D should not significantly change, whether
or not an individual’s data is contained in D 1. Dwork et al. [16] argue that DP is an
abstract concept, and a concrete algorithm called mechanism is needed to realize it.
For it to give viable privacy guarantees, it is necessary to randomize the mechanism,
which is achieved by adding controlled amounts of noise to its output.

In the following sections, two formulations of differential privacy will be presented.

1Note that it is implicitly assumed that the dataset contains at most one data point per individual,
though DP extends to group privacy as well [15].
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This will be ε-DP and its relaxation (ε, δ)-DP [16], followed by another relaxation of
DP called Rényi Differential Privacy (RDP) [38] and used for the PATE framework
[44].

2.3.1 (ε, δ)-Differential Privacy

This section is be based on [16] if not noted otherwise.

When reasoning about (ε, δ)-DP it is necessary to first define the distance between
two datasets:

Definition 2.3.1 (Distance between Dataset, adapted from [29] Def. 2). The dis-
tance d(D1, D2) between the two datasets D1, D2 ∈ D denotes the minimum number
of data points that are required to be changed to transform D1 into D2.

Two datasets with d(D1, D2) ≤ 1 are called neighboring datasets. Given this term,
it is possible to formalize the intuitive understanding of DP that was given above:

Definition 2.3.2 ((ε, δ)-Differential Privacy, adapted from [16] Def. 2.4). A ran-
domized algorithm M with domain D is (ε, δ)-Differentially private if for all S ⊆
Range(M) and all neighboring datasets D1, D2 ∈ D the following applies:

Pr[M(D1) ∈ S] ≤ exp(ε)Pr[M(D2) ∈ S] + δ, (2.5)

where the probability space is over the randomness of the algorithm M. If δ = 0, it
is said that M is ε-differentially private.

For this formulation of DP, the first parameter ε is often called the privacy budget,
whereas the second parameter δ allows for a relaxation of strict ε-DP guarantees.
Choosing δ > 0 gives a chance that the output of M varies by more than exp(ε) –
it is therefore important to choose a small value for δ. It is recommended to choose
δ < 1/n, where n is the number of data points in a dataset, as each of them has the
independent chance of δ that information about it is leaked to the adversary [29].

From the definition above follows, the privacy guarantees given by this formulation
of DP grow stronger the smaller parameters ε and δ are, as the guaranteed maximal
difference in the output ofM for the neighboring databases gets smaller with them.
The introduction of a δ-parameter might weaken the privacy guarantees on the one
hand but allow for different mechanisms such as the Gaussian Mechanism discussed
in Section 2.3.3 that allow giving tighter bounds for them [38].
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One central feature of (ε, δ)-DP is its closeness under composition. This property al-
lows the expression of privacy guarantees for more complex mechanisms that consist
of multiple basic ones applied to a given dataset. Please refer to [16] for further in-
formation on the composition of (ε, δ)-DP. For this thesis, Rényi Differential Privacy
and its composition is relevant, a topic that is discussed in Section 2.3.2.

2.3.2 (α, ε)-Rényi Differential Privacy

This section is based on [38], in which Mironov presents Rényi Differential Privacy
(RDP). It describes another relaxation of the strict ε-DP which is similar to (ε, δ)-DP
but uses the Rényi divergence. This divergence is a generalization of the Kullback-
Leibler divergence (KLD) that can be defined as below:

Definition 2.3.3 (Rényi Divergence, adapted from [38] Def. 3). For two probability
distributions P and Q defined over an arbitrary result space R, the Rényi divergence
of order α > 1 is

Dα(P ‖ Q) :=
1

α− 1
logEx∼Q

(
P (x)

Q(x)

)α
, (2.6)

where log describes the natural logarithm and P (x) is the density of P at x.

With the definition of the Rényi divergence in place, it is now possible to formalize
(α, ε)-RDP. Here, the divergence is used to determine the distance between the
probability distributions output by a mechanism for neighboring datasets. Recalling
the informal explanation of DP from above, a mechanism is differentially private if
its output for two neighboring datasets does not differ in a significant way. This can
be achieved by bounding the Rényi divergence for the output of a mechanism in the
following way:

Definition 2.3.4 ((α, ε)-Rényi Differential Privacy, adapted from [38] Def. 4). Let
M : D → R be a randomized mechanism, where D is the set of all possible datasets
and R the set of possible results forM. The mechanismM is said to satisfy ε-Rényi
differential privacy of order α, or (α, ε)-RDP for short, if for all two neighboring
datasets D1, D2 ∈ D holds that

Dα(M(D) ‖ M(D′)) ≤ ε. (2.7)

With RDP, it is possible to determine the privacy guarantees for the composition
of two mechanisms from their respective privacy guarantees. This applies for both
the case in which the results for both mechanisms become known at the same time
and for the situation in which the output of the second mechanism depends on the
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output of the first. The privacy guarantees for the mechanism results from such a
composition that can be constructed as follows:

Lemma 2.3.1 (Composition of RDP mechanism, adapted from [38] Prop. 1). Let
M1 : D → R1 and M2 : D ×R1 → R2 be two mechanism that satisfy (α, ε1)-RDP
and (α, ε1)-RDP respectively. Then the composed mechanism

M3(D) := (M1(D),M2(M1(D), D)) (2.8)

satisfies (α, ε1 + ε2)-RDP.

Moreover, it is possible to express RDP privacy guarantees in the context of (ε, δ)-
DP.

Lemma 2.3.2 (From RDP to (ε, δ)-DP, adapted from [38] Prop. 3). If a mechanism

satisfies (α, ε)-RDP, then it also satisfies (ε+ log 1/δ
α−1 , δ)-DP for any 0 < δ < 1.

For a proof of the above Lemma 2.3.1 and Lemma 2.3.2, please refer to the proofs
of Proposition 1 and 3 given in [38].

2.3.3 Gaussian Mechanism

The Gaussian mechanism is one of the basic mechanisms that can be used as a
concrete implementation of DP. As other mechanisms are possible but not relevant
for this work, they will only be briefly touched upon in the related work Chapter 3.
The idea behind the Gaussian Mechanism is to randomize the output of a given
function by adding noise drawn from the Gaussian distribution to its output [38].
For this work, the Gaussian mechanism is discussed in the context of RDP only, as
it simplifies the task of expressing privacy guarantees for it, and therefore is used in
PATE in this way [44].

Definition 2.3.5 (Gaussian Mechanism, adapted from [38]). For a given real valued
function f : D → R and a dataset D ∈ D, the Gaussian Mechanism takes the form

Mσf (D) := f(D) +N
(
0, σ2

)
, (2.9)

where N (0, σ2) is the Gaussian distribution centered at 0 and a standard derivation
of σ.
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One important factor influencing the guarantees that can be given for the Gaussian
mechanism is the `1-sensitivity of the function f . It describes the magnitude by
which the output of function changes in case only one of the elements of the given
dataset does.

Definition 2.3.6 (`1-sensitivity, adapted from [38]). For a given function f : D → R
and two datasets D1, D2 ∈ D, the `1-sensitivity ∆f is defined by

∆f := max
D,D′

∥∥f(D)− f
(
D′
)∥∥

1
. (2.10)

With the help of the `1-sensitivity, it is now possible to finally specify the RDP
guarantees the Gaussian mechanism gives. The following proposition can be verified
by direct computation as shown in [38].

Lemma 2.3.3 (RDP Guarantees for Gaussian mechanism, adapted from [38] Cor.
3). For a given function f : D → R and its `1-Sensitivity ∆f , the Gaussian mecha-
nism Mσ,f satisfies (α, α∆2

f/(2σ
2))-RDP.

2.4 Private Aggregation of Teacher Ensembles

PATE is an approach for ML to satisfy DP. It was initially presented in [43], shortly
afterwards an improved version was published with [44]. The first publication bases
PATE on (ε, δ)-DP and the Laplacian mechanism, whereas the improved version
builds upon RDP together with the Gaussian mechanism. This sections follows [44]
if not otherwise noted, as it has been demonstrated that the improved PATE version
allows achieving better utility for models with comparable privacy guarantees.

2.4.1 Overview

For training an ML model with PATE, the used dataset is expected to be split into
sensitive, private training data Dpriv with labels and a public split of data Dpub

that is not sensitive and does not need to contain labels for the data points. For
validating the results, a hold-out part called Dtest is split from Dpub.

The central idea of PATE is to let the model finally output by the framework never
come into direct contact with the sensitive part of the dataset – a setting that makes
it harder for an adversary to extract private formation. Instead, an ensemble of so-
called teachers is trained on disjoint partitions of the private data Dpriv and their
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knowledge is subsequently transferred into a student model through a process similar
to knowledge distillation [25]. For this, unlabeled data from the public data Dpub is
presented to the teacher ensemble, and from their output, labels are created. The
public split that is thereby augmented with labels is then used to train the student
model. After this step, the teachers are discarded while the student model and the
public dataset Dpub can potentially be made public. Figure 2.3 gives a graphical
overview of the PATE framework for further clarification.

The central element of the PATE framework is the creation of labels through the
teachers as it is the only way for the student to gain information about Dpriv. The
teacher predictions on the input data points are interpreted as votes that are then
aggregated to derive a label. Noise is added in this aggregation mechanism, and
thereby PATE allows to train a differentially private student model.

After the teacher ensemble is trained in a supervised fashion, training the student
is done with semi-supervision. This way, the complete public dataset Dpub is used,
augmented with the labels created by the noisy aggregation mechanism of teacher
votes. For the semi-supervised training, [43] proposes to employ generative adversar-
ial networks 2 (GAN) such as from [51], and [44] uses Virtual Adversarial Training
(VAT)[39].

2.4.2 Aggregation Mechanism

To create a label for a data point from the unlabeled dataset Dpub, PATE uses a so-
called aggregator mechanism. When queried with a data point, the mechanism first
collects the teachers’ predictions for it. These predictions are also called the teacher
votes and are counted by class. Subsequently, Gaussian noise is added to the teacher
votes for each class, and the one with the highest result is returned. Hence, this
aggregation mechanism is called the Gaussian NoisyMax aggregator (GNMax).

The counting of teacher votes can be formalized as shown below. Here, fi denotes a
single model from the teacher ensemble of k teachers, with i ∈ {0, . . . , k}.

Definition 2.4.1 (Teacher Vote Count, adapted from [43]). For a given feature
space X and label space Y, the vote count ny for the label y ∈ Y given a data point
x ∈ X is defined as

ny(x) := |{i|fi(x) = y}| . (2.11)

Given this, the GNMax aggregation mechanism can be defined:

2Also, see [22] and [21] for more information on GANs.
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Figure 2.3: Overview over the PATE framework. The used dataset is split into
sensitive, private data (orange) and potentially publicly available non-
sensitive data (green). Teacher models trained on sensitive data are used
to label public, non-sensitive data and discarded afterward. The partially
labeled non-sensitive data is used to train a student model that can be
made publicly available to be queried. Figure adapted from [43].

Definition 2.4.2 (GNMax Aggregator, adapted from [44]). The GNMax aggrega-
tion mechanism is defined as

Mσ(x) := arg max
y∈Y

{
ny(x) +N

(
0, σ2

)}
, (2.12)

where N (0, σ2) is the Gaussian distribution centered as 0 and a standard derivation
of σ.

The number of partitions of the sensitive data split and teachers k ∈ N as well as
the standard deviation are hyperparameters of PATE and need to be adjusted to
the size of a concrete dataset that is used.

The authors of PATE propose a variation of this mechanism, called Confident-
GNMax, which will be used throughout this work. It solely returns labels for data
points for which the teacher consensus is strong, meaning the votes for one label are
higher than a given threshold. The aggregation of noisy teacher votes proceeds as
above, with the difference that first Gaussian noise with a high standard deviation
σ1 is applied to the voting results after which the result is compared to a threshold
T . If this threshold is not surpassed by the maximum amount of votes given for
one label, the complete query is rejected as the consensus between teachers was not
strong enough. Otherwise, a second round of Gaussian noise with a smaller standard
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deviation σ2 is applied. Then, the label with the highest amount of noisy votes is
returned. This approach allows to reject labels with a high privacy cost but increases
the number of hyperparameters for the Confident-GNMax by adding the threshold
T and separating the standard deviation of Gaussian noise to σ1 and σ2.

2.4.3 Privacy Guarantees

For the following, it is assumed that the partitioning of Dpriv results in a situation
where each data point only influences the training of one teacher. Moreover, the
assumptions are made for a worst-case scenario, in which the presence or absence of
one data point might change the teacher vote completely.

With the help of the GNMax aggregation mechanism, two different privacy bounds
can be given for a query that is posed to it. The first is a loose bound that applies to
all data points when they are labeled and results directly from the guarantees given
by RDP. For the second, a data-dependent bound is given, which for many records
produces tighter privacy guarantees. The privacy guarantees are thereby calculated
in RDP and can be expressed in (ε, δ)-DP at the end of the labeling process.

Lemma 2.4.1 (Loose Bound for GNMax, adapted from [44] Prop. 8). The GNMax
aggregator Mσ guarantees (α, α/σ2)-RDP for all α ≥ 1.

Proof. From the requirement that teachers are trained on partitions of Dpriv follows,
that each data point can only influence the prediction of one teacher. For a neigh-
boring dataset D′priv in which one data point is changed, the teacher votes count can
differ at most for two classes, each time by one. Following this, the GNMax aggrega-
tor is regarded as the composition of two Gaussian mechanisms with `1-sensitivity of
∆ = 1. The loose bound therefore follows from Lemma 2.3.1 and Lemma 2.3.3.

The data-dependent privacy bound can be applied in cases where the consensus
between teachers is strong, meaning that the aggregation of teacher votes is especially
high for one class.

Lemma 2.4.2 (Tight Bound for GNMax, adapted from [44] Theo. 6 and Prop. 7).
Let M be a randomized algorithm that satisfies both (α1, ε1)-RDP and (α2, ε2)-
RDP and suppose there exits a likely outcome y∗ given a dataset D and a bound
q ≤ 1 such that q ≤ Pr[M(D) 6= y∗]. Additionally suppose that α ≤ α1 and

q ≤ e(µ2−1)ε2/
(

µ1
µ1−1 ·

µ2
µ2−1

)µ2
. Then, M satisfies (α, ε)-RDP with

ε ≤ 1

α− 1
log
(

(1− q) ·A (q, α2, ε2)
α−1 + q ·B (q, α1, ε1)

α−1
)

, (2.13)
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where A (q, α2, ε2) = (1− q)/
(

1− (qeε2)
ε2−1
α2

)
and B (q, α1, ε1) = eε1/q

1
α1−1 .

The probability Pr [Mσ(D) 6= y∗] thereby corresponds to the probability that the
output of M for a dataset D does not equal the likely outcome y∗ and can be
calculated by

Pr [Mσ(D) 6= y∗] ≤ 1

2

∑
y 6=y∗

erfc

(
ny∗ − ny

2σ

)
, (2.14)

where erfc is the complementary error function.

Informally, Lemma 2.4.2 expresses that the RDP for M of order α ≤ α1, α2 at D
is bounded by a function of q, α1, ε1, α2, ε2 that approaches 0 as q → 0. For proof,
please refer to the proofs for Theorem 6 and Proposition 7 given in [44].

The privacy guarantees are computed for each query to the GNMax and can be
composed following the rules for RDP. Concretely, the privacy guarantees are tracked
for a series of moments during the labeling process. Each step they are converted to
(ε, δ)-DP guarantees and compared to the privacy budget. The labeling terminates
before the privacy budget is crossed for all moments for which the privacy guarantees
are calculated. Subsequently, a moment is selected according to the lowest tracked
(ε, δ)-DP guarantees which are returned. They apply to any student model that
is trained using the created labels. The authors of [44] note that these privacy
guarantees are data-dependent, and publishing them would result in further loss
of privacy. A smoothing that allows publishing this output is therefore proposed,
which will not be applied here as the datasets used to train models with PATE are
publicly known.
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The following section reviews previous work on different notions of privacy with a
focus on DP and attacks against it.

3.1 Notions of Privacy

In the following, a brief overview of the literature regarding different notions of
privacy will be given.

Trying to answer this question for what privacy is on a basic level, Li et al. suggests
that it is easier to understand when privacy is breached, as it “is a social concept” and
therefore hard to define directly [34]. The authors of [42] further differentiate between
confidentiality and privacy, where breaching the former would take place when an
adversary extracts information about an ML model, but the latter is breached if they
successfully gain access to sensitive information on the data used to create it.

In the context of differential privacy which is discussed in more detail in Section 2.3,
privacy is defined on an individual level. Here, a privacy breach occurs if an adversary
can determine whether the data of an individual was part of a dataset [15]. Further,
[53] argues that the case in which an adversary infers additional information about
the members of a population given an ML model can not be considered a breach
of privacy. This arises through the fact that the inferred information applies to the
whole of the population and not to one individual, and the property of models to
generalize on previously unknown data.

In contrast, the authors of [66] give arguments for the idea that besides attacks that
breach privacy on this individual level, there exist those that breach it by extracting
information on the training dataset or its distribution, referring among others to [20]
discussed in Section 2.2.3. The authors subsequently call this form attribute privacy,
for which they give formal privacy definitions.
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3.2 Attacks on Privacy

This section gives an overview of related work regarding membership and property
inference as well as model inversion attacks.

3.2.1 Membership Inference Attacks

Shokri et al. [53] demonstrate the class of membership inference attacks, that allows
to predict from a given target record if it was part of the training set used to create
the target ML model. It is shown that the degree to which a model is overfitted to
its training dataset is related to the precision of its membership inference attack.
Additionally, the authors state that overfitting is not the only cause for the shown
vulnerability and the number of classes in the training dataset as an additional
factor. The workings of this attack are described in greater detail in Section 2.2.2.

Following this initial attack, a variety of publications further examines the cause for
ML models vulnerability to membership inference and proposes modifications of or
alternative approaches to the shadow training technique:

Long et al. [35] describe the shadow training technique as untargeted as it is not
specific to one target record and proposes two variations of a targeted attack that
tries to infer the membership of one given record. The attack works by calculating
the average KL divergence between the confidences output by the student model
and two teacher ensembles - one for which the property holds and one for which it
does not. Here, an ensemble of models is trained on datasets of which half contain
the target record. The target record is fed to all shadow models, and the target
model is classified as a member in case the target model’s output is closer to the
output from models whose training dataset contains the target record. For the first
variation of the attack, the KL divergence is used as a distance measure. For the
second variation, the model outputs are binned, and the frequency of models whose
output falls into the same bin as the target model’s output is calculated.

Salem et al. [50] aim to relax the assumptions made for the shadow training tech-
nique from [53]. They demonstrate that an adversary can execute a successful attack
without knowing the ML algorithm of the model or the distribution of its training
dataset as well as that the number of shadow models can be strongly reduced, up
to only one employed model. The authors also propose a threshold-based attack
that is independent of the target’s training data distribution or any shadow models.
Here the adversary inputs a target record into the target model and extracts the
highest probability for a class. The target record is then assumed to be a mem-
ber of the target model’s training data if the extracted probability is higher than
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a previously selected threshold. This threshold-based attack is further discussed in
Section 2.2.2.

While the above attacks operate in a black-box setting where an adversary has
no access to the model parameters, Nasr et al. [40] propose a white-box attack on
neural networks that assumes the adversary has knowledge of the true label of a
target record. In addition to computing the output for the record, a training step
is executed on the neural network. Then, the training loss is recorded, in addition
to the gradients extracted from the intermediate network layers. The authors state
improved attack performance on selected target models in comparison to the black-
box shadow training technique [53]. In contrast, the authors of [49] argue that this
additional information would not improve the performance of a potential optimal
black-box. They derive this from their search for an optimal attack technique and
state that attacks from [53] and [64] are already coarse approximations of it.

Yeom et al. [64] further inspect the connection between vulnerability to membership
inference attacks and overfitting, a relation which they confirm through a series of
proposed attacks that depend on the output error of the target model. [36] extends
this analysis by investigating the increased risk attacks pose to individual records
that have a strong influence on the target models output. Especially outlier in the
training dataset exhibit strong influence on the target model and an attack is demon-
strated that exploits this. Records with strong influence are selected as targets, and
the output distributions of the target model and an ensemble of reference models
whose training data does not contain the target record are compared. The authors
show that this can be done directly by querying the target record or even indirectly
by querying other records for whom the output is influenced by the target record.

Truex et al. [59] analyze causes for membership inference vulnerability besides over-
fitting mainly based on the shadow training attack from [53]. They analyze multiple
factors that influence the model’s vulnerability to membership inference. Most no-
tably, the authors find the attack’s performance depending on the target’s model
type and the structure of its training dataset. They further inspect the conditions
under which attack models are transferrable. This property allows an adversary to
not necessarily know the exact target models ML algorithm or the target dataset to
mount an attack. Building on the above findings, [58] and [56] add the target model’s
complexity and depths as potential factors for successful membership inference. The
former publication thereby underlines the effect of skewed datasets and describes
minority groups at especially at risk, a statement that is supported by [63].

While the above works already show that vulnerability to membership inference
depends on task and target model complexity, they mostly focus on classification
models that are trained from scratch. This is not the case in situations where trans-
fer learning is employed to create a new model on the parameters of an existing
one [21]. Zou et al. [68] explore this setting and presents results that indicate that
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the used attack is not able to restore membership information with regards to the
training dataset of the base model. Other recent publications show that attacks are
also feasible against complex models trained for different tasks, such as semantic seg-
mentation [24][52] and image translation [52]. Moreover, attacks against generative
methods have been shown, such as [23].

Another branch of research explores the feasibility of membership inference attacks
against models that are trained in a federated fashion, such as described in [59].
Here, the effect of additional adversarial knowledge gained by a participant of a
federated learning procedure is inspected with regards to the potentially increased
performance of a black-box attack. [37] and [40] describe attacks where a malicious
participant observes the parameters of the jointly trained model, calculates the pa-
rameter updates that were applied over time using these to execute the attack.

Song et al. [54] evaluate different approaches to membership inference attacks and
mitigations. They propose to use a combination of attacks that train an ML model
to infer membership information, as well as so-called metric-based attacks to bench-
mark the resilience of models against membership inference. The importance of
metric-based based attacks is underlined as the selection of suboptimal hyperparam-
eters for those using models might lead to underestimating the risk for membership
inference. Consequently, the authors present a new threshold attack in addition to
a new privacy risk score. This metric estimates the probability for individual data
points to be members of the target’s training dataset.

3.2.2 Model Inversion Attacks

The inital model inversion attack presented by Fredrikson et al. [19] targets linear
models in a black-box fashion to reconstruct a sensitive attribute for a partially
given record. It is demonstrated for a model that outputs a patient-specific medicine
dosage from which an adversary tries to extract a patient’s genotype with the help
of extensive adversarial knowledge. This attack is further discussed in [64], where it
is also called an attribute inversion attack. The advantage gained by the adversary
through this attack for determining the unknown attribute is formally defined, and
the connection between membership inference and attribute inference is explored.

The attack from [18] has the goal to reconstruct privacy-sensitive data from a given
ML model and a label from the training dataset. The authors demonstrate this by
inverting a facial recognition system consisting of a CNN trained on CIFAR-10, The
goal here is to recover the image of a person given the name that is used as a label.
The white-box attack calculates an image that minimizes the model’s training loss
with respect to a given classification label. For this, a fixed number of iterations of
gradient descent for this loss are calculated, and the gradients are applied to the
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image.

Shokri et al. [53] state that the images recovered in the above attack do not corre-
spond to actual images from the training data. Rather, the attack creates a repre-
sentation of the average features by which the target model learned to characterize
a given label. Later works try to improve in this area by using GANs. As one of
these, the approach described in [3] trains a generator and discriminator by only
querying the target model for labels. Through this black-box attack, the generator
learns an approximated distribution of the images from the targets training dataset
while the discriminator is able to imitate the target model’s behavior with respect
to classification. Zhang et al. [67] and Chen et al. [10] show white-box attacks that
improve upon the results from the approach above by being able to produce rather
realistic images of faces. The former thereby allows the adversary to utilize differ-
ent degrees of auxiliary knowledge, ranging from none over blurred to clear but
partially masked images from the training dataset. Additionally, the authors show
a correlation between “predictive power and its vulnerability to inversion attacks”
[66].

While all other discussed attacks focus on locally trained models, there is also the
possibility to invert models in federated learning: An adversary participant of such
a collaborative learning procedure is shown to be able to gain information about the
data of a label by updating the jointly trained model based on data generated with
a GAN [26]. Wang et al. [60] on the other hand, focuses on the scenario in which
a malicious server tries to gain information about private data while identifying
participants it stems from.

3.2.3 Property Inference Attacks

Ateniese et al. [4] were the first to present a property inference attack. Its goal is not
to directly extract training data but properties over the entire training dataset of
the target model. The property under scrutiny is not directly related to the actual
task of the target model but can be learned as a side-effect of the training procedure,
such as whether a specific speaker accent is dominating in the samples of a speech
recognition dataset. To this end, they train a so-called meta-classifier that is then
input a representation of the target model to decide on a binary property of the
training dataset. For a more detailed description on the training of the meta-classifier
see Section 2.2.3.

The above approach was introduced to work on SVMs and HHMs, whose parame-
ters can easily be described through a set of vectors [4]. [20] adapts the attack for
neural networks. For these, the vectorized representation of a model is ambiguous,
as the order in which units of one network layer are represented is irrelevant as long
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the connections between them are the same. To solve this problem, they introduce
permutation invariant representations of neural networks, either achieved by sorting
their units or by representing them through sets. These methods improve the attack
performance on neural networks over [4].

Though not explicitly with the goal of performing a property inference attack, [17]
introduce a deep meta-classifier that is trained in a similar fashion as the meta-
classifier of [4] and operates on CNNs. The authors use this deep neural network
to extract properties of the training setup of a target model, such as used datasets,
hyperparameters, and whether the training data was augmented. To generate the
training dataset for the deep meta-classifier, they write the parameter of trained
CNNs as a vector, though it is noted that an improved representation of model
parameters as data points would be beneficial. Additionally, it is stated that the
proposed deep meta-classifier can potentially be used for property inference attacks
due to its ability to reveal information about the training setup.

In contrast to the above works that operate on models that were trained locally, [37]
demonstrates a property inference attack for federated learning. By observing the
jointly learned model parameters, the adversary records model snapshots and tries to
determine if these were based on training data containing a targeted property. With
the help of auxiliary data for which the property is known, an attack model is then
trained based on the gradients between model snapshots. Moreover, the described
attack allows an adversary to introduce the classification task of determining the
target property for data points to the jointly trained model.

3.3 Differential Privacy

DP was first introduced by Dwork in [15]. Informally speaking, it aims at giving a
provable bound to the probability with which an adversary can distinguish between
the output a DP-secure mechanism gives for two neighboring datasets, i.e. to datasets
that only differ in one record. In its simplest form of ε-DP, the parameter ε is defined
to describes the upper bound for this probability, and it is therefore called the privacy
budget. A relaxed version was given with (ε, δ)-DP [16] to allow a private mechanism
to fail the given guarantees with a small probability δ.

Multiple varieties or relaxed versions of DP were proposed in the following, as they
allow to find tighter bounds regarding the necessary privacy budget. Most of these
relaxations aim at improving the privacy analysis for the Gaussian mechanism and
the composition of mechanisms. As one of these approaches, [14] proposed Concen-
trated Differential Privacy, that tries to improve upon (ε, δ)-DP in these aspects.
It was subsequently reformulated in [9], where the Reńyi divergence [48] is used to
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further improve upon the previous results. RDP [38], discussed in more detail in Sec-
tion 2.3.2, is another approach that makes use of the Reńyi divergence. In contrast
to Concentrated Differential Privacy, it allows conversion from privacy guarantees
given in RDP to (ε, δ)-DP. f-DP [13] aims at better interpretability compared to
these divergence-based approaches, besides also providing improved tools to bound
the privacy of mechanism and their compositions. It subsumes (ε, δ)-DP and there-
fore also allows conversion between f-DP and (ε, δ)-guarantees.

Another line of work deals with the problem of choosing appropriate parameters for
DP, such as [33] which tries to give guidelines on how to choose the privacy budget
for ε-DP and argues that this is dependent on the setting in which a differential
privacy mechanism is deployed. Similarly, [27] explores a method to find acceptable
parameters for (ε, δ)-DP with respect to a trade-off between privacy and utility of a
constructed system.

3.3.1 Differential Privacy for Machine Learning

Song et al. [55] apply DP to stochastic gradient descent (DP-SGD), theoretically
making it available to a large number of number ML algorithms that process privacy-
sensitive data, though the approach is limited to convex objectives and the need for
non-meaningful privacy budged. Abadi et al. [1] build upon this by presenting an
algorithmic technique they call the moments accountant to refine the analysis of the
privacy cost for training an ML model and allows for non-convex objectives. With
this, they enable the use of DP in further ML techniques as neural networks.

Other publications try to further improve upon these results in terms of model per-
formance and privacy guarantees, such as [65] that in turn builds upon DP-SGD
and the moments accountant. The authors identify several issues with the methods
used by [1] and make use of Concentrated Differential Privacy from [14] among other
modifications. In contrast to this, [8] demonstrates that it is possible to train differ-
entially private neural networks with improved privacy guarantees without using the
moments accountant, by applying f-DP from [13]. Moreover, works like [61] provide
methods to train differentially private models with federated learning, or allow the
creation of differentially private, synthetic data with GANs [30][57].

The PATE framework presented by Papernot et al. [43] also aims at providing a
method to create models with competitive performance and privacy guarantees but
also puts a heavy focus on explainability. Their approach is further refined in [44],
among other things by using Reńyi DP from [38] and an improved technique for
transferring knowledge from teacher to student that is more economical regarding the
privacy budget. The PATE framework is explained in more detail in Section 2.4.
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Another line of publications does not directly focus on creating models with in-
creased performance or utility, but inspects the effects of DP has on the vulnerability
of models to attacks on privacy described above. Here, Rahman et al. [47] applie
membership inference attacks against differentially private models trained with the
moment’s accountant from [1]. They find that models with low privacy budgets are
more resilient to these attacks but at the same time show a drastic reduction of
model performance. Similar findings are stated by Jayaraman et al. [28] who also
apply membership as well as attribute inference attacks against models trained with
different relaxations of DP. Zhang et al. [67], on the other hand, attack a differ-
entially trained model with their presented model inversion attack, with the result
does not help to protect against such an attack.
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Trained with PATE

This section will discuss the PATE framework against the background of known
attacks against ML models described in Section 2.2 and Section 3.2. The goal here
is to inspect to which degree the structure of the approach itself protects sensitive
data used to train an ML model, as well as to find a method to assess the concrete
meaning of given privacy guarantees.

First of all, a look is taken at the setting in which PATE models are trained and
in which potential attacks against them take place. From these considerations, it
becomes already apparent that PATE most likely reduces the attack surface that can
be used by an adversary to extract sensitive information. Next, this thesis follows
previous work such as [47] in targeting differentially private models with known
attacks to evaluate the concrete meaning of given privacy guarantees. Here, the
dependency between the privacy budget used to train differentially private models
and the resulting privacy will be inspected closely.

On the one hand, PATE is a mechanism to implement DP for ML models, and
given privacy guarantees given by the framework relate to the privacy of the data
of individuals (see Section 2.3). On the other hand, the attacks discussed in Sec-
tion 2.2.3 and Section 3.2.3 target the extraction of sensitive information over the
whole dataset or its underlying distribution. Hence, PATE will be examined under
both aspects of privacy.

As seen in Section 2.4, the last step of training a model with PATE consists of semi-
supervised learning, based on the unlabeled dataset Dpub augmented with labels
created via the teacher ensemble. For this work, the training of the student models
will be limited to a supervised training of the student model with the help of created
labels and their associated data points. Semi-supervised learning is beyond the scope
of this thesis but is expected to improve student and influence attack performance.
Therefore, it is a promising avenue for future work.

The following section focuses on the discussion on how to utilize different classes
of attacks for this evaluation while concrete experiments and their results will be
described in Chapter 5 and Chapter 6
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4 Attacking Differentially Private CNNs Trained with PATE

4.1 Adversarial Setting

One of the goals of PATE is that its privacy guarantees still hold if the student
model and the dataset Dpub are made public [44]. On the one hand, this corresponds
to a white-box setting with respect to the student model, in which an adversary has
full access to the target model internals such as model architecture and parameters.
Teacher ensemble and labels created to train the student, on the other hand, are
discarded after the training process and are assumed not to be accessible by an
adversary. The same applies to the sensitive dataset Dpriv, which is kept private.

While the goal of an adversary is to extract information about Dpriv which con-
tains sensitive information, the structure of PATE described in Section 2.4 imposes
multiple hurdles to this. One major point is that the adversary is assumed to have
only access to the already public dataset Dpub and a student model that never was
directly trained on sensitive data. The only channel for sensitive information to flow
from Dpriv to the student is through the noisy teacher voting mechanism, restricted
by the set privacy budget. The Confident-GNMax mechanism that is relevant for
this thesis randomizes the teacher votes with Gaussian noise, hiding the influence
of single teachers and potentially disturbing the overall result. Moreover, results of
the aggregator are merely labels, not confidences which further hides the behavior
of the teacher ensemble. All this affects and limits the potential attack surface for
an adversary.

With increasing privacy budget, the noisy teacher voting mechanism is expected to
release more sensitive information in the form of labels for Dpub, which increases the
potential for a successful attack on privacy. Nevertheless, the fact that data points
used to train the student only stem from public data restrict the attack surface for
the adversary independently of the privacy budget.

4.2 Evaluating PATE Privacy Guarantees through
Membership Inference Attacks

The PATE framework allows training differentially private student models, and with
this provides privacy guarantees regarding individuals. As discussed in Section 2.3,
DP uses the parameter ε to bound the influence of data points on a mechanism’s
output. Membership inference attacks directly try to breach this understanding of
privacy by detecting the difference that one data point of one individual creates in
the behavior of a model [47], which is the reason why this type of attack lends itself
to evaluate DP guarantees in practice. By doing so, this thesis follows previous work
such as [47], [46], and [28].
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4.3 Model Inversion Attacks

The goal of an adversary executing a membership inference attack is to extract
membership information with regard to sensitive data used to create the target
model. In the case of PATE, this means an attack is successful if it correctly predicts
whether a given data point is a member of Dpriv. To do so, the adversary targets the
student model that is produced by the PATE framework and afterward deployed or
shared.

Moreover, the PATE framework assumes an adversary to have full access to the
target model, which implies query access necessary for membership inference attacks.
The full access also allows adversarial knowledge of the student’s model architecture
which is required by attacks such as the shadow training technique discussed in
Section 2.2.2. Depending on the concrete attack, additional adversarial knowledge
such as knowledge of hyperparameters has to be assumed.

target model PATE student (query access)

inferred information membership with respect to Dpriv

adversarial knowledge (additional knowledge depending on concrete attack)

Table 4.1: Adversarial setting for membership inference attacks targeting PATE stu-
dent models and Dpriv.

The privacy guarantees given by PATE are dependent on the value that was cho-
sen for the privacy budget hyperparameter. As this hyperparameter influences the
number of labels created by the GNMax mechanism for Dpub, it also affects the
performance of produced student models. The evaluation of PATE with the help
of membership inference attacks will therefore be done with respect to the pri-
vacy budget while taking the reached student performance into account. Moreover,
membership inference is affected by factors such as the degree to which models are
overfitted [36, 53, 64] and the skewedness [56, 58, 63] and complexity [58] of datasets
(see Section 3.2.1 for more detail). By partitioning the training data and using a
majority vote for determining labels for Dpub, these effects might be increased by
the PATE framework. The experiments discussed in Section 5.2 privacy will also
take these factors into account.

4.3 Model Inversion Attacks

A direct model inversion attack, as discussed in Section 3.2.2, would require access
to a model that is trained on the targeted data. For PATE, this would mean access
to the models of the teacher ensemble as all sensitive data is contained Dpriv. The
PATE training procedure discussed in Section 2.4 explicitly states that teachers are
to be discarded after the labeling process to prevent a breach of privacy in this
way.
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4 Attacking Differentially Private CNNs Trained with PATE

Moreover, attacks using model inversion discussed in Section 3.2.2, such as the ones
presented in [18] and [67], focus on either reconstructing the average features learned
by a model for a given class or try to derive a data point for the distribution underly-
ing the training dataset. They target models that are used in settings such as facial
recognition systems, where adversaries must be prevented to gain such knowledge.
In the setting used to train models with PATE, it is assumed that an adversary can
access the student, as well as the public dataset Dpub. Through this, the adversary
has access to data points from the targeted distribution and can label these with the
help of the student model. Model inversion is therefore not even necessary to reach
the same results, and it is questionable if these attacks are a threat to privacy.

Reconstructing the average features for a class as learned by the model could provide
information about the dataset Dpriv if its underlying distribution differs from that
of Dpub. To identify this difference, the adversary would either need to know the
true labels for Dpub or the distribution from which the dataset was sampled. Then
again, a model inversion would not be necessary as they could compare it directly
to the output created by the student model. Finally, targeting differences between
the distributions underlying Dpriv and Dpub is similar to extracting the value for
a property from Dpriv, and therefore might be simpler to achieve with the help of
property inference attacks which will be discussed below.

For the above reasons, model inversion attacks will be regarded as a low threat to
models trained with PATE and omitted from the experimental evaluation of the
PATE framework.

4.4 Property Inference Attacks

As discussed in Section 2.2.3, the goal of property inference attacks is to extract
information over the whole training dataset of a model with regards to a binary
property P. The model thereby only implicitly learns P, as it is not explicitly con-
tained in the dataset and not part of the model’s task. Property inference attacks
were first demonstrated for models used in the field of voice recognition [4], with a
property that can be adapted as Paccent : 100% of the target model’s training dataset
consists of data points created by people who speak an Indian English dialect. Similar
properties that are applicable to image datasets can be formulated. An example that
is used below is Pcontrast: Class 0 of Dpriv used to create the target model contains
50% images with enhanced contrast.

Note that the formulated properties for the inference attack refer to a target model.
By inferring the property, the adversary gains information on sensitive data only
indirectly. Targeting PATE students, the adversary has to bridge even more steps
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4.4 Property Inference Attacks

of indirection. Here, Dpriv is used to train the PATE teacher models, which in turn
produce labels harnessed for the training of the targeted student model.

Two issues prevent the direct application of existing property inference attacks, such
as described in Section 2.2.3, to student models trained with PATE. First, a method
to vectorize trained CNNs for creating the training dataset of the meta-classifier
needs to be found, as previous work targets either simpler models such as SVMs
and HMMs or fully connected neural networks. This method needs to be able to
retain the information on the parameters of the CNNs, to form a dataset with which
a meta-classifier can be trained successfully. Second, creating the training dataset
for the attack model out of fully trained PATE students would require massive
amounts of computational power as each requires the creation of a complete teacher
ensemble.

An alternative approach will therefore be focused first in Section 4.4.1, which utilizes
the output of the student model rather than its parameters. Afterward, a modifica-
tion to the attacks from [4] and [20] will be sketched, that could allow attacks on
models trained with PATE through a meta-classifier.

4.4.1 Distance-based Property Inference Attack

The goal of the method discussed in this section is to infer the value of a binary
property for a PATE student model from its output. The attack is based on mea-
suring the KLD between the confidences produced by the targeted student and the
confidences output by models the adversary produced and for which they know the
value of P. The method is called a distance-based property inference attack, analo-
gous to the distance-based membership inference attacks proposed in [35] by which
it is motivated.

Two variants of the proposed attack are presented below. The goal for the first vari-
ant is to establish the basic approach and to determine whether it allows extracting
information regarding P from a PATE student. It is thereby an attack only in the
theoretical sense as multiple strong assumptions regarding adversarial knowledge
have to be made. These assumptions subsequently are loosened by a second variant
and a method to restore the labeled subset Dlpub of Dpub with the help of member-
ship inference. Lastly, an approach to extend the proposed distance-based property
inference attack by using multiple properties is discussed.
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4 Attacking Differentially Private CNNs Trained with PATE

Attack using Dpriv-based Ensembles

For this theoretical distance-based property inference attack, the adversary is ex-
pected to know the model type and architecture, as well as hyperparameters for
both models and the PATE framework. Additionally, they are assumed to know to
the private dataset Dpriv, and the part of Dpub that was labeled with the help of
the GNMax mechanism, called Dlpub. The models targeted by this method are the
student models resulting from executing the PATE framework. The attack is deemed
successful if it correctly predicts the property P from the target model’s output.

target model PATE student (query access)

inferred information property P for target model

adversarial knowledge Dpriv, Dpub, Dlpub,
architecture and hyperparameters for PATE models

Table 4.2: Adversarial setting for the distance-based property inference attack using
ensembles trained on Dpriv.

In the first step, the adversary creates two datasets DTrue and DFalse based on
Dpriv. Thereby, P is True for models trained on DTrue and False for those trained
on DFalse.

For the second step, the adversary trains two ensembles called ETrue and EFalse
that are based on the datasets DTrue and DFalse. This is done in the same manner
as training a PATE teacher ensemble for Dpriv: The adversary partitions each of the
datasets DTrue and DFalse according to the number of PATE teachers and trains one
model per partition. They thereby use the model architecture and hyperparameters
employed to train the PATE teachers.

For the third step, the adversary calculates the mean KLD between the student’s
confidences and the ensemble models’ confidences over all data points in Dlpub. For
simplicity, this measure will be called the average KLD between the student and a
teacher ensemble. Note that Dlpub only contains data points, and no knowledge of
the labels produced by the GNMax is necessary.

Finally, the adversary assumes that the target model has the same value for P as the
ensemble with the smaller average KLD to the student. Figure 4.1 gives an schematic
overview of the attack while algorithm 1 shows pseudo-code for its last two steps.
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Figure 4.1: Schematic overview of the distance-based property inference using Dpriv.

Algorithm 1: Distance-based attack using Dpriv-based Ensembles

input : dataset Dlpub,
target student model S,
ensemble ETrue based on DTrue,
ensemble EFalse based on DFalse

output: prediction for property P

kldTrue ← 0
kldFalse ← 0
for d ∈ Dlpub do

sc← S(d)
for T ∈ ETrue do

tc← T (d)
kldTrue ← kldTrue +KLD(sc, tc)

for T ∈ EFalse do
tc← T (d)
kldFalse ← kldFalse +KLD(sc, tc)

if kldFalse/|Dlpub| < kldTrue/|Dlpub| then
return Tri

else
return False

The idea behind this approach is that the behavior of the teachers trained on Dpriv

is slightly modified depending on the property value of P. The student reflects this
difference in behavior, as the labels for Dlpub are based on the output of the teacher
ensemble. By artificially creating two teacher ensembles with different values for P,
the adversary can determine which is more likely to be similar to the ensemble that
produced the target student model. They can therefore infer the value of P for the
target model and gain information on Dpriv.
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4 Attacking Differentially Private CNNs Trained with PATE

Attack using Dpub-based Ensembles

For the second proposed variant of the distance-based property inference attack, the
goal is to refine the approach from above by reducing the necessary assumptions
made regarding the adversarial knowledge. Here, the adversary is not assumed to
have access to dataset Dpriv which results in a more realistic adversarial setting. The
weaker assumption that the adversary knows Dlpub, which is the labeled portion of
Dpub, remains.

target model PATE student (query access)

inferred information property P for target model

adversarial knowledge Dpub, Dlpub,
architecture and hyperparameters for PATE models

Table 4.3: Adversarial setting for the distance-based property inference attack using
ensembles trained on Dpub.

Without access to Dpriv, the adversary creates ensembles based on a dataset that is
similar with regards to the underlying distribution. This has the goal to emulate the
ensembles based on Dpriv from above and their behavior. One candidate for such
a dataset is Dpub as it is known to the attacker. Using only Dupub = Dpub \ Dlpub

guarantees that the data used to create the attack models was not used for the
training of PATE students. The rest of the attack is analogous to the first attack
variant that uses ensembles based on Dpriv.

Restoring Labeled Data Points Dlpub from Dpub

The distance-based property inference attacks described above require adversarial
knowledge of Dlpub. This section discusses how an adversary can use membership
inference to restore Dlpub from Dpub. The approach presented here does not reveal
sensitive information but is solely used to reduce the adversarial knowledge necessary
for subsequent attacks.

target model PATE student (query access)

inferred information membership with respect to Dlpub

adversarial knowledge Dpub,
(additional knowledge depending on concrete attack)

Table 4.4: Adversarial setting for membership inference attacks extracting Dlpub

PATE student models.

In the context of this work, the PATE student is trained in a supervised fashion,
which takes place exclusively on Dlpub and the labels provided by the GNMax-

34



4.4 Property Inference Attacks

Aggregation mechanism with the help of teachers. The dataset Dlpub thereby is
equal to the training dataset of a targeted PATE student model. An adversary
trying to learn Dlpub can execute a membership inference attack against the PATE
student model on the basis of Dpub. They then assume that data points for which
the attack predicts membership for the training dataset of the module with high
probability are part of Dlpub. All other data points are assumed to be part of Dupub =
Dpub \Dlpub which is the unlabeled part of the public data. Finally, predicting the
labels created by the GNMax mechanism is then possible by calculating the targeted
PATE student’s predictions for Dlpub.

Extended Attack using Multiple Properties

The attack presented here is based on the previously discussed distance-based prop-
erty inference attacks. Both of the proposed variants aim at determining whether a
binary property applies to a PATE student model and therefore indirectly to Dpriv.
The properties formulated in [4] and Section 5.3.1 thereby state that a percentage
of the sensitive data has a specific quality1. This is an Indian English accent or en-
hanced contrast for the given examples. The attack discussed here aims at inferring
the percentage m by which a quality Q applies to a target model. The adversarial
setting is thereby the same as for the chosen distance-based attack variant it is built
on.

target model PATE student (query access)

inferred information percentage m to which Quality Q applies to Dpriv

adversarial knowledge Dpub, Dlpub, (Dpriv depending on used basic attack),
architecture and hyperparameters for PATE models

Table 4.5: Adversarial setting for the extended property inference attack using mul-
tiple properties.

To infer the percentage m to which a quality Q applies to the target model, the
adversary formulates k properties of the type PmiQ : The target model was trained on
a dataset for which Quality Q applies to mi% of the data points, for i ∈ {1, . . . , k}.

The subsequent attack is executed analogously to the distance-based property infer-
ence attack discussed above: For each of the properties PmiQ , the adversary produces
a dataset Dmi

Q based on either Dpriv or Dupub and trains one ensemble of models
Emi based on it. Thereby, Dmi

Q is created so that PmiQ is True for models from Emi .
The average KLD between each of these ensembles and the target model then is
then calculated for Dlpub.

1The term property as used in [4] always applies to a complete dataset. The term quality is used
here to denote a property applying only to one data point.
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Figure 4.2: Schematic overview of the distance-based attack that predicts the per-
centage m by which a quality Q applies to Dpriv.

The attack returns a prediction m̂ for percentage m according to the ensemble that
shows the lowest average KLD to the student. It is deemed successful if m̂ is equal
to the mi for which |m−mi| is minimal. A schematic overview of the attack is given
in Figure 4.2

4.4.2 Deep Meta-Classifier

Known property inference attacks as described in Section 2.2.3 use a meta-classifier
to determine whether the property P under scrutiny is True for the training dataset
of the target model. At the beginning of this section, the complications were de-
scribed that prevent the direct application of known attacks to CNNs trained with
PATE. Here, a short sketch of how to solve them will be given that is later used to
conduct a preliminary experiment as an initial test for the feasibility of the proposed
method.

target model PATE student (access to model parameters)

inferred information property P for target model

adversarial knowledge Dpub,
architecture and hyperparameters for PATE models

Table 4.6: Adversarial setting for the property inference attack using a deep meta-
classifier.

The first problem arises from the need to vectorize models to create the attack
dataset for the training of the meta-classifier. Different model types require different
methods to transform their parameters to data points, as shown in [20], and those
used in [4] and [20] are not necessarily applicable to CNNs. [17] uses a simple method
to write the parameters of CNNs to a one-dimensional vector, which, as they argue,
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retains some of the spacial structure of a CNN’s parameters2. Though the authors
do not use this vectorization method for creating a dataset for property inference,
their use case of recognizing training datasets and hyperparameters used to create a
target model is similar. Therefore, not only their representation of model parameters
is used, but also their proposed meta-classifier model. The latter is called a deep
meta-classifier as it is a deep neural network.

The second complication when applying property inference attacks to models trained
with PATE is the high number of models that need to be trained to create the attack
dataset. The models used in [4], [20] and [17] are fairly simple, potentially as the
creation of this dataset is very cost intensive. Tasks that require more complex
models complicate the training of a meta-classifier in two ways: First, increased
computational power is needed to train the more complex models that are used
as data points. Second, the higher number of parameters in the models equals an
increase in the input dimensions. This increases the complexity of the task for the
meta-classifier, potentially making a more complex meta-classifier model necessary
and again requiring more training data. For PATE, this problem is intensified by
the fact that training a student model requires creating a complete ensemble of
teachers, and executing the noisy teacher voting mechanism until the privacy budget
is exhausted.

One potential way to circumvent executing the complete PATE framework for the
training of each student is to create a dataset from models emulating PATE students.
These models are trained similarly to the students but directly on a labeled dataset
and not via teacher labels. With PATE, it is assumed that the adversary has access
to the public dataset Dpub and the student model. In the following, it will also be
assumed that they have knowledge of the hyperparameters used for the GNMax
mechanism and the student training. By creating a teacher ensemble and executing
the GNMax mechanism, the adversary estimates the number of labels used to train
the student3. Then, the attacker creates one dataset of that size for each data point
they aim to be contained in the attack dataset. Thereby, they manipulate the data
so that P is True for half of the created datasets and False for the other half. The
rest of the attack then follows the one discussed in [4].

2The parameters of CNNs are ordered in layers of two-dimensional kernels, as discussed in more
detail in [21].

3Here, the adversary might assume that the same model type and architecture were used for
teachers and the student, as is the case in [44].
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The following sections discuss the concrete experiments that were conducted for
the evaluation of PATE. First, Section 5.1 describes the setting in which multiple
PATE student models for a variety of datasets and privacy budgets are trained.
Subsequent sections outline the concrete setup for multiple experiments following
the attacks discussed in Chapter 4.

5.1 Creating Baseline and PATE models

This section details the selected datasets, model architecture, and hyperparameters
used to train all PATE models. Additionally, a series of non-private models were
created as a baseline to which the experimental results are compared. All of them
were written in and trained with the Keras API of the TensorFlow project [2].

5.1.1 Datasets

The experiments of this section were conducted on the datasets SVHN [41] and Fash-
ionMNIST[62], as well as the Letters part of the EMNIST dataset [11]. The SVHN
dataset contains 32× 32 color images of single digits cropped from photos taken of
house numbers and labeled with 10 classes according to the digit they show. It was
selected to ensure comparability of the results produced by the experiments con-
ducted here with those shown in [44]. EMNIST is a superset of the MNIST dataset
[32] from which different datasets can be derived. The Letters dataset is thereby a
collection of 28 × 28 grey-scale images of handwritten letters, which results in the
26 contained classes. This dataset was selected for its higher number of classes com-
pared to the SVHN dataset. In addition, FashionMNIST was selected as a slightly
more complex replacement for the standard MNIST dataset, depicting 10 different
classes of pieces of clothing on 28× 28 grayscale images.

The choice for the above datasets was also influenced by the relatively high number
of samples contained in them with regards to their complexity. Need for big datasets
when training with PATE arises from the fact that Dpriv is divided into partitions
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equal to the number of teachers. Initial experiments using the more complex CIFAR-
10 dataset [31] indicated that dividing its train split used as Dpriv into as few as
10 partitions resulted in a teacher test accuracy around 52% or below. For this, the
same model architecture as described below was used, and changing it for a ResNet-
20 did not improve the results. In contrast, a much higher teacher accuracy could
be reached for the FashionMNIST dataset, though it does not contain significantly
more data points. This is most likely due to the lower complexity of the classification
task associated with it.

All three of the used datasets define a train and test split. SVHN additionally of-
fers an extra split. The training of models for which PATE is not used was done
directly on the train split, and the models are evaluated on the test split. For use
with PATE, the datasets were restructured to match the structure described in Sec-
tion 2.4. Therefore, the train split was regarded as sensitive data and used as Dpriv.
For SVHN, the extra split was also regarded as sensitive and added to Dpriv, follow-
ing [43]. The test split of the datasets was divided into 80% public data used in Dpub

and 20% test data to form Dtest. Thereby, It was made sure that the distribution
of labels in all three data sets used for PATE roughly represents the distribution
of the original datasets dataset. It should be noted that the SVHN dataset is nat-
urally skewed, a fact that was considered in the experiments and their evaluation.
The distribution of all datasets in the form as they were used for PATE is shown in
Figure 5.1.

5.1.2 Model Architecture

The same model architecture of a simple CNN was used for all teacher and student
models created with PATE for all three datasets. The same is true for all non-private
baseline models trained without PATE. It was adapted from [43] where it was used
for models trained on MNIST and SVHN. Additionally, the same architecture is
reused in [44] for repeating previous experiments on the same datasets with the
Confident-GNMax considered throughout this work. An overview of its layers is
shown in Table 5.1.

The source code1 published for [43] contains a model definition that allows en-
abling multiple dropout layers on creation, though the publication does not mention
whether they were used for the presented experiments. As dropout is a powerful
regularizer [21] and known mitigation against membership inference [50], it was not
included in the experiments conducted here. This decision has been made to study
the effects of PATE independently. Though also potentially affecting the performance
of membership inference attacks, a weak L2-norm regularization was applied during

1The git repository for [43] can be found in the TensorFlow Privacy project at https://github.

com/tensorflow/privacy/tree/master/research/pate_2017.
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5.1 Creating Baseline and PATE models

Layer Layer Type Parameters

0 Input 32× 32× 3 (SVHN) / 28× 28× 1 (Letters)
1 Conv2D kernel: 5× 5, filters: 32, activation: ’ReLU’
2 BatchNormalization
3 MaxPool2D pool size: (3, 3), strides: 2
4 Conv2D kernel: 5× 5, filters: 32, activation: ’ReLU’
5 BatchNormalization
6 MaxPool2D pool size: (3, 3), strides: 2
5 Flatten
7 Dense units: 128, activation: ’ReLU’
8 Dense units: 10 (SVHN) / 26 (Letters)

Table 5.1: The model architecture used for all models on all datasets. The model
has a total number of 633,546 parameters for SVHN, 509,533 parameters
for Letters and 507,466 parameters for FashionMNIST.

the training process for the teachers based on SVHN as it allowed to reach a teacher
accuracy that is comparable to the results from [43] and seems to be enabeled by
default for the teacher models used there.

5.1.3 Model Training

All models, the non-private baselines as well as the teacher and student models, were
trained with the Adam optimizer and the exponential decay learning rate schedule
from the TensorFlow project. The initial learning rate was set to be 1e − 3 and
decayed each epoch by 0.95. Table 5.2 shows the batch sizes and the number of
training epochs for baseline, teacher, and student models for all datasets. Note that
for training a teacher model, the associated partition of Dpriv was repeated 20 times
in different order each epoch2, increasing the effective number of epochs by 20 and
results in a much more stable training procedure.

For SVHN, a simple data augmentation method was applied that scales the images
to 36x36x3 and then produces a crop of the original image size at a random loca-
tion. For Letters, the data augmentation was done by normalizing images followed
by a small random zoom and rotation, whereas none was applied for the training
of FashionMNIST. Augmenting the training data for teachers is possible, as each
data point is assumed to completely influence the teacher outputs, as discussed in
Section 2.4.3. Moreover, DP is immune to post-processing (see [16] Prop. 2.1). For
this reason, no additional privacy loss incurs from the data augmentation used for

2This process of repeating and shuffling the training dataset was done for each partition of Dpriv

separately, making sure that each data point of Dpriv only affects one teacher.
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Hyperparameter SVHN Letters FashionMNIST

batch size 32 64 128

epochs (baseline) 20 20 20
epochs (teachers) 20 25 30
epochs (students) 50 70 50

patience (baseline) 3 3 -
patience (teachers) 10 25 -
patience (students) 10 30 -

Table 5.2: Hyperparameters for the training of models on all datasets. All models
were trained with the Adam optimizer with a learning rate of 1e− 3 and
exponential decay with a decay factor of 0.95 each epoch. The patience
for the early stopping callback used for models trained on SVHN and
Letters is given in the number of epochs.

the training of student models.

In addition to the above, early stopping was used for the SVHN and Letters datasets
to reliably reach reasonable accuracy, with patience set to a number of epochs as
shown in Table 5.2. Note that the early stopping callback of TensorFlow Keras
restores the model that performed best according to a given performance metric,
here set to the validation accuracy. Therefore, even patience values as high as the
total number of epochs are sensible, as they guarantee that the training does not
stop early, but the best model will be saved. For the FasionMNIST dataset, no early
stopping was necessary as reliably accurate models could be trained without it.

5.1.4 PATE Hyperparameters

The size of the teacher ensembles, as well as the hyperparameters for the Confident-
GNMax, have to be selected to train student models with PATE. For the latter,
the most notable is the privacy budget, which ends the creation of labels upon its
exhaustion. As the influence of the granted privacy budget on both student perfor-
mance and concrete privacy granted through PATE is studied in the experiments
presented further below, multiple students for privacy budgets ε of 1, 2, 3, 5, and 10
were trained. All other parameters mainly depend on the dataset and are fixed.

For the SVHN dataset, the hyperparameters given in [44] were used to ensure com-
parability of results. The Letters and FashionMNIST datasets are similar to MNIST.
Therefore, the hyperparameters for that dataset were also adapted from [44], with
the exception of the δ parameter for the Letters dataset. Here, with δ = 1e − 6, a
smaller value was chosen as the train split of Letters contains 128400 data points
compared to the 60000 data points for the train split of MNIST. An overview of the
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Hyperparameter SVHN Letters FashionMNIST

number of teachers 250 250 250
T 300 200 200
σ1 200 150 150
σ2 40 40 40
δ 1e− 6 1e− 5 1e− 6

Table 5.3: List of hyperparameters used for the training with PATE.

used PATE hyperparameters is given in Table 5.3.

5.2 Membership Inference Attacks

This experiment evaluates the concrete meaning of the privacy guarantees for PATE
students regarding membership inference. For executing the membership inference
attacks on both non-private baseline models and PATE students resulting from the
previous experiment, TensorFlow Privacy 3 is used. The framework implements a
range of threshold-based and model-based attacks that can be used to target Tensor-
Flow models, from which the two attacks THRESHOLD ATTACK and MULTI LAYERED PERCEPTRON
are selected for the experiments conducted here.

The selected attacks correspond to those detailed in Section 2.2.2, though no new
shadow models are trained for the MULTI LAYERED PERCEPTRON in contrast
to the original shadow training technique. Instead, the target model is used in their
place, much like in a situation in which the adversary has access to a shadow model
that emulates the target model perfectly [6]. Moreover, the implemented attacks
expect that two sets are passed as arguments. These contain only members and non-
members of the target model’s training dataset. The knowledge of the membership
status of the contained data points is thereby only used to evaluate the attack.

As a first step, the selected attacks are executed against the baseline models trained
without PATE to inspect their performance on ML models that are trained without
DP. Here, the train and test splits are passed to the attacks for the set of data points
that contain members, and non-members respectively.

Next, the selected attacks are executed against the PATE student models for the
different privacy budgets ε of 1, 2, 3, 5, and 10. For this, the dataset Dpriv and Dtest

are passed as the two required sets with members and non-members. This way,
the attack targets not the direct training dataset of the PATE student but tries to

3Source code available at https://github.com/tensorflow/privacy.
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determine the membership status for data points from the sensitive data contained
in Dpriv.

TensorFlow privacy also implements the privacy risk score from [54] which will also
be calculated for all models created during the experiment above. In contrast to the
two selected membership inference attacks that allow the evaluation of the vulnera-
bility of models over the whole dataset, the privacy score is calculated for each data
point. It is “defined as the posterior probability that it is from the training set [...]
after observing the target model’s behavior over that sample” [54] and the shadow
training technique from [53] is used to calculate it. Therefore, the privacy risk score
allows estimating the vulnerability to membership inference for single data points,
where scores around 0.5 indicate a low vulnerability.

All results will be interpreted in Section 6.2 in a way that clarifies the overall influ-
ence of PATE on the model’s resilience to membership inference on the one hand,
and the meaning of selecting a concrete privacy budget on the other.

5.3 Property Inference Attacks

The following section details experiments following the property inference attacks
discussed in section Section 4.4.

5.3.1 Distance-based Property Inference Attack

This section first describes experiments conducted with regards to the two variants of
the distance-based property inference attack proposed above, followed by the details
for an experiment on the extended attack using multiple properties that builds onto
them.

Attack using Dpriv-based Ensembles

The SVHN dataset is used to conduct the theoretical attack for determining the
property value for a PATE student model with the help of two ensembles, as de-
scribed in Section 5.3.1.

This experiment uses the attack to infer two different properties from target models.
They have the form Px: Class x of Dpriv used to create the target model contains 50%
images with enhanced contrast, where x is a class from the target dataset. Figure 5.1
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shows that SVHN is skewed, with class 0 being one of the classes with the least
and class 1 the class with the most data points. Hence, the experiments here are
conducted on both of them. For the properties P0 and P1, the attack is first executed
on student models trained with privacy budgets ε of 1, 2, 3, 5, and 10 for which the
property is True. Then, the results are validated by repeating the same attack on
student models for which the property is False.

Here, the operation of enhancing the contrast of an image is understood as stretching
its pixel values over the complete interval of possible pixel values. For an image x,
it can be written as:

minval = min(x)

maxval = min(x)

x = ((x−minval)/(maxval −minval))

The training of the two ensembles on Dpriv used in this attack follows the standard-
setting for training PATE teachers described in Section 5.1. It was also made sure
that Dpriv was shuffled differently for the creation of the PATE teachers that were
used for creating the student and for the ensembles employed in the attack.

Attack using Dpub-based Ensembles

The goal of the method described in Section 5.3.1 is to reduce the necessary as-
sumptions made regarding the knowledge of the adversary, by replacing the PATE
teacher ensembles trained on Dpriv with ensembles based on data that is not sen-
sitive. Hence, the ensembles used to decide the targeted property here are trained
based on Dupub, the unlabeled part of Dpub. The adversary could decide to use a
different dataset with the same underlying distribution as Dpub, for example, if they
do not know the labels that were used to train the student. Here, Dupub is selected
for convenience and to make sure that the student and teacher models do not share
data points in their training data.

Two ensembles are trained with the help of the SVHN dataset - one on an unmodified
version of Dupub and the other on a version to which the property applies 4. Thereby,
the training dataset for the ensembles is partitioned to reflect the partition sizes
for teachers that were trained in Section 5.1. Dupub was shuffled and partitioned
multiple times to increase the teacher ensemble size. Then, the created ensembles
are pooled to form one ensemble. The ensemble training is realized using the teacher
model architecture and hyperparameters from Section 5.1. Finally, the experiment is
executed analogous to Section 5.3.1 to determine the same properties P0 and P1.
4As the experiment is executed on multiple students models that were trained with different labels,
Dupub is calculated separately for each of them.
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Restoring Labeled Data Points Dlpub from Dpub

This experiment evaluates whether the attacker can use a membership inference
attack to extract the data points from Dpub that were labeled by the GNMax
mechanism. For this purpose, the attack THRESHOLD ATTACK is selected from
TensorFlow Privacy and executed against the PATE student models. Dlpub and
Dupub = Dpub\Dlpub as datasets containing members and nonmembers where passed
as input to the attack. As THRESHOLD ATTACK requires labels for both sets, the
ones created by the GNMax are passed for Dlpub and the original labels from the
dataset for Dupub. The selected membership inference attack is executed against the
targeted PATE student models trained on all inspected datasets and for the privacy
budgets ε of 1, 2, 3, 5, and 10.

It is expected that especially low privacy budgets result in high overfitting of PATE
students, allowing for successful membership inference attacks. Such results would
indicate that an adversary can use membership inference attack to extract Dlpub for
use in further attacks such as the distance-based property inference attacks detailed
in Section 4.4.1.

Extended Attack using Multiple Properties

In this section, the experiment executing the attack detailed in Section 4.4.1 is
described. Thereby, the distance-based property inference attack variant making
use of ensembles trained with the help of Dpriv was used as a basis.

The quality Q : The image has enhanced contrast is used, where enhanced contrast
is understood as in the experiments above. Three properties of the form PmiQ : The
target model was trained on a dataset for which Quality Q applies to mi% of the
data points are formulated, for mi ∈ {25%, 50%, 75%}. The ensembles Emi were
trained the datasets Dmi derived from Dpriv for SVHN, which makes sure that the
properties PmiQ apply to the models contained in the ensembles. The experiment
is executed targeting a single PATE student model that was trained on an SVHN
version with 50% high-contrast images in Dpriv.

5.3.2 Deep Meta Classifier

This preliminary experiment for a property inference attack with the help of a deep
meta-classifier consists of two steps: First, it is necessary to train and vectorize a
set of models to create the attack dataset with train, validation, and train splits.
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5.3 Property Inference Attacks

Second, the deep meta-classifier is trained with the help of the train and validation
split and finally evaluated on the test split.

The following property P is used to create the training datasets for the models that
are then vectorized: The number of data points for class 0 in Dpriv used to create
the target model is reduced to 25%. The dataset for each of these models is based on
the Dupub set of Letters, which is the unlabeled part of the Dpub dataset. This way,
it is guaranteed that the target model does not share data points with the models
vectorized for the attack dataset. The reason for choosing the Letters dataset is the
lower number of model parameters compared to that of models for SVHN, which
reduces the computational power needed. The architecture of the single models is the
same as detailed in Table 5.1, with hyperparameters that are described in Table 5.2
5.

For each CNNs trained this way, a vectorization method built on the get weights()

method from TensorFlow Keras is called on each of its layers. The parameters are
concatenated to a single numpy array, and non-trainable weights produced by the
used batch normalization layers are removed. Each vector thus created is saved as
one data point for the attack dataset.

See [17] for the architecture fo the deep meta-classifier that encompasses 21 one-
dimensional convolutional and fully-connected layers as well as additional one-dimensional
max pooling and dropout layers. The architecture was reimplemented with the help
of the TensorFlow Keras API in the context of this work. For its training, the batch
size is set to 24 6 and the TensorFlow Adam optimizer is used with its default
learning rate of 0.001 and an exponential decay learning rate schedule. The decay
factor of 0.95 is thereby applied every two epochs of the training, over a total of
100 epochs. The early stopping callback of TensorFlow Keras is used to capture the
best performing model with respect to the validation accuracy. The patience for this
callback is set to 30 epochs.

5Here, the hyperparameters from the PATE teacher training were used. Further experiments should
switch to those used in the training of the PATE student models.

6The batch size of 24 was chosen due to the limitations of 12GB VRAM for the used NVIDIA
Titan X graphics card. Training the model with a higher batch size would surely be beneficial.
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Label Distribution of Datasets
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Figure 5.1: Distribution for the labels in SVHN (a), Letters (b) and FashionMNIST
(c) after being separated into the PATE data splits.
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6.1 PATE Training

For the SVHN dataset, the PATE teacher ensemble reached an average test accuracy
of 85.78%, a slightly better result than the reported average test accuracy of 83.18%
from [43]. A high gap between this test accuracy and an average training accuracy
of 99.43% indicates a high degree of overfitting for the teachers. Due to splitting
the SVHN dataset into 250 partitions, this is not unexpected and does not give an
advantage to attackers in the setting assumed by PATE, as teachers are discarded
after training the student model.

The teachers for Letters and FashionMNIST reached similar train accuracy but
lower test accuracies of 80.25% and 78.25%. It is possible to explain this through
the dataset sizes and the number of labels created through the Confident-GNMax.
For Letters, the Dpriv dataset has 124800 data points compared to 604388 data
points for SVHN. When taking into account the 26 classes for Letters, the partition
used to train a teacher contains a mean of 19 samples per class, compared to 242
for SVHN. Similar is true for FashionMNIST, as the dataset has about the same
number of classes as SVHN, but its associated Dpriv dataset is more than ten times
smaller.

The results from the of Confident-GNMax mechanism are shown in Table 6.1. When
comparing the ones for SVHN with those presented in [44], the number of answered
queries (i.e., generated labels) for the reached privacy bound ε = 4.96 closely match
those for the privacy bound of 5 here. Therefore, the results shown here seem valid
in this regard.

It is clearly visible that the number of created labels by the Confident-GNMax
aggregator increase with the privacy budget. For the SVHN and Letters datasets
and privacy budget of 10, the labeling process stopped before deleting it completely,
as the maximum number of queries was reached, i.e. the size of Dpub. The label
accuracy is noteworthy as well, ranging between 94% and 95% for SVHN, which is
around 8-10% higher than the average teacher accuracy. The fact that the accuracy
is stable over the budgets is not surprising as the same teacher ensemble is used for
the noisy voting mechanism. The increase in accuracy compared to a single teacher
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Privacy Succ. Label Student
Dataset Budget ε Queries Labels Queries Acc. Acc.

SVHN 1 0.993 415 148 35.66% 94.18% 62.35%
2 1.997 1611 573 35.57% 94.11% 81.26%
3 2.998 3733 1309 35.07% 95.11% 85.06%
5 5.000 9230 3206 34.73% 94.94% 87.58%
10 8.072 20823 7248 34.81% 94.58% 89.42%

Letters 1 0.992 178 96 53.93% 88.90% 57.10%
2 1.995 763 393 51.51% 91.35% 78.96%
3 2.999 1553 796 51.26% 91.13% 81.54%
5 4.999 3759 1959 52.11% 91.11% 84.00%
10 9.998 11825 6175 52.22% 91.36% 85.17%

FashionMNIST 1 0.994 288 144 50.00% 92.22% 73.65%
2 1.998 984 506 51.42% 90.04% 80.07%
3 2.996 1949 1020 52.33% 89.45% 81.75%
5 4.998 4873 2557 52.47% 88.89% 82.85%
10 6.714 8000 4212 52.65% 88.70% 82.78%

Table 6.1: Results from Confident-GNMax label creation and Student Accuracies.
They show an average of 3 executions for each privacy budget. The teacher
ensembles are based on varying partitions of Dpriv and seeds for the ini-
tialization of model parameters. The baseline models trained without DP
reach a mean test accuracy of 91.87% for SVHN, 92.19% for Letters, and
92.00% for FashionMNIST. The values from column ε together with the
δs from Table 5.2 form the average final (ε, δ)-DP guarantees depending
on the privacy budget. The column Queries represents the median num-
ber of queries that were posed to the Confident-GNMax, whereas Labels
gives the number of answered queries resulting in a label. The percent-
age to which the Confident-GNMax mechanism returned labels for posed
queries is shown in the next column (Succ. Queries). The label accuracy
(Label Acc.) was measured against the true labels of the Dpub dataset.
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Figure 6.1: Accuracy for PATE students trained with different privacy budgets. The
orange line represents the accuracy of the baseline models trained with-
out PATE on the respective datasets. For PATE students, lower values
for the privacy budget ε result in a higher gap between train and test
accuracy, meaning a higher degree of overfitting. This can be explained
by the low number of labeled data points available to student training
at low privacy budgets.
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(a) Class-wise Precision SVHN
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(b) Class-wise Recall SVHN
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(c) Class-wise Precision Letters
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(d) Class-wise Recall Letters
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(e) Class-wise Precision FashionMNIST
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(f) Class-wise Recall FashionMNIST

Figure 6.2: Class-Wise Performance of PATE Students
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can be expected as the labels are the result of an ensemble [7][21].

For the Letters and FashionMNIST dataset, the label accuracy is significantly lower,
with values ranging from 88% to slightly more than 91%. This most likely results
from the lower teacher test accuracy and significantly limits the possibility of training
students with high accuracies.

From Table 6.1 and Figure 6.1, it is clear that the low number of labeled data points
reduces the student accuracy. Additionally, the 5-6% of mislabeled data potentially
also limits the final accuracy of the student. Increasing the privacy budget from ε = 1
to ε = 2 increases the student accuracy drastically. This effect is not as strong for
further increases of the privacy budget, although the students trained with budgets
of ε = 5 and ε = 10 reach test accuracies comparably close to the baseline model.
The accuracy for the student traind for SVHN with ε = 5 is only 4% lower than
that created for [44] with semi-supervision and a comparable budget.

6.2 Membership Inference Attacks

Figure 6.3, Figure 6.4 and Figure 6.5 show the results of the attacks selected from
TensorFlow Privacy when applied to the models trained with PATE on SVHN,
Letters and FashionMNIST. They are displayed in relation to the privacy budgets
chosen for the PATE training. The results for the non-private baseline models are
given as a horizontal orange line and form a basis for comparison. The displayed
Area Under Curve (AUC) aggregates the true-positive to the false-positive ratio of
the attack results, where 0.5 is expected for a random guess. A higher AUC signifies
a higher performance of the attacks.

The results for SVHN clearly show a reduced vulnerability of PATE students for all
privacy budgets to the selected membership inference attacks in comparison to the
non-private baseline. They also indicate a slight increase in model vulnerability for
the threshold-based attack for higher privacy budgets. In contrast to that, the MLP-
based attack exhibits a higher performance on models created for privacy budgets
of ε = 1and ε = 2. The latter attack type might benefits from the high degrees
of overfitting that the PATE models exhibit, especially for the two lowest privacy
budgets.

When considering the class-wise results for the models trained with PATE, it be-
comes apparent that the performance of the attacks is related to the class-wise
performance of the PATE students displayed in Figure 6.2. For SVHN, classes 0 and
8 have low precision and recall for all tested budgets. When inspecting the class-wise
results for the membership inference, it shows that these classes are among those
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(a) Threshold-based Attack over the entire dataset (left) and class-wise(right).
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(b) MLP-based Attack over the entire dataset (left) and class-wise(right).

Figure 6.3: Membership Inference against PATE Students trained on SVHN. The
baseline model was trained on the same dataset without the use of PATE.
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(a) Threshold-based Attack over the entire dataset (left) and class-wise(right).
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(b) MLP-based Attack over the entire dataset (left) and class-wise(right).

Figure 6.4: Membership Inference against PATE Students trained on Letters. The
baseline model was trained on the same dataset without the use of PATE.
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(b) MLP-based Attack over the entire dataset (left) and class-wise(right).

Figure 6.5: Membership Inference against PATE Students trained on FashionM-
NIST. The baseline model was trained on the same dataset without the
use of PATE.
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on which both threshold- and MLP-based attacks are most successful. A possible
explanation for this is a low generalization of the model for the affected classes,
which leads to clearly distinct model behavior for datasets containing members and
non-members. This low generalization might be affected by the low number of data
points that describe these classes. A low number of data points per class does not
seem the single factor, though, as class 9 has a similar number of data points and
below-average class-wise precision and recall but does not seem affected.

Similar to models trained on SVHN, the results for FashionMNIST in Figure 6.5
show a reduced vulnerability to membership inference for PATE models trained
for all different privacy budgets compared to the baseline trained without DP. The
measured AUC for the attacks on models trained with PATE indicates a success
rate close to a random guess, through also the performance of both threshold- and
MLP-based attacks against the baseline models is much less accurate than in the
case of SVHN, The accuracy of the attacks thereby does not increase noticeably for
models trained with higher privacy budgets.

The results for the Letters dataset in Figure 6.4 show that the selected membership
inference attacks are not successful, neither when performed on the baseline models
nor when targeting the PATE models. For both threshold- and MLP-based attacks,
AUC values around 0.5 were measured for all models, indicating that the attacks
perform about as good as a random guess. One reason for this might be the simplicity
of the Letters dataset that reduces the difference in the behavior of the model for
members and non-members.

In Figure 6.6, the privacy risk score is displayed for the baseline and PATE models in
the form of a Cumulative Distributive Function (CDF). For the SVHN and Fashion-
MNIST datasets, the CDFs for all models trained with PATE show that the score for
most data points is closer to 0.5 than for the compared baseline models. This effect
becomes weaker for models trained with PATE and higher privacy budgets. While
for SVHN, bigger portions of the dataset are affected, the results for FashionMNIST
only show vulnerabilities for some outliers. The privacy risk score calculated for the
Letters dataset and the PATE models trained on them does not significantly differ
from those calculated for the baseline model trained without DP. This is consistent
with the results for the two selected membership inference attacks.

6.3 Property Inference Attacks

The following sections gives resutls for the experiments detailed in Section 5.3.
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Figure 6.6: Privacy Risk Score from [54] calculated for PATE students.
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6.3.1 Distance-based Property Inference Attack

This section discusses the results for the experiments described in Section 5.3.1
regarding the distance-based property inference attacks proposed in Section 4.4.1.

Attack using Dpriv-based Ensembles

In the experiment detailed in Section 5.3.1, PATE students are targeted with the
distance-based property inference attack attack discussed in Section 4.4.1 for the
properties of the form Px: Class x of Dpriv used to create the target model contains
50% images with enhanced contrast., specified for class 0 as P0 and for class 1 as
P1. Figure 6.7 and Figure 6.8 display the results of the conducted experiments. The
attack is successful if it correctly infers the inspected property’s value for the target
model, meaning the average KLD to the ensemble with the correct property value
is lower than to the other. This was achieved for 19 out of the 20 targeted student
models.

Note that the attack is successful for properties over both classes 0 and 1 of SVHN
though class 1 contains double the number of data points compared to class 0.
Teachers for which P1 is true therefore have more modified and unmodified data
points in their training dataset than those for which P0 is true. The result might be
that these teachers generalize well on both modified and unmodified data points. In
such a situation, their behavior could become indistinguishable from the behavior
of teachers that are trained on either only modified or unmodified data. That, in
turn, would be reflected in the labels created by the Confident-GNMax mechanism
and, finally, the student. Such a situation does not seem to occur, though, as the
proposed method to property inference works both for properties P0 and P1.

The results presented here have to be regarded with care, as the number of PATE
executions was low and were taken over only one comparison between a student
model and two teacher ensembles per privacy budget for the student model. Fur-
ther experiments are necessary, for which a higher number of both student models
and teacher ensembles is created, testing if the attack consistently produces similar
results to the ones shown here.

Attack using Dpub-based Ensembles

Figure 6.9 and Figure 6.9 show the results for the experiment detailed in Sec-
tion 5.3.1. They are based on the attack discussed in Section 4.4.1 that infers a
property for a target model with the help of ensembles created on the basis of Dpub.
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(a) P0 is True for the targeted PATE student. The attack is successful if the average KLD
from student to ETrue is lower than to EFalse.
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(b) P0 is False for the targeted PATE student. The attack is successful if the average KLD
from student to EFalse is lower than to ETrue.

Figure 6.7: Results for distance-based attacks with ensembles based on Dpriv for the
property P0: Class 0 of Dpriv used to create the target model contains
50% images with enhanced contrast. This was done by calculating the
average KL divergence between the confidences output by the student
model and two teacher ensembles - one for which the property holds and
one for which it does not.
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(a) P1 is True for the targeted PATE student. The attack is successful if the average KLD
from student to ETrue is lower than to EFalse.
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(b) P1 is False for the targeted PATE student. The attack is successful if the average KLD
from student to EFalse is lower than to ETrue.

Figure 6.8: Results for distance-based attacks with ensembles based on Dpriv for the
property P1: Class 1 of Dpriv used to create the target model contains
50% images with enhanced contrast. This was done by calculating the
average KL divergence between the confidences output by the student
model and two teacher ensembles - one for which the property holds and
one for which it does not.
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6 Results

As for results shown in the previous section, the underlying attack is successful if it
correctly predicts the inspected property’s value for the target model, meaning the
average KLD to the ensemble with the correct property value is lower than to the
other. This was achieved for 14 out of the 20 targeted student models.

Note that though switching the training dataset for the ensembles used for this
attack from Dpriv to Dpub, the attack still achieves an accuracy of 70%, which is
better than a random guess (50%). Moreover, the attack accuracy might be increased
further by creating ensembles on the basis of Dpub that emulate the PATE teachers
used to train the targeted PATE student even better. When inspecting the metrics
for the ensembles, it becomes apparent that the teachers used to create the PATE
student reach an average test accuracy of 85.80% whereas the ensemble created on
Dpub reaches a test accuracy of 90.49%. This difference stems from slightly larger
partitions for the models trained on partitions of Dpub. Additionally, the ensembles
used to conduct the attack consist of 16 models in contrast to 250 PATE teachers
used to train the PATE student. The small ensemble size was chosen solely to reduce
the computational cost, and increasing it might lead to better accuracy.

Restoring Labeled Data Points Dlpub from Dpub

Figure 6.11 shows the results for the selected membership inference attack when ex-
ecuted on the PATE student models and the datasets Dlpubl and Dupub. As expected,
models with a low privacy budget are more vulnerable to the attack, which most
likely stems from the high degree by which they are overfitted to the training data.
For PATE students that are solely trained in a supervised fashion, these results mean
that a lower privacy budget results in stronger privacy guarantees but potentially
allows the attacker to restore the data points and labels a target is trained on with
better accuracy.

Extended Attack using Multiple Properties

The results discussed in this section were produced by the experiment described in
Section 5.3.1. The attack tries to infer to which percentage m the quality Q : The
image has enhanced contrast applies to the data points from the dataset Dpriv which
was used in creating the targeted PATE student.

The sensitive data Dpriv used for creating the target model contained 50% images
with enhanced contrast. The results displayed in Figure 6.12 show, that the attack
correctly infers m̂ = 50%. For a student based on a training dataset with 40% high-
contrast images, the attack should also show a similarly small distance to the teacher
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(a) P0 is True for the targeted PATE student. The attack is successful if the average KLD
from student to ETrue is lower than to EFalse.
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(b) P0 is False for the targeted PATE student. The attack is successful if the average KLD
from student to EFalse is lower than to ETrue.

Figure 6.9: Results for distance-based attacks with ensembles based on Dpub for the
property P0: Class 0 of Dpriv used to create the target model contains
50% images with enhanced contrast. This was done by calculating the
average KL divergence between the confidences output by the student
model and two teacher ensembles - one for which the property holds and
one for which it does not.
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(a) P1 is True for the targeted PATE student. The attack is successful if the average KLD
from student to ETrue is lower than to EFalse.
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(b) P1 is False for the targeted PATE student. The attack is successful if the average KLD
from student to EFalse is lower than to ETrue.

Figure 6.10: Results for distance-based attacks with ensembles based on Dpub for the
property P1: Class 1 of Dpriv used to create the target model contains
50% images with enhanced contrast. This was done by calculating the
average KL divergence between the confidences output by the student
model and two teacher ensembles - one for which the property holds
and one for which it does not.
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Figure 6.11: Membership inference attack on the PATE students to restore Dlpub.
The attack was executed over the whole of Dpub while data points from
Dlpub were regarded as members.
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Figure 6.12: Determining the percentage to which a property Q : The image has
enhanced contrast applies to the data points of the sensitive data Dpriv

used to create a PATE student model. In the given results, the student
was created with the help of a teacher ensemble that is based on a
training dataset that contains 50% images with enhanced contrast. The
attack was executed measuring the average KLD between the PATE
student model and the three ensembles E25%, E50% and E75%. It is
successful if the average KL from the targeted PATE student to E50%

is lower than to the other two ensembles.

ensemble with 50% high-contrast images in its training dataset and therefore assign
that property magnitude to the student model. This would have to be shown in
further experiments.

6.3.2 Deep Meta Classifier

The creation of the attack dataset takes most of the computational power needed for
the property inference attack with a deep meta-classifier. Due to the huge number
of features in each data point - 509,533 for the Letters dataset and the architecture
from Table 5.1 - as well as the depths of the attack model, it is necessary to train a
high number of models for the training split of the attack dataset.

First, a dataset with 2014 data points in its train split as well as 206 data points
for the validation and test split was created. The property P was thereby true for
half of the data points of each split and false for the other half. Training the attack
model on this dataset showed that it overfitted to the training data but was not able
to generalize well with only reaching 52.17% test accuracy. Therefore, the number of
data points in the training dataset was doubled to 4028. With this, it was possible
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to train a deep meta-classifier that exhibits a test accuracy of 60.87% on the test set.
Even with the bigger size of the dataset, the model still strongly overfits its training
data, and the model’s test accuracy fluctuates strongly between epochs. The latter
most likely is caused by the extremely high-dimensional feature space of its input.
Due to this, the optimizer modifies the model parameters to reach a local minimum
in the loss function according to the training data, which contains too few samples to
catch the complexity of the actual underlying distribution. A much bigger training
dataset and batch size would be required to tackle the problem and increase the
performance of the attack model.
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7 Discussion

The following section discusses the proposed methods, conducted experiments and
the gained results presented above.

7.1 Membership Inference and Model Performance

This section discusses, the results from training differentially private models with
PATE and their evaluation through membership inference attacks.

The training of PATE students showed specific requirements with regards to the
setting in which it takes place. Next to the need for non-sensitive data that can
be made publicly available, a sufficiently large training dataset of sensitive data
is required. The experiments presented in this work showed that PATE teacher
performance is dependent on the latter, and small sizes of the private dataset Dpriv,
therefore, might result in low student utility. The privacy budget ε strongly influences
the utility of PATE students. Models trained with a very low privacy budget display
a strong performance loss while increasing the budget above ε = 3 only grants a
moderate increase in student utility.

The conducted experiments show that the privacy gained by using PATE to train
models is less dependent on the privacy budget ε. All membership inference attacks
executed against the PATE students trained on SVHN and FashionMNIST showed
decreased accuracy compared to those applied to the non-private baseline models1.
Only for the threshold-based attack executed against PATE students trained on
SVHN, increasing the privacy budget leads to a slight increase of accuracy of the
membership inference attack (see Figure 6.3a).

Therefore, it can be generally assumed that the vulnerability of models to member-
ship inference is reduced by training them with PATE, meaning a concrete increase
of privacy for the sensitive data they are trained on. Note that, though the pre-
sented results show that increasing the privacy budget ε has a positive influence

1For the Letters dataset, membership inference attacks on both differentially private models trained
with PATE as well the non-private baseline models showed accuracies around 50%. The results
for this dataset are therefore not relevant here.
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on the utility for PATE students while not introducing relevant additional risk for
membership inference, higher values for ε exponentially weaken the given DP privacy
guarantees.

7.2 Attacks on Distribution-level Privacy

Besides evaluating PATE with membership inference attacks, this thesis inspected
its resilience to attacks that aim at extracting information with regards to properties
over the whole sensitive dataset. PATE gives privacy guarantees in the context of
DP, which protects the privacy of individuals but does not give any assurances
regarding privacy for properties over a complete dataset. Nevertheless, this thesis
examined the effect PATE has on the latter understanding of privacy, as leaking
such properties potentially leads to a leak of sensitive information.

Though the privacy guarantees given by the framework make no statement regard-
ing attacks against this understanding of privacy, it reduces the thread from many
known attacks. This is achieved for one through the structure of the PATE frame-
work and the setting in which models are trained and deployed. The entire class of
model inversion attacks potentially becomes irrelevant as the public dataset Dpub

is known to the adversary, and restoring data points or features does not result in
an information gain. Moreover, attacks such as from [4] are not completely impossi-
ble, but the computational costs for creating a dataset for the training of an attack
model becomes prohibitive.

The latter might be circumvented with the method to train a deep meta-classifier
sketched here, which has the potential to be extended to a property inference attack
against PATE. Both the experiments in [17] and this work show that it is possible to
create the training dataset for such an attack model and train it to classify targets
by a property of their underlying training dataset.

The distance-based property inference attack proposed here that uses the target’s
output circumvents the problem of creating an expensive attack dataset. Moreover,
experiments here show that the attack can be applied to PATE students to suc-
cessfully infer properties over the sensitive data used to create the target model.
Additionally, the proposed extended attack using multiple properties allows the ex-
traction of more fine-grained information. These presented attack variants demon-
strate that the information on properties is present in student models trained with
PATE and can be extracted. Therefore, differentially private models trained with
PATE bear the risk of revealing information on properties over the complete sensitive
dataset.
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7.3 Future Work

One of the limitations of the experiments conducted for this work is the supervised
training of the PATE student models. The presented results need to be validated with
the full PATE framework that uses semi-supervised techniques in its last step. Such
validation would bring the additional benefit of allowing to inspect the contribution
of different components of PATE to the overall privacy the framework grants.

Moreover, the variety of membership inference attacks used to evaluate the PATE
framework here is limited due to the constrained scope of this work. It is necessary
to expand this study to more attack types in the future as a higher number of
membership inference attacks is known. Moreover, datasets used in the industry such
as ImageNet [12] have higher complexity and number of classes than the datasets on
which PATE models were trained here. Extending the experiments presented here
to these datasets would lead to a more comprehensive understanding of the effects
of PATE on membership inference.

Here, the modification of known property inference attacks to allow them to function
against PATE students was only sketched and tested with a preliminary experiment.
Future work is necessary to genuinely show that such a modified attack can be
executed successfully, which first and foremost requires the creation of a substantially
larger dataset to train the deep meta-classifier.

Finally, though the newly proposed distance-based property attack was shown to
be effective against PATE students trained in the given setting, it is necessary to
validate the results for other datasets and a higher number of models. Additionally,
subsequent experiments need to reveal whether the attack allows successful property
inference attacks against PATE students trained in a semi-supervised fashion. Such
future work could finally demonstrate if differentially private models trained with
the full PATE framework are susceptible to property inference.
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8 Conclusion

This thesis evaluated the privacy guarantees granted to models trained with PATE.
Though the framework allows giving guarantees regarding the privacy of models by
implementing a mechanism for DP, their concrete meaning is not well understood.
This work thus evaluated the privacy of differentially private models trained with
PATE for a variety of privacy budgets and datasets through executing concrete
attacks against them. The selected attacks thereby target privacy at the level of
individuals as well as at the level of the complete dataset and its distribution.

Training models on multiple datasets showed that using PATE comes with several
challenges. Among these are intense computational costs and the need for an exten-
sive private dataset. Further, it was demonstrated that the performance of produced
models strongly depends on the chosen privacy budget, with low values reducing
model utility severely. Nevertheless, the use of higher privacy budgets allows train-
ing models that show only a moderately reduced performance in comparison to the
non-private baseline models.

Further, selected known membership inference attacks executed against PATE stu-
dents displayed a reduced accuracy in comparison to the attack results for non-
private baseline models. This concrete gain in protection against membership infer-
ence thereby showed to be mostly independent of the privacy budget. A careful se-
lection of the privacy budget when training differentially private models with PATE
is nevertheless necessary, as higher privacy budgets result in models with increased
performance but quickly lead to meaningless privacy guarantees.

Next, the privacy granted by PATE was inspected at the distribution level. A dis-
cussion of model inversion in the context of the specific setting required by PATE
revealed that it is questionable whether this class of attacks poses a relevant threat
to models trained with the framework. It was shown that known property inference
attacks are not directly applicable to models trained with PATE due to the struc-
ture of the framework. Hence, this thesis proposed a new distance-based property
inference attack that was successfully applied to PATE student models. The attack
infers properties from the output of a targeted PATE student model, making it fea-
sible in the specific setting for which PATE models are trained. Multiple variations
of the method were proposed to reduce the necessary adversarial knowledge and
increase the granularity to which information on sensitive data can be extracted.
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Additionally, a sketch for a modified known property inference attack was shown
that potentially allows attacking PATE students by using a deep meta-classifier.

To summarize, by attacking differentially private models trained by PATE with both
membership and property inference attacks, the concrete privacy that the framework
grants was evaluated in its different facets. This thesis showed that the structure of
the PATE framework overall exposes a small surface to potential attacks. Regarding
distribution-level privacy, a new approach to property inference was demonstrated
in addition to a sketch to modify an existing attack to work against PATE models.
As a mechanism for DP, PATE was not build to prevent such information leaks, and
this work shows that it is possible to extract distribution-level privacy from models
trained with a version of the PATE framework that uses supervised training for
student models. Nevertheless, it was demonstrated that the PATE framework grants
efficient protection against membership inference attacks which protects privacy on
an individual level, while produced models show only a moderately reduced utility.
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