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Abstract

Privacy related questions with regards to the increasing usage of machine learning
algorithms in real-world applications such as medical analysis have repeatedly come
up in recent years, yet the answer to the measurement and applicability of privacy
guarantees in these application remains imprecise. With amassing of databases of
sensitive data for training purposes and the potential risk to user privacy related to
such repeated large-scale collections, generative algorithms such as GANs provide
a potential solution to minimizing data harvesting by providing models producing
unlimited synthetic data. Differential privacy as a way to illustrate and quantify
the ability to share public information about data while simultaneously withholding
private information of individuals within such a collection has been gaining traction
as a measurement of privacy with training machine learning models.

This work investigates the notion of differential privacy in its potential usability in
different GANs trained on tabular medical data of patients.

As such, non-differentially private and differentially private GAN models were trained
on two datasets (Pima Indian Diabetes and the UCI heart disease dataset collec-
tion) and the resulting generated synthetic data was then used as the basis for an
ensemble of classifiers to evaluate their classification performance on.






1 Introduction and motivation

With an ever increasing amount of data available within the past decade and the
subsequent rise of data analysis methods in various industries, data privacy has
gained renewed attention in all parts of society. Notably, as professionals, researchers
and companies in the medical field have been trying to accumulate larger amounts
of sensitive information from patients for better treatments of common diseases and
offer more accurate or personalized diagnoses, there have been multiple issues arising
from this, from ethical and legal problems of data collection to practical issues,
such as non-digital patient records, the rarity of certain diseases causing insufficient
data or more calls for better protections against privacy breaches that have been
happening [1].

The WHO reports that cardiovascular diseases (CVD) are the number one cause of
deaths globally, with over four out of five CVD-related deaths due to myocardial in-
farction (MI) and strokes, many times taking lives prematurely [2]. Analyzing patient
data for more timely recognition of high-risk CVD patients resulting in early medical
intervention can lead to better outcomes. At-risk-of-CVD patients are not the only
group that could benefit from more accurate and earlier predictions; the substantial
rise in percentage of overweight or obese populations lead to higher chances of adult
on-set diabetes for that group [3]; early accurate recognition of diabetic conditions
can help set up routes for lifestyle interventions, which can prevent further medical
deterioration [4].

Thus, the importance of gaining more knowledge from available data related to CVD
and diabetes collected for researchers, professionals, companies and decision makers
stands in contrast to concerns about breach of privacy.

Anonymization of data records, while being a more common practice to provide
some privacy, does not avoid the risks of information disclosure due to the ability
of an adversary to collate already existing information and link them with different
databases [b]. A powerful example of this was demonstrated by researchers, who
could reveal private health information in a supposed sanitized database about a
person in public office by collating and merging information from health and voter
registry databases|6].

Early works [7] by statistician Rubin on issues relating to confidentiality concerns



1 Introduction and motivation

of publicly collated census data established the concept of using synthetic data
instead of those of actual individuals. Using imputation methods, they were able to
repopulate missing attribute values, allowing the possibility of easing further over-
collection of sensitive data and subsequent potential privacy issues. While there was
doubt on the feasibility of it initially, the idea has spread since his publication[§].

With the popularity of machine learning models (ML) in recent years, the generation
of synthetic data has garnered new attention. Using modern ML models, it is possible
to create complete or partially synthetic data out of public demographic census data
[8] and population commuter data for mapping purposes [9], paving the road to ease
data scarcity issues due to privacy requirements for researchers in certain areas.

However, synthetic data produced by ML models are not an absolute guarantor of
privacy. Deliberate membership inference attacks on models have been shown to
produce leaks where an adversary can correctly deduce that a data point was in
in the private database that was used to train the model [10]. Memorization issues
within training of models are another vector of privacy capture; the prospect of
accidental leaks due to memorizing training data is a persistent issue that is difficult
to avoid if not paid close attention to [11].

Parallel to the idea of using artificial data, the concept of differential privacy (DP)
as a means of introducing quantifiable and a mathematically more rigorous privacy
definition into ML models has been rising. The promise to provide another angle
beside disclosure limitation methods and a potential solution to adversarial attacks
and memorization problems has made the topic gain more attention within the last
few years [12][13].

A study on the practical usability of synthetic data generation in combination with
differential privacy for generative ML models on real-life patient data might offer
insights into how to better balance the needs for more accessible, medically accurate
data and the chance to early diagnosis of high-risk CVD and at-risk diabetes patients
and minimize the negative implications on an individual’s privacy.



2 Background

Differential privacy emerged as a field of interest from two separate, yet interlinked
problem fields: confidentiality issues of statistical data as seen in censuses and syn-
thesized data as a means of circumventing the problem as well as a need in the
computing field to be able to quantify the blurry concept of privacy. The earliest
statistical works did not yet include a formalized or quantifiable framework of how
much disclosure methods of synthetic data generation would allow [14]. In fact, it
has been shown that absolute statistical disclosure prevention is impossible when
any useful statistical mechanism and non-trivial notions of disclosure will lead to
the availability of auxiliary information for a potential adversary, which would make
the output of the mechanism ultimately disclosive |15]. Concurrently to the develop-
ment within the statistical field, the computer science and cryptography community
established a formalized notion of e-differential privacy, which Dwork first intro-
duced in 2006 [12]. Differential privacy (DP) addresses the overall paradox of trying
to learn nothing about an individual providing data while simultaneously learning
useful information about an entire population providing data, moving the view from
the study of absolute disclosure prevention to a more relative approach.

2.1 Theory of differential privacy

An intuitive understanding of the idea behind DP can be summarized as a promise
of a data holder, who holds data of all individuals in a database D to an individual
data subject: ” You will not be affected, adversely or otherwise, by allowing your data
to be used in any study or analysis” |[13]. The most commonly cited formal definition
of e-DP ultimately stems from Dwork [12]:

Let ¢ € R*, M be a randomized algorithm, S be all the subsets of the output space
of M and D, D’ be two neighboring datasets, then M is said to be e-DP if for all
neighboring datasets

Pr(M(D) € S) <exp(e) - Pr(M(D') € 9) (2.1)
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Two datasets D, D’ are said to be neighboring if
Jx € D such that D\{z} = D’ (2.2)
holds.

In other words, this definition assures that adding or removing a data point of an
individual in a dataset does not significantly change the behavior of the algorithm M
and the conclusion that can be drawn from the outcome of a request for information.
A practical example to illustrate the desired effect can be cited from [15]: Suppose
there is a database full of female patients with data including height and nationality
which will be inquired by a health insurance. In the (contrived) case that height
would be a deciding factor for qualification for insurance coverage, height data of
an individual would be a sensitive piece of information. Suppose there is an inquiry
into the database about an individual Terry Gross. DP mechanisms guarantee that
whether Terry Gross’ data point is or is not in the database, the outcome of an
inquiry will not significantly affect her chances for insurance coverage.

The factor € is often referred to as the privacy budget, privacy guarantee, privacy cost
or privacy loss which we will use synonymously in this work, and can be seen as a
quantifiable measurable amount certain mechanisms are allowed to incur. From
it is deductible that ¢ = 0 guarantees perfect privacy for the singular individual data
point as adding or removing a data point has no influence on the overall plausibility
of being either dataset.

In practice however, such strict notions of pure e-DP are very hard to achieve,
since adding noise, sometimes even small amounts, might lead to a reduction of
the usability of information. Therefore, a more popular and widely used generalized
definition has been proposed, where we allow a certain weakening of e-DP.

2.1.1 (e, 9)-differential privacy

Let M be a randomized algorithm, €, § € R, S be all the subsets of the output space
of M and D, D’ neighboring datasets. M is said to be (e, §)-differentially private if

Pr(M(D) € S) <exp(e)- Pr(M(D') € S) +6 (2.3)

The § parameter lets us define a space where a certain amount of privacy degradation
is acceptable as § represents the probability of the privacy loss not being bounded
by such e. For § = 0, we get the specific case of e-DP. Heuristically good values are
where § < ﬁ holds [16].

One of the more notable properties of (¢,d) mechanisms is their robustness towards
post-processing methods: Let M : D — R be an (¢,0)-DP randomized algorithm
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and f: R — R’ an arbitrary randomized mapping:
foM:D — R'is (¢, 0)-differentially private (2.4)

This in fact means that an external actor cannot manipulate the output of such a
mechanism M to be less differentially private without additional information about
the private dataset itself [13].

Another notable property is the closedness of (e,d)-DP mechanisms regarding dif-
ferent composition methods. It is important to ensure that privacy guarantees are
not degraded too much under mechanisms which are built out of a combination of
simpler privacy mechanisms [13].

Let Mj be an e;-differentially private algorithm and Ms be an es-differentially private
algorithm. The combination of both, defined as M; o = (M(z), Ma(x)) is €1 + €2-
differentially private [13].

This basic composition property is generalizable to the relaxed (e, d) definition as
well, leading to the following:

Let M; be an (e;, 6;)-differentially private algorithm for i € [k].

k k
The combination My (z) = (Mi(z),. .., My(x)) is <Z €, Z(SZ> -DP  (2.5)
=1 =1

For more complex compositional ideas of chaining different DP mechanisms on the
same database or even on different input databases containing information relating
to the same data point of an individual as in many real-world applications, the
boundary analysis of advanced compositions provide a guarantee that the privacy
guarantee is only degrading in limited ways. It has been shown that under such k-fold
adaptive compositions, the privacy guarantee can be stated as at least (¢, kd+4’)-DP
with € = O(ke? + e/klog(1/8")) [17][18][19)].

Despite the (¢, ) characterization of differential privacy being very widely used, it
has its drawbacks with two specific usage cases: analysis of Gaussian noised mecha-
nisms, which are commonly used and the analysis under repeated usage of advanced
compositions. While the privacy costs under Laplace noise-based mechanisms can be
described tightly by the (e, d) definition, choosing a single Gaussian-noised algorithm
results in a range of (e(d), d) privacy guarantees which it all satisfies. Selecting a sin-
gle point on this curve would not give a complete picture of the privacy mechanism,
making it impossible to provide a straight forward e-DP analysis. Multiple succes-
sive applications of such algorithms in composition would lead to a combinatorial
explosion of parameters and (€(d), d) privacy guarantees [20].
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2.1.2 Rényi differential privacy

Considering these points, Mironov [20] [21] has proposed another way to address the
shortcomings of the (e, d) definition.

Let P, @ be two probability distributions over R, the Rényi divergence of order o > 1
is defined as

1 P(z)\“
Do(P = ——1log Eyxn 2.6
PlQ) = s B (o) (26)
Based on the definition of this divergence, a new definition of differential privacy
can be established.

A randomized mechanism f : D — R is said to have e-Rényi differential privacy of
order « or (v, €)-RDP if for any neighboring datasets D, D', the following statement
holds:

Da(f(D)IIf (D)) <€ (2.7)

Like the e-DP definition, mechanisms having (e, «)-RDP are also robust against
post-processing, meaning given any such mechanism M and any arbitrary mapping
f:R— R, foM also has («, €)-RDP.

For a Gaussian-noised mechanism G,M (z) = M(x) + N(0,0?), RDP analysis pro-
vides an easy to use and tight privacy bound, in which G, has (a, 555)-RDP. Any
(ar, €)-RDP implies (e5,0)-DP for any given 0 < § < 1, making it possible to show a
privacy guarantee conversion: If M has («, €)-RDP, then the mechanism also satisfies
(e + 215 5)-DP for any 0 < 6 < 1 [20][22].

2.2 Generative methods in machine learning

It’s possible to categorize two distinct classes of models within the fields of statistics
and machine learning: Discriminative models and generative models of analyzing
and processing data. An intuitive understanding might be that discriminative mod-
els are able to predict given an amount of observations, while generative models
are learning the joint distribution over all the variables concerned. The generative
process has many attractive features for why it is interesting. One of its advantages
for example is that it can naturally express more subtle relations between variables
and lead to better generalizations than mere correlations. We can test the result-
ing models on real world data observations and can confirm or reject the theories

10
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and regularities of how we understand the world by having built the model on that
understanding [23].

For the purposes of generating synthetic data, there are a variety of options of
generative models to produce a desired outcome. Two of the most popular meth-
ods recently have been Variational Autoencoders (VAE) and generative adversarial
networks (GANs), which we will focus on in this thesis.

2.2.1 Basics of GANs

Generative adversarial networks were popularized by Goodfellow et al., although
similar theoretical ideas of adversarial networks have been circulating in the past|25].
The idea of the original GAN (here referred to as vanilla GAN) is to train two neural
networks in adversity towards each other, one generator G who tries to generate good
new samples out of an input vector in a latent space (usually random noise) and
one discriminator D, who tries to differentiate between the newly generated samples
and the actual real samples that are fed. A GAN is therefore creating a situation

Generator Fake samples
B ——

G G(2)

latent space

prediction
real/fake

Discriminator
D

D loss: minimize error

Real samples|
x

Figure 2.1: The model structure of a vanilla GAN as proposed by Goodfellow et al.
with generator G and adversary D as discriminator [24]

comparable to a zero-sum game, where one player (the generator) tries to fool the
other player (the discriminator) into not being able to see the difference between
real and fake samples as much as possible while the other player tries to avoid
being fooled and be able to pick apart what is real and what is not real. An often
cited analogy is the dynamic between a forger and a detective being competitive
adversaries [24].

The resulting generator will ideally improve within time trying to outcompete the
discriminator, enabling us to use it to create synthetic datasets. This game can be

11
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seen as a formalized 2-player minimax game with a value function V (D, G)[24]

m&n max V(D,G) = Eznpypaie) 108 D(@)) + Ezrop, . (1 — log D(G(2))) (2.8)

where pyata(z) s the source data distribution to learn and p,(2) is a prior probability
distribution on noise variables. D and G are both multi-layer perceptrons with pa-
rameters ¢, and 0, respectively. G' outputs into source data space while the output of
D as a binary classifier is a singular value representing the probability that its input
x came from source data (so from the real distribution) and not from the generator
distribution pg. The optimal case therefore is when both distributions as identical

Algorithm 1 Main algorithm for vanilla GAN using SGD. Parameters E training
iterations, k discriminator update steps (in this work & = 1), b batch size |24]

for e < F do
for k discriminator steps do
Collect b samples {zp, ...z} from random noise distribution p,(z)
Collect b samples {xg, ...z} from the data source distribution pgata(z)
> Update D weights by ascending its stochastic gradient
Va0, log D(w;) + log(1 — D(G(2)))]
end for
Collect b samples {zp, ...z} from random noise distribution p,(z)
> Update G weights by descending its stochastic gradient
Vg3 S0 log(1 — D(G(2:)))
end for

and D cannot sufficiently decide which distribution the sample comes from. For a
given generator G fixed, the optimal discriminator is

Pdata

- Pdata +pg($) (29)

Dg(x)
and will always output 0.5 as a probability. Goodfellow et al. shows in the theoret-
ical optimal case, that given enough capacity and D is optimal in each step of the
algorithm, then p; — pqata Will converge.

2.2.2 Common GAN variations

Over the years, there have been many proposed variations on the original vanilla
GAN, suited for different tasks. One of the most common problems facing vanilla
GANS is their inability to control the modes of data that are being generated. Con-
ditional data generation by using class labels for example are crucial in real-life
classification applications where it is desirable to want to generate a large amount
of specific classes of points.

12



2.2 Generative methods in machine learning

Mirza et al. proposed a popular solution to this problem by using the labels y
as a secondary input channel into the both the generator network as well as the
discriminator network [26).

Discriminator D(xly)

(TIYT)
xmoooo]§ 00000

(o 0 QOOO@ )
eee00

([QOOOQ} [OOQQQ])

Figure 2.2: Conditional GAN (CGAN) structure proposed in [26]

By joining input noise and labels, the GAN equation changes slightly to
Hgn max V(D,G) = Eznpypnoy 108 D(@]y)) + Eznp, ., (1 — log D(G(2]y))) (2.10)

Another popular variant of a GAN replaces the basic discriminator with a general
critic, where the loss function changes from a binary cross entropy function to the
Wasserstein-1 or Earth mover (EM) distance and has been first introduced by Ar-
jovsky et al. [27] as WGAN. The Wasserstein-1 distance W (p, ¢) is a metric on prob-
ability distributions p, ¢ that can be interpreted as measuring the minimum amount
of energy needed to moving a mass between one point and another (or ’transforming’
one distribution p into another ¢), hence EM distance |28|. Under an optimal critic,
minimizing this distance minimizes the value function of the generator in a WGAN,
where the equation is now restated as

Hgn %131})( V(D7 G) = Ex'\‘pdata(z) (D(l')) - Eszz(z) (D(G(z))) (2'11)

with D being the set of all 1-Lipschitz continuous functions here [7]

A further improvement on that was a replacement of the clipping by a gradient
penalty factor [29]. Gulrajani et al. found that weight clipping alone seemed to be
problematic as it encounters either vanishing or exploding gradients. Instead, a slight
modification by addition of a penalty factor to the loss function was proposed

L = Eonp,, (D(G(2))) = Evmpyuuniey (D(@)) + ABimpis, [(IVzD(@)]]2 — 1] (2.12)

13



2 Background

with pz being defined as the random uniform sampling between points sampled
from a straight line from p, to pgata and A as the penalty coefficient. The various
combinations of WGAN with or without gradient penalty with the aforementioned
CGAN yields models like WCGAN-GP, which have been used to show improved
convergence speed and sample quality to the standard GAN [30][31].

2.3 Related works on DP and synthetic data generation

Besides early works of Rubin introducing concepts such as fully synthesized data
records, there have been studies by Little proposing partially synthetic data]32] and
systematizing the imputation process more.

A GAN as introduced in 2014 in [24] produces a very useful framework tool for
learning features of datasets; this has been commonly applied to standard image
datasets like ImageNet, MNIST or CIFAR-10 [33][34] but can also be used with
other types of structured data [35][36].

There have been multiple approaches over the last years to include various con-
cepts of DP into GAN, notably the differentially private SGD method in [42] and
DP-GAN [37], which both work by introducing Gaussian noise to the gradient in
the discriminator network while providing (¢, §)-DP guarantees. DP-CGAN as pub-
lished in [16] and PATE-GAN [38] using the PATE framework introduced by Pa-
pernot et al. [39] provide two alternative approaches, in which both further improve
the privacy-loss/data accuracy balance and coming closer to the effectiveness of
training on real data. DP-CGAN replaces moment accounting with the concept of
RDP accounting to refine the calculation of the privacy budget from DP-GAN while
PATE-GAN replaces the classic GAN discriminator with the so-called ”Private ag-
gregation of Teachers ensembles (PATE)”, which is a framework for effectively doing
semi-supervised training tasks using the principle of ’teacher’ models training on
disjointed, sensitive private information while using a ’student’ model to train on
a non-sensitive, non-labeled public data set, which has been labeled by the noised
aggregation of the ’teacher’ models outputs. It thus provides passed on concepts
of the private, sensitive data without revealing the source dataset to the ’student’
discriminator model.

Choi et al. has proposed medGAN [40] as a framework to using a non-privacy-
preserving GAN to generate often difficult to access patient health data from elec-
tronic health records (EHR) of existing patients to which Xie et al. has further exam-
ined the usefulness of DP-GAN on one of the EHR datasets used in [40] (MIMIC-III)
and reports encouraging and usable results while still minimizing privacy loss [37].
A comprehensive study by Goncalves et al. [41] has further shown the usefulness of

14
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various generative methods on EHR from subsets of the data provided by the SEER
program from the National Cancer Institute of the NIH in the US and discussed
potential disclosure and privacy issues in context.

15






3 Implementations of DP in GANs

There are many approaches on how to include a differential privacy aspect into
GAN generated data. One of the more intuitive ones is to add sampled noise at the
end of the generation process, thus taking obfuscation directly to the output data
and making them more private. However, this approach often comes at a price of
suffering utility loss [37]. The two main approaches that will be looked at in this
work mainly deal with including a differentially private aspect directly during the
training process:

e The first approach is to include the DP aspect into the training process itself:
Adding a small amount of noise (usually sampled from a Gaussian or Lapla-
cian distribution) onto the already clipped gradients. Xie et al. have proposed
DPGAN as a way of realizing this approach as have Torkzadehmahani et al.
with DP-CGAN.

e The second approach that is being looked at harnessing the PATE (private ag-
gregation of teacher ensembles) mechanism as introduced in [39], which guar-
antees (€, d)-privacy and trying to include it into GAN training.

3.1 DPGAN and DP-CGAN

Both the DPGAN and the DP-CGAN framework work on adding noise during the
optimization step of the network. The post-processing robustness of any (e,4)-DP
mechanism guarantees that any mapping operation after an already differentially
private mechanism will also be differentially private, which in the case of GANs
is used on the discriminator. Since the optimization calculation of the generator
will depend on a differentially private discriminator, it guarantees that the resulting
generative network is also differentially private.

In [2, we can see the addition of noise sampled from the normal distribution to the
sum of gradients before they are applied.

The tracking of privacy guarantee during the noisy gradient calculations is done
using an implementation of the RDP accountant in |[16] which is also used as default

17
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Algorithm 2 DP-CGAN algorithm using SGD. Parameters E training iterations, k
discriminator update steps (in this work k = 1), b batch size, C' gradient clip norm,
Ir learning rate after |16]

for e < F do
for k discriminator steps do
Collect b samples Zp, <— {20, ... 2} from random noise distribution py(z)
Collect b samples (X3,Ys) < {(z0,v0),...(xp,yp)} from the data source
distribution pgata ()
> First calculate the discriminator loss on both real and fake data
dlosseal IOg(D(Xba }/b))
dlossgake < log(1 — D(G(Zy),Y))
> Calculate and clip gradients
grad, ., < Vo, dlossyeal (64, Xp)
gradfake — VQdleSSfake(ad, Zb)

gradreal
gradreal A max(1, Hg(;lrai{eaﬂ\)
gradfake — B ke

max(1, llgradg, ol
> Calc(ulate %otal) noisy gradient by adding Gaussian noise to sum
grads — ed% Zs,'):l [gradreal + gradfake] + N(O') 02021)
> Update D weights by applying gradients and taking the gradient descent
04 < SGD(grads, Ir)
> Keep track of privacy costs
end for
Collect b samples {2, ...z} from random noise distribution pgy(2)
> Update G weights by descending its stochastic gradient
Vly3 Y0y log(1 — D(G(2:)))
end for

18



3.2 PATE-GAN

in the TF privacy framework used in this work. The RDP accountant is based on
the workings of the moment accounting method [37][21].

3.2 PATE-GAN

Since training models on sensitive data always poses a certain kind of privacy risk,
the idea behind PATE is to separate sensitive and non-sensitive training.

The PATE mechanism uses the general principle that if a collection (ensemble)
of independently trained, non-overlapping ML models (called teachers) collectively
agree on a similar outcome, then training a secondary student model who is only fed
non-sensitive data with labels will minimize the risk of memorization and therefore
privacy leakage issues with training directly on the source.

The input fed into the student model is usually a public, unlabeled part of a dataset.
All the teacher models are then queried for how they would classify the unlabeled
set and their votes aggregated, where then the top-most prediction would be the
one with the highest tally and ultimate dictate what the student model gets to see
as the final input.

Let f = {fi},i € N be the ensemble of N teacher models, [m] the amount of class
labels, j € [m] a label of a given class and Z an input:

The label tally at the end is the number of teacher models that assigned j to Z:
n(¥) = li:i e N, fi(Z) = j|
Since simple majority aggregation could lead to a situation where the top-most choice

depends on a single teachers voting input, PATE adds noise during aggregation to
add ambiguity|39):

f(2) = argmax {nj(f) + Lap (;) } (3.1)

where Lap(b) is the Laplace distribution on location 0 with scale b. The parameter
A is controlling how much noise is added, in turn guaranteeing privacy.

1
A single query to the PATE mechanism is (/\, O> -differentially private  (3.2)

PATE-GAN in the proposal work [38] is a type of GAN which replaces the standard
discriminator in a vanilla GAN with the PATE mechanism, effectively creating a gap

19



3 Implementations of DP in GANs

of which discriminator model backpropagates to the generator. Instead of a single
discriminator, the network now has N teacher discriminators. Combined with the
generator, this part behaves like a regular vanilla GAN. Each teacher only sees a
disjoint subset of size |D;| = % of the original dataset as input, making them train

on independent datasets.

Algorithm 3 PATE-GAN Algorithm with parameters k& number of teachers, A
noise, ny,ng number of training steps for teacher/student, b batch size [3§]

Partition dataset into k subsets Dq ... Dy, of size %
Vi:a(l)=0
for e < F do

if € < ¢; then
fort; =1...n7y do
fori=1...k do
Collect b samples Zp < {z0,...2p} from random noise distribution

pg(2)
Collect b samples (X, Ys) < {(z0,%0), - - (zp,yp)} from disjoint set
D,
> Update teacher T; using SGD
Vi, — | Sy log(Tiles, 7)) + log(1 - Ti(G(2))]
end for
end for

forto =1...ng do
Collect b samples Zp, < {zp, ... 2} from random noise distribution py(2)
for j=1...bdo

Uj < G(Zb)
rj < pate(uj, \)
q #f% > Update moments accountant
forl=1... o
a(l) ¢ a(l) + min(@N20( + 1), log((1 — ) (1254)! + ge*V))
end for
end for

> Update student using SGD
Vos = X0y [Tog(S(uy)) + (1 = 15) log(1 — S(uy)

end for
Collect b samples Zj, <— {2o, ... 2} from random noise distribution py(z)
Vou Z?:l {log(l - S(G(ul)))} > Update generator G using SGD
1
€ < min a(l)+;0g(5)
end if
end for
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3.3 Moment accounting
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Figure 3.1: Ensemble of teacher part of PATE-GAN with a fixed generator G

PATE now adds another discriminator, the student, which tries to mimic the behav-
ior of the ensemble of teachers by training on non-sensitive data. But since GANs are
generative by definition, the student discriminator usually has no further publicly
unlabeled data available as input, so a solution proposed was to directly use the
generator content as input, querying the ensemble of teacher to label them as either
real /unreal and then use the query result to determine the loss of the generator. As
Jordon et al. have shown, PATE-GAN as a whole is indeed (¢, §)-DP [38].

Back propagation !
O !
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100 Add noise on I
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Generated —
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Random Noise Teacher2 ) /N '
{ kS0

Alternative of
public data

Figure 3.2: Overall structure of PATE—GAN

3.3 Moment accounting

The moment accounting method introduced in uses the composition property
of DP to compute the overall privacy loss by calculating the loss in each iteration
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3 Implementations of DP in GANs

and accumulating it like an accountant. Abadi et al. states that privacy loss is a
random variable depending on the noise added and a mechanism M being (e, d)-
DP is equivalent to a certain tail bound on the privacy loss random variable of M.
For neighboring databases D, D’, an auxiliary input a and an outcome o € R, the
privacy loss at o is defined as

P(M(a,D) = o)

c(o,M,a,D,D’") = log P(M(a, D) = o)

(3.3)

This privacy loss itself is a random variable, for which we can compute the log
moments:

OéM()\a a,D, D/) = log IEONM(a,D) (eXp(AC(@ M;a,D, D,))) (34)

ay (X a, D, D) here is called the A" moment, in which we compute the log of the
moment generating function evaluated at A. For A = 1 this is just the expectation
value.

For the overall privacy guarantee of M, we define a bound

ap(N) = max ay (N a,D, D) (3.5)
a,D,D’
[39] has shown that in the case of the PATE mechanism, we are also able to bound
the privacy loss of a single step to more specific values, thus using these for the At}
moments.

In the practical implementation of a()\), numerical integration was used in the imple-
mentation within TF as well as in PATE-GAN. The order of moments within the TF
privacy framework defaults to the list orders = ([1.25, 1.5, 1.75, 2., 2.25,
2.5, 3., 3.5, 4., 4.5] + list(range(5, 64)) + [128, 256, 512] )EI for the
Gaussian mechanism and we have used an ordered list of moments until 32 for
PATE-GAN as was suggested in [42] as well as moments up to 8 as by [39].

1github .com/tensorflow/privacy/blob/master/tensorflow_privacy/privacy/analysis/
compute_noise_from_budget_lib.py line 49ff
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4 Experimental setup

4.1 Methodology

For the experimental setup EL two publicly available datasets in particular were of
importance:

e the Pima Indians diabetes (PID) dataset, a collection of data points of female-
only patients of Pima Indian heritage originally published by the National
Institute of Diabetes and Digestive and Kidney Diseases. The dataset has
8 featural attributes with an additional binary predictable label telling if a
particular patient was indeed considered diabeticE]

e the Heart Disease (HD) dataset published on the UCI Machine learning web-
page. This dataset combines patient data from four clinics across three coun-
tries related to heart disease diagnostics. Although the original dataset con-
tains a large amount of attributes, published papers and sources only refer to
14 specific attributes’

A significant challenge both datasets presented are not just that the amount of
data for training was relatively small but also missing or incomplete data points.
Missing values were either inferred if possible (missing values replaced by the mean
average of the relevant attribute) or if a data point/feature was heavily incomplete,
it was taken out of the dataset entirely. For the HD dataset, the prediction attribute
(num) was modified into a binary form, where any value above 1 indicated a 50%+
narrowing of a major vessel, thus indicating a serious heart disease.

Since the HD dataset includes multiple categorical integer attributes, it was nec-
essary to one-hot encode these specific features. All datasets were then scaled to a
(0,1) value space and later reverse scaled back for consumption output; the prepared
source datasets had final sizes of npyp = 768 and ngp = 920. Generated datasets
were significantly larger than the source datasets, with n = 3000 fixed for synthetic
data.

!Code to this work at https://git.imp.fu-berlin.de/private_secure_ml/gu-synthetic-data
2https://www.kaggle.com/uciml/pima-indians-diabetes—database
Shttps://archive.ics.uci.edu/ml/datasets/heart+disease
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4 Experimental setup

To assess the viability of differentially private data generation, different datasets
generated by training different models on each base dataset were compared against
each other by their classification performance on a collection of fixed classifiers.

4.2 Evaluation metrics

The baseline classification on the modified, cleaned-up datasets was used as a gen-
eral reference point for performing on publicly available limited data points. The
performance of datasets generated by non-DP GANs were then compared to their
differentially private counterparts on their usability by training a range of binary
classifiers and measuring the Area under the Receiver Operating Characteristics
(AUROC) curve of the trained models as well as the accuracy and the F1 score.
The AUROC score is a way to measure the ability of a binary classifier to properly
distinguish and classify samples and was first looked at as a metric for machine
learning algorithms in the mid 90s [43].

The AUC is then often calculated by the trapezoidal rule as follows

AUC =3 (1 — fiha) + 3 (A(1L - B)Aa) (A1)

(2

where Aa, A(1 — ) are defined as follows:
Aa:a—ai_l A(l—,@) = (1—,31‘)—(1—,81‘_1)

a and S here are the rates of false-positives P(F),) or fpr and true-positives P(T})
or tpr, usually acquired by putting the elements in a confusion matrix into relation
with each other [

Predicted positive Predicted negative
Ground truth positive T, F,
Ground truth negative

T, F, Tp
P(T)= —P  p(FY=_—_"P  PPW|=_"2_
() = gt PUR) = gty PPV ool

The F score (also named the Dice coefficient score) is capturing a way of measuring
the quality of the model with a single number composed of recall and precision.

, PPV.P(T,)

F,=(1
o= (o) oy T p(1y)

(4.2)

4Synonyms of TPR include: Sensitivity, recall or hit rate, FPR is also known as a type I error or
’false alarm’ or fall-out
SPPV is also called precision
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4.3 Model structures

In its most common usage, o = 1, the F} score is the equally weighted harmonic
mean between the two scores.

The accuracy metric in a classifier captures how well the model correctly predicts
the outcome

acc = (4.3)

In this work, all technical implementations were done in Python 3 with Tensor-
Flow (v2.5.0) and the TF privacy library in its current version (v0.5.1) as well as
the numerical libraries of sklearn, numpy and visualization libraries seaborn and
matplotlib.

4.3 Model structures

The standard vanilla GAN is not capable of generating label-conditional data points,
thus a conditional GAN (CGAN), an established derivation of the standard GAN was
used to generate the non-DP synthetic data. A CGAN uses not just the attributes
to train on, but also the labels as input both for the generator and the discriminator
respectively.

Hyperparameter PID ‘ HD
Value CGAN | Value DP-CGAN | Value CGAN | Value DPCGAN
Generator learning rate 2FE—4
Discriminator learning rate 2F3 14
Latent dimension 64 128
Batch size 32 40
Micro batch size - 8 - 10
Training epochs 400 400 200 200
B1a 0.5 0.5 0.1 0.1
Bi,g 0.5
Bo 0.99

Figure 4.1: Hyperparameter used for training CGAN and DP-CGAN

The differentially private equivalent was modelled after the architecture and algo-
rithm for DP-CGAN shown in Torkzadehmahani et al.[16]. Slight changes to fit the
datasets and training situation in this work were made (i.e. changing the differen-
tially private optimizer from a vanilla SGD with added noise and clipping to the DP
equivalent of the Adam algorithm with parameters listed in . The background
tracking of spent privacy within the TF privacy framework is done using the RDP
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4 Experimental setup
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Figure 4.2: Schematic model architecture for our CGAN and DP-CGAN after the
design in [16]

Generator layers
Layer type parameters
Dense 2" 4+ 2Nfeatures, ReLU
Dense 25 + 2 Nfeagures, ReLU
Dropout rate= 0.2
Dense 2° + 2Nfeatures, ReLU
Dense 2% + 2 Nfeatures, ReLU

OutPUt Nfeatures
Discriminator layers
Layer type parameters
i:7,6,5,4 Dense 21 + 2Nfeatures, ReLU
LeakyReLLU a=0.2
Output size=1

Figure 4.3: Parameters for the layers in the CGAN and DP-CGAN models

accountant by the more tight RDP estimation of privacy and then converted back
to the conventional (e, d)-DP equivalent values later.

The PATE-GAN model uses the same model layers as the CGAN and DP-CGAN
but with copies of D as teachers as well as one D as the student discriminator and
with parameters outlined in

To evaluate the quality of the datasets, we used an ensemble of six binary classifying
models (Linear SVM, RBF SVM, MLP Classifier, AdaBoost, Naive Bayes classifier
and quadratic discriminant analysis (QDA)) to train on the datasets and evaluating
their performance on the ability to correctly predict the labels and the corresponding
reliability of their predictions.
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4.3 Model structures

Hyperparameter PID HD
Generator learning rate | 1£~4 1E=> | 1E~*
Teacher; learning rate 1E~41E-5 | 1B~
Student learning rate 1E~41E~° | 2B~
Number of teachers 12 20
Latent dimension 64 128
Batch size 32 40
Teacher batch size 32 40
Training epochs 100, 200 100
Teacher training epochs 1
Student training epochs 1
Bis 0.9 0.9
Bt 0.6 0.9
Bi,e 0.9 0.9
B 0.99

Figure 4.4: Hyperparameter used for training PATE-GAN

The models were trained using a 5-fold cross validation split and the prediction
performance was measured for two different settings:

e Setting A: Training on a portion of the generated dataset, testing on another
portion of the dataset

e Setting B: Training on a portion of the generated dataset, testing on the orig-
inal dataset

A baseline performance was established by running the ensemble on the original PID
and HD datasets. We then conducted a series of runs using this method and varying
the privacy loss € as well as the clipping norm value C for both datasets.
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5 Results

5.1 Performance metrics

Setting A Setting B

Dataset Source AUROC F1 score gAccuraucy F1 score %Accuracy
PID based original 0.81+£0.02 - - 0.63+0.03 | 0.7540.02
CGAN 0.9140.01 | 0.8440.02 | 0.84+0.02 | 0.68+0.01 | 0.74+0.01
(50,10~4) DP-CGAN | 0.88+0.02 | 0.79£0.03 | 0.794+0.03 | 0.674+0.02 | 0.74+0.02
(10,10~%) DP-CGAN | 0.92+0.02 | 0.84+0.02 | 0.8440.01 | 0.67+0.01 | 0.74+0.01

(1,10=%) DP-CGAN | 0.88+0.02 | 0.774+0.02 | 0.804+0.02 | 0.67+0.01 0.74+£0
(0.1,10~%) DP-CGAN | 0.8640.02 | 0.79+0.03 | 0.7940.02 | 0.66+0.02 | 0.7340.01
HD based original 0.8740.01 - - 0.8240.02 | 0.79£0.01
CGAN 0.954+0.01 | 0.86%0.02 | 0.87£0.02 | 0.78+0.01 | 0.77+0.01
(50,10~%) DP-CGAN | 0.924+0.02 | 0.82+0.02 | 0.8140.02 0.77+0 0.7640.01
(10,10=*) DP-CGAN | 0.96+0.01 | 0.894+0.03 | 0.89+0.02 | 0.76+0.01 | 0.734+0.02
(1,107%) DP-CGAN | 0.91£0.02 | 0.8340.02 | 0.8240.02 | 0.68+0.03 | 0.67+0.02
(0.1,107*) DP-CGAN | 0.924+0.01 | 0.874+0.02 | 0.86+0.02 | 0.75+0.01 | 0.74+0.01

Figure 5.1: Comparative performance results: Classification using CGAN, DP-
CGAN-generated datasets vs original on € = 50,10,1,0.1 and § = 10_4E|

From the results, it is evident that training classification models on synthetically
generated data without particular concern for privacy is close in performance metrics
to training on the original data, in some parameters even surpassing the performance
of classifiers on the original dataset. This holds true for both settings as well as both
datasets that were looked at. For comparison with differentially private equivalents,
we have chosen runs with higher privacy costs and lower privacy costs.

Looking at the given runs, we can see that the AUC score is higher across all runs
with synthetic data compared to the baseline. The AUC scores of the differentially
private models are slightly worse compared to the non-DP CGAN. The classifiers
are perfectly capable of using synthetic data to classify points. Performance of classi-
fiers trained on DP-CGAN generated datasets have achieved slightly lower accuracy
scores than the baseline run. The difference in performance loss is more noticeable

1

L All numbers are rounded to two decimal places. § was chosen according to heuristic § < Dl
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5 Results

in the runs involving the HD dataset. The F1 scores have seen a negative impact in
the DP-CGAN runs on the HD dataset, but have been better on average in the PID
runs.

Adding a mechanism for DP therefore does indeed impact certain parameters ever so
slightly, making them perform worse than the non-DP CGAN as well as the baseline
model.

It suggest two things: Performance by datasets generated by differentially private
GANSs can be on par with their non-DP counterparts and are comparable to baseline;
however there seems to be a link between performance and the underlying dataset on
which the model learns the distributions of attributes. The runs on the HD dataset
have shown that the drop in both the F1 score and the accuracy is larger compared
to both baseline and non-DP generation.

Baseline non-DP CGAN (10,107%) DP-CGAN (0.1,107') DP-CGAN
05
[0.4

-03

- = ' I -
..— i.-..l . = ; s I

Figure 5.2: Correlation between features of the generated datasets in different runs
on the PID dataset after [31]

As seen in the visual comparison between the correlations of the original and gener-
ated features in the datasets, the synthetically generated datasets generally mirror
the correlations in baseline scenario both in the non-DP and DP runs, meaning
generation does indeed produce similar and usable datasets. However, we can also

Baseline non-DP CGAN (10,1071) DP-CGAN (0.1,107!) DP-CGAN

0.4
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n r

m |
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Figure 5.3: Correlation between features of the generated datasets in different runs
on the HD dataset

see that feature correlation in datasets generated on the PID dataset was captured
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5.1 Performance metrics

slightly better across runs than in the HD dataset. We can also observe a degrada-
tion of correlation capture between different privacy parameters, especially within
the PID generation runs: Higher privacy constraints (lower €) results in a worse
capture of feature correlations compared to a non-DP run or the baseline.

CGAN generated data

Pregnancies | Glucose | BP ST | Insulin | BMI | DPF | Age | Outcome
1 4.0 138.29 | 63.09 | 20.78 | 123.23 | 24.70 | 0.66 | 42.70 0.0
2 -1.0 143.26 | 78.34 | 34.82 | 206.74 | 31.30 | 0.41 | 22.42 0.0
3 1.0 92.66 | 50.56 | 25.02 | 122.28 | 27.37 | 0.53 | 23.26 0.0
4 4.0 149.82 | 87.40 | 41.80 | 138.52 | 37.12 | 1.10 | 45.16 1.0
5 5.0 158.77 | 76.05 | 62.12 | 197.58 | 43.76 | 1.34 | 28.10 1.0
6 2.0 136.96 | 77.04 | 26.69 | 329.69 | 31.62 | 0.74 | 24.65 1.0
7 1.0 104.38 | 68.05 | 23.08 | 97.98 | 37.93 | 1.11 | 31.92 0.0
8 2.0 143.52 | 85.90 | 32.64 | 98.78 | 30.47 | 1.01 | 25.99 1.0
9 5.0 149.43 | 74.13 | 31.90 | 386.28 | 36.78 | 1.43 | 37.75 1.0
10 7.0 165.53 | 78.27 | 26.00 | 188.27 | 35.89 | 0.95 | 47.33 1.0
(0.1,10~*) DP-CGAN generated data
Pregnancies | Glucose | BP ST | Insulin | BMI | DPF | Age | Outcome
1 12 139.72 | 72.78 | 27.17 | 52.86 | 35.82 | 0.73 | 47.13 1.0
2 4 90.96 | 62.24 | 22.44 | 43.86 | 28.22 | 0.43 | 25.33 1.0
3 6 130.02 | 87.48 | 24.19 | 40.92 | 33.06 | 0.50 | 55.22 1.0
4 —0 116.40 | 66.70 | 13.07 | 187.89 | 33.98 | 1.21 | 15.03 0.0
5 2 184.57 | 76.85 | 22.37 | 50.44 | 38.32 | 0.18 | 58.22 1.0
6 7 109.36 | 72.10 | 27.16 | 46.38 | 33.36 | 0.65 | 38.75 1.0
7 3 112.95 | 74.64 | 24.35 | 53.69 | 41.44 | 0.20 | 30.22 1.0
8 4 141.17 | 70.80 | 20.77 | 45.77 | 35.44 | 0.21 | 56.29 1.0
9 2 154.55 | 55.37 | 23.13 | 194.98 | 35.37 | 0.38 | 24.37 1.0
10 1 126.50 | 91.49 | 32.73 | 92.90 | 50.86 | 1.33 | 28.67 1.0

Figure 5.4: First 10 samples of synthetically generated content from the PID datasets
from CGAN and DPCGAN as an exemplary comparison of raw dataﬂ

The generated results, regardless of whether or not differentially private mechanisms
are involved, can on occasion turn up values for certain features which are outside of
the meaningful medical/real-world application range. Clearly, negative pregnancies
do not make sense. Row 4 in of the DP-CGAN generated dataset is mislabeled:
With a BMI of well over 30 and in a young age group with no pregnancies, the
chances of the patient being diabetic is much more likely than notﬂ The occurrence

2The displayed table contains numbers rounded to two decimal places due to space constraints.
The raw data contains the full number of decimal places
3The common medical definition of obesity is BMI> 30 (weight divided by square of the height)[44]
and obesity and overweightness has been linked to a higher prevalence of health issues including

diabetes. [45][3]
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5 Results

CGAN generated data

Age | Sex | CP | TrestBps | Chol | Fbs | RestEcg | Thalach | ExAng | Oldpeak | Num
114938 | 1.0 | 1.0 | 132.75 | 264.42 | 0.00 1.00 126.76 1.0 3.71 1.0
2163.06 | 1.0 | 1.0 | 133.41 | 217.33 | 0.00 1.00 138.53 1.0 1.36 1.0
316311 ] 0.0 | 1.0 | 135.90 | 409.70 | 0.00 0.00 150.11 0.0 1.16 0.0
44878 | 1.0 | 2.0 | 149.45 | 258.97 | 0.00 0.00 151.83 0.0 0.05 0.0
5161.26 | 1.0 | 2.0 | 117.93 | 243.94 | 0.00 0.00 145.61 0.0 0.60 0.0
6| 54.36 | 1.0 | 1.0 | 156.79 | 176.49 | 0.00 0.00 178.66 0.0 —0.18 0.0
716257 | 1.0 | 1.0 122.66 322.23 | 0.00 0.00 136.73 1.0 1.83 1.0
8 |53.77 | 1.0 | 1.0 | 126.39 | 239.85 | 0.00 0.00 130.76 1.0 1.24 1.0
914641 | 1.0 | 2.0 | 138.43 | 180.91 | 0.00 0.00 160.99 0.0 —0.01 0.0

10 1 63.35 | 1.0 | 1.0 | 114.67 | 235.99 | 0.00 0.00 132.82 1.0 2.89 1.0
(0.1,10~%) DP-CGAN generated data

Age | Sex | CP | TrestBps | Chol | Fbs | RestEcg | Thalach | ExAng | Oldpeak | Num
1153.84 | 1.0 | 1.0 141.43 268.11 | 1.00 0.00 144.02 1.0 0.68 1.0
214539 | 1.0 | 1.0 122.82 236.20 | 0.00 0.00 147.84 0.0 0.53 0.0
313797 ] 1.0 | 1.0 | 136.01 | 171.17 | 0.00 0.00 136.09 1.0 —0.73 1.0
415764 | 1.0 | 1.0 135.61 208.67 | 1.00 1.00 111.30 0.0 0.05 1.0
514216 | 1.0 | 1.0 | 152.44 | 268.48 | 0.00 0.00 116.86 1.0 1.78 1.0
64091 | 1.0 | 1.0 135.69 225.72 | 0.00 0.00 151.16 0.0 0.41 1.0
714642 | 1.0 | 1.0 | 140.32 | 206.66 | 0.00 0.00 110.33 1.0 0.01 1.0
8 |43.47 | 1.0 | 1.0 133.29 223.48 | 0.00 0.00 143.44 1.0 0.54 1.0
9146.85 | 1.0 | 1.0 | 130.68 | 245.24 | 0.00 0.00 130.52 1.0 0.52 1.0

10 | 42.39 | 1.0 | 1.0 126.28 172.49 | 0.00 2.00 128.85 0.0 0.19 0.0

Figure 5.5: First 10 samples of synthetically generated content from the HD datasets
from CGAN and DPCGAN as an exemplary comparison of raw dataﬁ

of certain non-usable data points has been observed for both generated datasets.
A similar situation can be observed with the data generated from the HD dataset:
The Oldpeak attribute occasionally turns negative, which does not have a medical
meaning since ST depression measurements are > 0 and in mm [46].

PATE-GAN

We could not properly evaluate the generated data with respect to DP guarantees
due to poor results within this work. Despite various efforts in searching for good
hyperparameters, trying to vary training epochs, label smoothing as well as giving
a larger ¢, PATE-GAN did not converge as expected during the training process

“The displayed table contains numbers rounded to two decimal places due to space constraints.
The raw data contains the full number of decimal places
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5.1 Performance metrics

with either dataset and only offered poor quality generated data and bad classifying
performance. At larger learning rates, the stabilization in losses of G and S occurs

(c) S loss of student (log scale)

(b) norm of gradients of G

Figure 5.6: Training metrics for PATE-GAN on PID: orange curves indicate a train-
ing run with learning rate 1E~%, blue and red curves are learning rate
1E~° at different training epoch lengths, sudden drop is cut off point
when e = 100 is reached

earlier but since gradient norms of G peak and get very small very fast, there are
little learning effects after a certain point. Experimenting with smaller learning rates
did not significantly change the performance outcome on the generated data.

Pregnancies | Glucose | BP ST | Insulin | BMI | DPF | Age | Outcome
1 4.0 124.76 | 71.19 | 26.77 | 89.49 | 32.01 | 0.50 | 33.35 0.0
2 5.0 124.60 | 73.03 | 27.01 | 89.58 | 31.90 | 0.44 | 31.92 1.0
3 4.0 120.99 | 73.47 | 27.93 | 97.90 | 32.86 | 0.51 | 32.75 1.0
4 4.0 118.42 | 70.01 | 26.56 | 90.31 | 32.57 | 0.42 | 33.45 0.0
5 4.0 125.02 | 72.83 | 27.09 | 96.88 | 32.81 | 0.46 | 31.65 0.0
6 4.0 119.57 | 71.81 | 27.52 | 97.35 | 32.49 | 0.48 | 32.82 1.0
7 4.0 121.55 | 72.76 | 27.60 | 96.23 | 32.71 | 0.49 | 33.12 0.0
8 4.0 118.21 | 71.73 | 27.27 | 91.46 | 33.40 | 0.47 | 32.62 1.0
9 4.0 122.98 | 70.98 | 27.00 | 99.00 | 32.09 | 0.50 | 34.11 1.0
10 4.0 118.43 | 72.29 | 27.85 | 93.49 | 31.91 | 0.44 | 33.51 0.0

Figure 5.7: First 10 samples of synthetically generated content from PATE-GAN on

PID

The distributions of attributes’ values do not mimic the ones in the source datasets
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5 Results

Comparative distribution plot

Pregnancies Glucose BloodPressure
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Figure 5.8: Histogram of the first 768 data points of the generated data from PATE-
GAN run on PID with the original source data as comparison (red: source
data, blue: generated)

as seen in indicating the training process has not converged and has lead to
a collapse of certain attributes into few values (e.g. Pregnancies are all either 4 or
5). The classifying performance is thus very bad, giving us AUROC values around
0.5 and an accuracy of 0.5 as well across all models, showing no ability to suc-
cessfully classify records into diabetic/non-diabetic patients and . A similar
picture emerges from training on the HD set; for brevity reasons, we have put the
corresponding figures into the appendix (page 49| ff).
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5.2 Variation of parameters ¢ and C

5.2 Variation of parameters ¢ and C

Looking into the influence of privacy parameters on the classification performance
metrics, there were mixed results. Different series of runs were made using different
€ privacy budgets and clipping norm values C' for the calculation of the gradient
descents. The PID data suggests a light trade-off correlation between e values and
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Figure 5.9: Data collection runs showing the relationship between different C, e on
the performance metrics values of classifiers on the PID dataset models

AUROC, F1 and to a lesser degree accuracy scores for Setting A on the PID dataset,
fitting the findings in and . Higher privacy budgets in the form of higher
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values of € correlate to rising scores in AUROC. The variation across different clip-
ping norm factors C' seems to point to higher C' having a bigger impact on the score
variability, showing stronger slopes in trending curves.

However, when we look at setting B, the findings are not clear. For both the F1 and
accuracy scores, the data points for the C' = 1 are an anomaly: The data counter-
intuitively points to a slight fall in scores the larger the privacy budget gets.
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Figure 5.10: Data collection runs showing the relationship between different C', e on
the performance metrics values of classifiers on the HD dataset models.
Some scores calculated on the runs were recorded as non-finite, which
we have plotted as 0 and should be disregarded.
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With the experimental runs on the HD dataset, we can see some inconsistent results
as well. All scores show a positive correlation with rising privacy budgets, meaning
larger € values lead to equal or even slightly better scores for a clipping norm value
of C = 1. Scores in experimental setting B show less deviation than in setting A,
where a flat or slightly positive trend curve is emerging from the data collected. For
C = 0.5 however, the trend curve is showing a fall with larger e values, especially
in setting A. The influence of the clipping norm value on the results here requires
further studies.

5.3 Memorization and disclosure risks

Since we train on the source datasets in CGAN/DP-CGAN, accidental privacy leaks
by unintentional memorization of some original data points during training, while
being seemingly improbable, still remain a point of concern. A crude but simple
method of investigating any memorization issues is checking the generated datasets
for identical records. In this work, none of the generated datasets have any identical
records to the original set the generative networks have been trained on.

Looking at the average euclidean distance between all records of the generated sets
and the closest records in the original set allows us to gauge how far away a particular
generated point actually is and whether or not this might lead to some issues of being
able to retrace the original data points.

Datasets Source d
PID CGAN 1.035+0.477
(50,10~*)DP-CGAN | 1.014+0.479
(10,10~*)DP-CCGAN | 1.039+0.488
(1,107%)-DP-CGAN | 0.99440.451
(0.1,10~4)-DP-CGAN | 0.996+0.462
HD CGAN 1.828+0.743
(50,10~*)DP-CGAN | 2.224+0.602
(10,10~*)DP-CCGAN | 2.045+0.592
(1,10-%)-DP-CGAN | 1.948+0.519
(0.1,10~*)-DP-CGAN | 2.01640.665

Figure 5.11: Average pairwise euclidean distance d between synthetic data points
and their closest relative data point in the original datasets

As seen in the distance of generated data points for the HD runs are on average

slightly larger for the DP-CGAN runs than for the non-DP CGAN run. However,
we cannot clearly say the same about the PID runs, where the average distance of
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DP generated points is even slightly below the non-DP ones. We could not see a
clear correlation between privacy costs and distance metric.

This gives us a mixed picture: The differences of distances are all well within standard
deviation. Thus using DP generation can potentially increase the distance of data
points to the closest points in the original, thus decreasing the chance of a potential
privacy leak concern, but it depends on the dataset that is considered as well as the
model parameters.

As an example, we have tried to compare a single data point on a generated dataset
with its closest data point in the original dataset. In the case shown in there is
a privacy concern as the age and sex attribute of the generated point is fairly close
to the original. However, it is arguable that the medical data values associated with
the generated point is different to the original. Age and sex alone do not contribute
to a major violation of privacy if the medical data points associated with them do
not make them recognizable or identifiable.

Selected data point in the generated dataset (0.1,107%)-DPCGAN

Age | Sex | CP | TrestBps | Chol | Fbs | RestEcg | Thalach | ExAng | Oldpeak | Num

1]5384| 1.0 | 1.0 141.43 | 268.11 | 1.00 0.00 144.02 1.0 0.68 1.0

Closest data point in the original set, d = 2.006

Age | Sex | CP | TrestBps | Chol | Fbs | RestEcg | Thalach | ExAng | Oldpeak | Num

529 | 54.0 | 1.0 | 4.0 122.0 286.0 | 0.0 2.0 116.0 1.0 3.2 1.0

Figure 5.12: Comparison between a single data point of the generated dataset by
(0.1,10~%)-DPCGAN and its closest point in the original HD source dataset.
Both data points were normalized and standardized to measure their euclidean
distance and then transformed back

To further study the severity of privacy leaks, we conducted a small evaluation to
judge presence disclosure risk in case of a breach (potential adversary can guess if
a compromised data point is actually part of the training dataset). To that extend,
we have sampled a random number 7 of patient records each from training and test
section of the source dataset to be the collection of compromised data records that
an adversary might have. Assuming the potential attacker has complete information
over these records, we then calculate the k-nearest neighbors within the generated
datasets for every compromised record. If at least one such neighboring synthetic
data point provides an euclidean distance d < dipreshold, We count this as a match,
meaning the adversary would claim that the point he has is part of the GAN training
data set.

Since we have two different sets that we sampled from, there are now four distinct
possibilities: the adversary was indeed correct and the target data point is present
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5.3 Memorization and disclosure risks

in the original source training set (7},), the adversary was mistaken and the point is
from the test set (F},), the adversary was correct in that the target point was never
part of the training set (7},) or the adversary was wrong and has missed that the
point was actually in the original training set (F,,) [40].
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Figure 5.13: Sensitivity and precision of the presence disclosure test for the PID
dataset (top: CGAN generated synthetic data, bottom: (0.1,107%)-
DPCGAN generated data), for varying dipresholq = l2 and r

In[5.13] we can see the results for changing the amount of compromised patient data.
The percentage sensitivity indicates that the adversary has successfully discovered
that % of his already known compromised data was used for GAN training purposes
while precision here shows the actual proportion of compromised data points that
were used to train compared to the number the adversary claimed.

The graphs show that if the distance threshold is kept low enough, the adversary
never discovers more than 15% of known patient points that were used in training.
The higher the threshold, the more likely it is to discover a large majority. Using the
synthetic data from non-DP CGAN generation, it seems that for a middle distance
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threshold of ls < 15, the sensitivity actually goes up with the number of compromised
patients, against the trend of other runs.

Looking at the precision graphs, we can also see that the graphs tend to hover around
the 50% mark, meaning in a lot of cases, the compromised information the adversary
has on hand is less useful than initially thought, lessening the severity of leakage.
The development for increasing number of compromised patients seem to lead to
better results for the adversary in the case of CGAN synthetic data while in the
DP-CGAN case, the precision seems to be stable at around 50% or even decreasing
with rising numbers of patients for lo < 15. A more balanced picture emerges from
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Figure 5.14: Sensitivity and precision of the presence disclosure test for HD dataset
(top: CGAN generated synthetic data, bottom: (0.1,107%)-DPCGAN
generated data), for varying dinreshold = l2 and r

the evaluations on the HD dataset, where precision curves for both the non-DP and
DP generated datasets are mostly around the 50% mark. The influence of varying
the threshold seems to be larger with the non-DP synthetic data, with sensitivity
settling at a much higher level compared to the DP-CGAN generated sets.
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6 Discussion

6.1 Applicability of DP in generative models

As the previous chapter has demonstrated, DP mechanisms are possible to integrate
into generative algorithms to produce data for other ML tasks. In certain scenarios
with quite low privacy cost, the generated data was still useful enough to use for
standard classifying tasks with a reasonable amount of accuracy compared to the
performance on the original dataset. For the PID dataset, even very good privacy
guarantees with € = 0.1 enable utility metrics on-par with or just below non-DP
CGAN as well as directly training classifiers on the source data. For the HD dataset,
the accuracy for e = 0.1 in setting B was 5 percentage points off compared to training
on the original dataset, a bigger accuracy loss than in the PID dataset but it is still
well within usable range on all other metrics and not too far off the non-DP CGAN
run. However, this work points to some non-trivial unexplained dynamics of clipping
norm values on the behavior of our models which need further investigation.

Generally, there are a certain number of limitations which hinders the ability to de-
ploy DP-mechanisms for generative models. While useful in a general sense, the sta-
bility of training with DP-inclusive generative methods like DP-CGAN and PATE-
GAN is very variable and has an impact on the practical usability of such methods.

For comparatively small source datasets with some skewed features, we have found
that GANs with DP mechanisms are bound to not always converge and frequently
face collapse issues in certain feature distributions while the non-DP GANs were
able to generate decent synthetic sets with more consistency. Generated datasets
also have had traces of either inconsistent singular records or of nonsensical medical
data, regardless of involvement of differential privacy.

Choosing the right parameters with respect to training (clipping norm C, e privacy
guarantee) might be hard for external users to fully understand without deeper
knowledge of the intricacies of behavior of the DP GANs.

The discussion of DP in GANs should also not overshadow the general discussion

on what differential privacy can or cannot achieve. While quantifying privacy in a
more concrete way is certainly an improvement, differential privacy in of itself does
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not mean freedom from all potential harm.

If trained models generate data points that lets you infer conclusions that hold
true even for certain individuals, this inference of private attributes from publicly
observable attributes would not be considered evidence of DP violation. Individuals
might not even have added their data into the input dataset at all.

Another fact to consider is the question of how catastrophic the real-world conse-
quences of a violation of privacy guarantee as defined by e-DP really is. For small e,
failure to meet e-DP (for example, instead being 2¢-DP) can be considered accept-
able as the nature of privacy guarantees in these ranges are similar. To assess the
severity of a privacy breach for mechanisms with large ¢, one still needs to consider
other factors as well; a large € merely means that there are neighboring datasets and
an output o from a dataset for which probabilities of observing such o is large. If an
adversary does not have the necessary information to realize that such a reveal has
happened or does not know enough details about the dataset itself, then a breach
in this case might be meaningless [13|. As we can see from the presence disclosure
tests, the risk of mass disclosure even in the case of a breach is relative to the size
of compromised data that an adversary has. However, further studies on the robust-
ness of GANs with DP with regards to adversarial attacks are needed to give a more
detailed picture on the findings in this work.

A possible contention point might be the usage of e-DP in larger scale commercial
applications in and outside of the machine learning community. Advertising privacy
using the notion of e-DP in the process might be misleading to users as its specific
implementation in an application is not always well documented, poorly communi-
cated to the public or with too large € that are not configurable by users to have
a good guarantee [47]. Complicating the deployment of DP furthermore is the diffi-
culty of translating the abstractness of factors like € or ¢ into user-understandable
language so they can make a reasonable decision as to which privacy loss is accept-
able in their specific case [19]. Unclear or imprecise communication ultimately leads
to suggestions of total privacy guarantees to users where there might not actually
be one.

6.2 GAN training issues

Common recurring problems with GANs reported within the ML community were
also affecting the results in this work. GAN training tends to be highly sensitive to
hyperparameters where even slight changes in certain parameters like the learning
rates of either G or D or the ratio between the two can lead to a significantly worse
generator, leading the performance on the synthetic datasets to degrade drastically.
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6.2 GAN training issues

In the worse case, convergence of D and G does not happen and the losses either
explode/vanish or continue to erratically bounce within a certain range with no
improvement.

To combat some of these problem, there have been multiple points of potential
improvements pointed out by Salimans et al. [48]. One-sided label smoothing, where
instead of a hard 1/0 label for the discriminator D, slightly noised values off from 0
or 1 has been applied to the CGANs in this work with some success. It is shown to
prevent the network from being overconfident and more robust towards adversarial
example attacks.

We have also found that one-hot encoding can problematic for general usage; for
the HD dataset, it has lead to temporarily inflated feature numbers for the GAN to
learn; this works for datasets with few features but can blow up to very large input
dimensions for the GAN if used on datasets with high feature numbers, making it
computationally expensive to learn these.

Another problem that seems to occur more often with encoded categorical data
is the tendency of generators of GANs to collapse their results into very few or
even singular values of attribute distributions, which also negatively affect classifier
performance.

PATE-GAN training has shown some specific problems of the generator being too
weak, making the generated data useless. With G being weak, the teacher and stu-
dent discriminator models have an easy job distinguishing between real and fake
examples, making the student improvement process, which relies on data provided
by G as well as labels by the teacher ensemble come to a standstill. The rapid de-
cline of the gradient norms that was observed for the generator indicate the learning
process is ineffective. Suggestions in [38] to use Xavier initialization (equivalent to
TF GlorotNormal initialization) in model layers to ensure some realistic generated
samples of G in the beginning have not worked. As a result, we could not replicate
the results by Jordon et al. or conclusively evaluate the classification performance of
PATE-GAN generated data or the influence of larger or smaller privacy guarantees
on it.
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6.3 Conclusions

All in all, this work has outlined the applicability of DP in generative methods on
medically sensitive data, the results show that for certain generative methods with
DP, the performance results are on-par and sometimes better than their non-private
counterparts while simultaneously giving a reasonably good privacy guarantee with
€.

However, the various hurdles and problems encountered show that implementing DP
into GANSs is not always a trivial task and the models perform differently not only
on different data types but also on different datasets of the same type, making it
hard to easily deploy it for various different medical datasets.

The choice and meaning of an appropriate € at generation time remains hard to
convey to an outside user of such synthetically generated data and it needs additional
study on how to appropriately explain the privacy guarantee of such synthetic data
for mass usage.

The work has also shown that the success of DP-inclusive GANs fundamentally de-
pend on the convergence of the underlying GAN on the dataset. Stability and con-
vergence issues with GANs itself are known in the community and finding solutions
can be difficult. We suggest further investigations into the sensitivity of parameters
within PATE-GAN and studying the convergence behavior of PATE-GAN as well
as for GAN training with DP in general.

44



7 Appendix

Mathematical addendum

(Expectation) For the discrete case: Let X be a random variable with outcomes
x1,T2,...x, with probabilities p1, po,...pg. The expected value E(X) is

k
E(X) =) zip; (7.1)
i=1

For the continuous case: Let X be a random variable with a probability density
function f(z). The expected value E(X) is

E(X) = / o f (2)de (7.2)
The expectation value is also called the first moment of a random variable.

(Lipschitz continuity) Let S € R be a subset of R, L > 0 and f: D — R a
function.

f is L-Lipschitz continuous <« 3LVx,2’ € D : |f(z) — f(z')| < Lz — 2’| (7.3)

(Tail bounds) In statistical analysis, it is often useful to be able to bound the

probability that a random variable X deviates far from its mean. The most lose

bound is the Markov bound: Let X be a non-negative random variable, & > 0
E(X)

P(X > k) < == (7.4)
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Dataset feature descriptions

Attribute feature \ Type \ Description
PID dataset
Pregnancies numeric int Number of pregnancies a patient has experienced
Glucose numeric Plasma glucose concentration 2h after glucose toler-
ance test in mg/dl
Blood pressure numeric Diastolic blood pressure in mmHg
Skin thickness numeric Triceps skin fold thickness in mm
Insulin numeric Insulin level 2h after glucose administration in pU/ml
BMI numeric Body Mass Index (weight in kg/(height in m)?)
DPF numeric Diabetes pedigree function
Age | numeric int | Age of patient in years
Outcome binary Prediction label diabetic or healthy
HD dataset
age numeric Age of patient in years
sex binary Male = 0, Female=1
cp | categorical int | Chest pain type 1 (typical angina), 2 (atypical angina),
3 (non-anginal pain), 4 (asymptomatic)
trestbps numeric Resting blood pressure in mmHg
chol numeric Serum cholesterol level in mg/dl
fbs binary Fasting blood sugar > 120 mg/dl
restecg | categorical int | Resting electrocardiographic results: 0O=normal,
1=ST-T wave abnormality, 2=probable or definite
left ventricular hypertrophy
thalach numeric Maximum heart rate achieved in exercise test
exang binary Exercise induced angina
oldpeak numeric ST depression induced by exercise relative to rest
num binary Prediction label healthy or heart disease

Figure 7.1: List of attribute descriptions for PID and HD datasets; for the HD
dataset, the number of attributes was reduced to 10+outcome label due
to large numbers of values missing

46




Additional diagrams

Confusion matrix for model Linear SVM on synth test partitliaog AUC: TPR over FPR (0.5033224778513259) Model metrics over dataset
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Figure 7.3: Performance metrics for each classifier in setting B for PATE-GAN gen-
erated data on PID
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Figure 7.4: Performance metrics for each classifier in setting A for PATE-GAN gen-
erated data on HD
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