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Card Verification with PKI



Card Verification with PUFs
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Arbiter PUF 101
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Arbiter PUF Variants: XOR Arbiter PUF
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Interpose PUFs
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Lightweight Secure PUF
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Permutation PUF
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XOR Arbiter PUFs have Systematic Response Bias
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Proportion of XOR Arbiter PUFs that Pass NIST Test
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Proportion of XOR Arbiter PUFs that Pass NIST Test
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Conclusion for Novel Designs

Keep the Bias in Mind



Thank You!

All data and code freely available
in pypuf:
github.com/nils-wisiol/pypuf
nils.wisiol@tu-berlin.de

ia.cr/2019/1091
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Arbiter PUF Models
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