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Optical Physically Unclonable Functions

Original research: Pappu, Ravikanth, Ben Recht, Jason Taylor, and Neil
Gershenfeld. “Physical One-Way Functions.” Science 297, no. 5589
(September 20, 2002): 2026—30. https://doi.org/10.1126/science.1074376.

Image source: Rithrmair, Ulrich, Srinivas Devadas, and Farinaz Koushanfar. “Security Based on
Physical Unclonability and Disorder.” In Introduction to Hardware Security and Trust, edited by
Mohammad Tehranipoor and Cliff Wang, 65-102. New York, NY: Springer New York, 2012.
https://doi.org/10.1007/978-1-4419-8080-9_4.
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Arbiter Physical Unclonable Functions (Electric)

Gassend, Blaise, Dwaine Clarke, Marten van Dijk, and Srinivas Devadas. “Delay-Based Circuit Authentication and Applications.” In Proceedings of the
2003 ACM Symposium on Applied Computing, 294-301. SAC ’03. New York, NY, USA: ACM, 2003. https://doi.org/10.1145/952532.952593. 8







Arbiter Physical Unclonable Functions (Electric)
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Bistable Ring PUF
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Riihrmair, Ulrich. “Oblivious Transfer Based on Physical Unclonable Functions.” In Trust and Trustworthy Computing, edited by Alessandro Acquisti, Sean W. Smith, and Ahmad-Reza
Sadeghi, 430—40. Lecture Notes in Computer Science. Springer Berlin Heidelberg, 2010.
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Arbiter PUF Variants: Feed Forward Arbiter PUF
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Gassend, Blaise, Daihyun Lim, Dwaine Clarke, Marten van Dijk, and Srinivas Devadas. “Identification and Authentication of Integrated Circuits.” Concurrency and Computation: Practice and
Experience 16, no. 11 (September 1, 2004): 1077-98. https://doi.org/10.1002/cpe.805.
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Arbiter PUF Variants: XOR Arbiter PUF
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Suh, G. Edward, and Srinivas Devadas. “Physical Unclonable Functions

for Device Authentication and Secret Key Generation.” In Proceedings
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New York, NY, USA: ACM, 2007.
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Lightweight Secure PUF

Majzoobi, Mehrdad, Farinaz Koushanfar, and Miodrag
Potkonjak. “Lightweight Secure PUFs.” In Proceedings of the
2008 IEEE/ACM International Conference on Computer-Aided
Design, 670-673. ICCAD ’08. Piscataway, NJ, USA: IEEE
Press, 2008.
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2019. https://eprint.iacr.org/2019/799.
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Interpose PUF

c = (c[0],...,cli],...,c[n — 1]}——| 2-XOR APUF
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Nguyen, Phuong Ha, Durga Prasad Sahoo, Chenglu Jin, Kaleel Mahmood, Ulrich Rithrmair, and Marten van Dijk. “The Interpose PUF: Secure PUF Design against State-of-the-Art Machine
Learning Attacks.” IACR Transactions on Cryptographic Hardware and Embedded Systems, August 9, 2019, 243-90. https://doi.org/10.13154/tches.v2019.i4.243-290. 17



Cryptanalysis of the Interpose PUF
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Cryptanalysis of the Interpose PUF

PTF Lengths for n-bit (1,k)-Interpose PUF Approximation
and n-bit k-XOR Arbiter PUFs
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Cryptanalysis of the Interpose PUF (64 bit)
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Modeling Attack with Deep Learning
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Preliminary results; ongoing research with Christopher Miihl
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Interpose PUFK
needs further
improvement!
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Discussion

e Multi-bit Outputs?

e Improvement for the Interpose
PUF?

e Mitigate Deep Learning
Attacks?
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