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Abstract: Wireless Indoor Localization is a prominent technology that is foreseen to be 
massively deployed in near future. It is location and sensing aware technology that can 
significantly improve the services, reduce operational and labor cost, increase productivity, 
and preserve the quality standards. Nevertheless, such emerging technology introduces 
tremendous security and privacy problem. This presentation outlines the taxonomy of 
such security and privacy problem in various layers of vulnerabilities. It ranges from 
physical layer vulnerabilities (e.g. relay attacks to track the user movements), network and 
transports layer vulnerabilities (e.g. cloning attacks, impersonation, resources 
consumption attacks, etc.), application layer vulnerabilities (e.g. various threats on 
unauthorized tracking and data privacy), to multi-layer or combination vulnerabilities (e.g. 
various technics of replay attacks, traffic analysis to reveal the user privacy, and so on). In 
addition, the state of the art of solutions to mitigate the threats is also discussed in this 
presentation 
 

 

Die Disputation besteht aus dem o. g. Vortrag, danach der Vorstellung der Dissertation 
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