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Goal of Talk

Acknowledgement:
PROPHYLAXE (www.ict-prophylaxe.de, CO), the biggest German project on Physical Layer Security in the 
Internet of Things, nominated 2017 for Deutscher Zukunftspreis by the BMBF (GW, Dr. Andreas Müller 
BOSCH, Prof. Christoph Paar, RUB)

G. Wunder, A. Müller, C. Paar et al, Sicherheit im Internet der Dinge leicht gemacht, Nominierungsschrift für den dt. Zukunftspreis 
2017, erscheint in Industrie 4. 0 Management, Januar 2018

• Short introduction on Physical Layer Security technologies for securing the IoT

• Physical Layer Security: Establishing security in wireless system exploiting the 
physical (wireless) environment and other physical layer parameters

http://www.ict-prophylaxe.de/
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IoT Security Attacks

Security is key to IoT market!
• Recent attack (Oct. 2017) on 4-way handshake of the WPA2 protocol in WiFi
• DDoS attack on Dyn servers by manipulating embedded IoT devices such as IP 

cameras, printers, routers etc. to to create Mirai botnet (Oct. 2016)
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IoT Security Challenges

• Ideally, even the tiniest and cheapest platforms will provide standard security features 
such as data encryption, device authentication, and (some) protection against 
manipulation and denial-of-service attacks

Ressource-constrained 
devices, light-weight 

cryptography

Scalable and flexible node 
management, easy 

deployment and 
bootstrapping

No user interfaces, operate 
in background, “plug-and-

secure” operation

Fast cyphers,
fast authentication, fast 

MitM detection
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IoT Security Challenges

Mutually exclusive requirements!
Physical Layer Security a remedy?

Wiretap Coding (Wyner 1975) Wireless Channel based Key 
Generation (Hershey et al 
1996)
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Physical Layer Security

Sichere Verbindung

≈
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Physical Layer Security

C. T. Zenger, M.-J. Chur, J.-F. Posielek, G. Wunder, C. Paar, A Novel Key Generating Architecture for Wireless Low-Resource Devices, 
International Workshop on Secure Internet of Things (SIoT), 2014

Key messages from PROPHYLAXE:
• Correctness of technology:

- Reliable IoT autonomous key management (with AES or 3DES) for off-the-shelf Wifi, 
ZigBee etc. simply by firmware updates

- Key strengths and key generation rates often sufficient but depending on mobility 
scenarios

• Security of technology:
- Keys typically not recoverable outside some critical distance
- Interplay with AES and 3DES for secure IoT
- Very favourable tradeoffs: linear vs kubic complexity
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SCREWED
Fast MitM detection

• “SCREWED”- a complete solution for 
detecting wormholes/MitM in 6LoWPAN 
networks

• Very fast and efficent, uses only PHY 
command frames (detection within ms !)

• Implemented in Contiki Kernel

• Extended towards bootstrapping and 
preventing „spoofing“ (6doku protocol)

Hidden 
Wormhole

K. Krentz and G. Wunder, 6LoWPAN Security: Avoiding Hidden Wormholes using Channel Reciprocity, ACM Int. Workshop on 
Trustworthy Embedded Devices, (TrustED 2014), Scottsdale (USA)

6LoWPAN Border Router 

G. Wunder, R. Fritschek, and R. Khan, “RECiP: Wireless Channel Reciprocity Restoration Method for Varying Transmission Power”, 
IEEE Symposium on Personal and Indoor Mobile Radio Communications (PIMRC), 2016

K. F. Krentz, G. Wunder, 6doku: Towards Secure Over-the-Air Preloading of 6LoWPAN Nodes using PHY Key Generation, Smart 
SysTech 2015: European Conference on Smart Objects, Systems and Technologies, Aachen, Germany, June 2015, published by IEEE
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Physical Layer Security
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Conclusions

• PHYSEC provides a plethora of new ideas, challenges and opportunities!
• Major research to be done:

• Modeling the physical environment
• Combine HW- and SW-based security anchors (project SecureFog)
• Bridging CRYPTO and PHYSEC (“our deterministic model”)
• Leverage 5G++ PHYSEC
• Nothing about authentication so far!

IoT-Gerät

Benutzer

Trusted Device

Access Point

1) Schlüssel-
generierung

2) Aufforderung zur
Interaktion mit IoT-Gerät

3) Benutzer nimmt
Aufforderung zur Kenntnis

4) Durchführung
der Interaktion

5) Verschlüsselte
Sensorwerte
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SecureFog
The Logistics Scenario

Stationary gateway

Access Policy

Keys

Authentication

Unreliable  internet
Cloud server
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Physical Layer Security
Wiretap coding

• Good wiretap codes available
• Problem: How to gurantee the 

advantage of Bob over Eve? No clear 
threshold

F. Delaveau, A. Mueller, C. Kameni Ngassa, R. Guillaume, R. Molière, G. Wunder, Perspectives of Physical Layer Security (Physec) for 
the improvement of the subscriber privacy and communication confidentiality at the Air Interface, ETSI Workshop, 2016
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