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Design Issues 

ƀLower layers 

ƀThe meaning of all lower layers is to 

provide a communication facility for 

applications 

ƀAre not really designed for end users 

ƀApplication layer 

ƀApplication layer protocols work on top 

of the transport layer protocols  

ƀImplement applications for end users 

ƀA large set of different applications 

(protocols) with totally different 

requirements and assumptions 

ƀAccording to ISO/OSI three layers, but 

in the Internet exists only one layer  
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Layer 5: Session Layer and  

Layer 6: Presentation Layer  
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Layer 5: Session Layer 

ƀLayer 5 is the lowest of the application orientated layers  

ƀLayer 5 controls dialogs:  

ƀSynchronization of partner instances at synchronization points : data can have 
been transmitted correctly but have to be nevertheless partially retransmitted. 
(e.g. Crash of a sender in the mid of the data transmission process)  

ƀSynchronization points can be set on Layer 5 at arbitrary times 

ƀIf connection breaks down, transmission can restart at the last synchronization point  

ƀDialog management during half-duplex transmission  

ƀLayer 5 controls the order in which the peers send data 

ƀConnection establishment, data transmission, and connection termination for 
layer 5 to 7.  

ƀUse of different tokens for the assignment of transmission authorizations, for 
connection termination, and for the setting of synchronization points.  

ƀInternet  

ƀNot explicitly present, however, mechanisms like cookies offer certain synching, 
TCP offers some session management ï but the majority of functions is 
application specific 
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Layer 6: Presentation Layer 

ƀLayer 6 hides the use of different data structures or differences in their 
internal representation 

ƀThe same meaning of the data with the sender and the receiver is guaranteed  

ƀAdapt character codes 

ƀASCII 7-bit American Standard Code for Information Interchange  

ƀEBCDIC 8-bit Extended Binary Coded Digital Interchange Code 

ƀUnicode  

ƀAdapt number notation 

ƀ32/40/56/64 bits  

ƀLittle Endian (byte 0 of a word is right) vs. Big Endian (byte 0 is left)  

æAbstract Syntax Notation One (ASN.1) as transfer syntax 

ƀSubstantial tasks of layer 6: 

1. Negotiation of the transfer syntax  

2. Mapping of the own data to the transfer syntax  

3. é and further data compression, data encryption (source coding) 

ƀInternet: not explicitly present, however, e.g. HTTP has some of the above 
aspects, as well as MIME encoding 
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Layer 7: Application Layer  
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IP RARP ARP 

WLAN Ethernet Token Ring Token Bus 

Internet  
protocols 

Layer 1/2 

FTP Telnet SMTP DNS SNMP TFTP HTTP 

UDP TCP 

Application Protocols in the TCP/IP Reference Model 

WWW 

File Transfer 

Virtual Terminal 

Email 

Name Service 

Network Management 

File Transfer 

ICMP IGMP 
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Application Protocols in the TCP/IP Reference Model 

ƀProtocols of the application layer are common communication services 

ƀProtocols of the application layer are defined for special purposes and 

specify ... 

ƀthe types of the messages 

ƀthe syntax of the message types 

ƀthe semantics of the message types 

ƀrules for definition, when and how  

an application process sends a  

message resp. responses to it 

 

ƀUsually client/server  structure 

ƀProcesses on the application  

layer use 

TCP(UDP)/IP-Sockets 

 

Client  
Process 

Server 
Process 

Client Server 

Request 
Reply 
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Domain Name System (DNS)  
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Access to Remote Computers 
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http:// cst.mi.fu-berlin.de/teaching/WS1112/19531-V-Telematics/index.html 

http://cst.mi.fu -berlin.de/teaching/WS0809/19540-V-Telematics/index.html 

ƀIP addresses  are difficult to remember for humans, but computers can deal 

with them perfectly.  

ƀSymbolic names  are simpler for humans to handle, but computers can 

unfortunately not deal with them.  

ƀQuestion: How to map IP addresses to symbolic names and vice versa? 
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http:// cst.mi.fu-berlin.de:80/teaching/ WS1112/19531-V-Telematics/index.html  

Access to Remote Computers 

 index.html 

Web server  Socket 
(IP Address, Port) 

URL 

Resource ID (IP address, port number, path)  

160.45.117.167 teaching/WS1112/19531-V-Telematics/index.html 80 

DNS Lookup  

Hardware address  
(Ethernet)  

7:40:8c:2:b0:5a  

ARP Lookup  
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DNS: Concept 

ƀDNS manages the mapping of names to IP  addresses (and further 
services) 

ƀDNS is a distributed database , i.e., the parts are subject to local control  

ƀThe structure of the used name space  of the database shows the 
administrative organization of the Internet  

ƀData of each local area  are available by means of a client/server architecture 
in the entire network  

ƀRobustness and speed of the system is achieved by replication  and caching  

ƀMain components: 
ƀName Server: Server which manages information about a part of the database 

ƀResolver: Client which requests naming information from the server 
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ññ 

com edu gov mil 

Generic Countries 

Oxford 

cs 

se de 

fu-berlin 

inf 

Domain  

Sub-domain  

The DNS Database 

ƀThe DNS database is structured as a tree 

ƀEach node of the tree has a label , which identifies it relatively to the parent 

node 

ƀEach (internal) node is root of a sub -tree  

ƀEach sub-tree represents a domain  

ƀEach domain can be divided into sub -domains  
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ñò 

de 

fu-berlin 

inf 

doof 

logical name: 
doof.inf.fu -berlin.de 

Associated IP address: 
160.45.117.167 

The DNS Database 

ƀThe name of a domain consists of 

a sequence of labels beginning 

with the root of the domain and 

going up to the root of the whole 

tree 

ƀEach label is separated by ñ.ò 

ƀIn the leaf nodes the IP 

addresses associated with the 

names are stored 
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ñò 

ca 

or 

nv 

ba la 

oakland rinkon 

IP address: 192.2.18.44 

The data associated with a 
domain name are stored in 
Resource Records  (RR) 

The DNS Database 

ƀThe names of the domains serve as index for the database 

ƀEach computer in the network has a domain name which refers to further 

information concerning the computer  
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ñò 

ca 

or 

nv 

ba la 

oakland rinkon 

IP address: 192.2.18.44 

mailhub 

No IP address is stored, but 
a logical name: 
rinkon.ba.ca.us. 

us 

The DNS Database 

ƀComputers can have one or more secondary names 

ƀDomain Name Aliases 

ƀAliases are pointers of one domain name to another one  

ƀCanonical Domain Name 

Univ. -Prof. Dr. - Ing. Jochen H. Schiller ž cst.mi.fu -berlin.de ž Telematics ž Chapter 9: Application Layer  



9. 18  

The DNS Database 

ƀThe reverse tree represents the Domain Name Space 

ƀThe depth of the tree is limited to 127 levels  

ƀEach label can have up to 63 characters 

ƀThe whole domain name can have up to 255 characters 

ƀA label of the length 0 is reserved for the root node (ñò) 

ƀThe Fully Qualified Domain Name  (FQDN) is the absolute domain name, 

which is declared with reference to the root of the tree  

 

ƀExample:  

ƀinf.fu -berlin.de. 

ƀwww.wikipedia.org.  

 

ƀDomain names which are declared not with reference to the root of the 

tree, but with reference to another domain, are called relative domain 

names  
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The DNS Database 

ƀA domain consists of all computers whose domain name is within the 

domain 

ƀLeafs of the tree represent individual computers and refer to network 

addresses, hardware information and mail routing information  

ƀInternal nodes of the tree can describe both a computer and a domain  

ƀDomains are denoted often relatively or regarding their level:  

ƀ Top-Level Domain: child of the root node  

ƀ First Level Domain: child of the root node (top -level domain) 

ƀ Second Level Domain: child of a first level of domain 

ƀ etc. 

 

Univ. -Prof. Dr. - Ing. Jochen H. Schiller ž cst.mi.fu -berlin.de ž Telematics ž Chapter 9: Application Layer  



9. 20  

The DNS Database ï Top-Level Domains 

ƀOriginally the name space was divided into seven Top-Level Domains: 

ƀcom: commercial organizations 

ƀedu: educational organizations 

ƀgov: government organizations 

ƀmil: military organizations  

ƀnet: network organizations  

ƀorg: non-commercial organizations 

ƀint: international organizations 

ƀAdditionally, each country got its own top -level domain 

ƀThe name space was extended in the meantime by further top -level domains  

ƀaero, biz, coop, info, museum, name, pro ( http://www.icann.org/tlds  ) 

ƀWithin the individual top -level domains, different conventions for name 
structuring are given:  

ƀAustralia: edu.au, com.au, etc. 

ƀUK: co.uk (for commercial organizations), ac.uk (for academic organizations), etc.  

ƀGermany: completely unstructured 
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Name Servers and Zones 

DNS 
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Name Servers, Zones, and Domains 

ƀName Server 

ƀHas database for the name space 

ƀPart of the name space a name server knows is called zone 

ƀName server has authority of the zone 

ƀMay manage multiple zones 

 

ƀDomain 

ƀA domain is managed by an organization 

ƀThe responsible organization can split a domain into sub-domains and delegate 

the responsibility for them to other organizations  

ƀThe parent domain manages pointers to the roots of the sub -domains to be able 

to forward requests to them  

ƀThe name of a domain corresponds to the domain name of the root node  
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ññ 

com edu gov mil 

Berkeley 

Managed by the Network 
Information Center  

Managed by UC Berkeley 

(domain berkeley.edu) 

Name Servers, Zones, and Domains 
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ƀDomain and zone are different concepts: 

edu 

com org 

berkeley 

nwu 

purdue 

Delegation edu  domain  

berkeley.edu zone  

purdue.edu zone  

edu  zone  

ññ 

ƀZones are (except within the lowest levels of the tree) smaller than domains, 
therefore servers have to manage less name information 

Name Servers, Zones, and Domains 
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Name Servers, Zones, and Domains 

There are no guidelines how domains are divided into zones. Each domain can 
select a dividing for itself.  

Some zones (e.g. edu) do not manage IP addresses. They only store references to 
other zones as information. 
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Types of Name Servers 

ƀTypes of Name Servers 

ƀThe Primary Master  of a zone (Master ) reads the data from a file  

ƀZone Data Files  

ƀA Secondary Master  of a zone (Slave ) receives the data from another name 

server, which is authoritative for the zone.  

ƀPrimary Master or another Secondary Master 

ƀPrimary master  and secondary masters  are authoritative  for the zone 

ƀThe distinction between primary master and secondary master serves for a 

controlled replication  

ƀPerformance and fault tolerance 

 

ƀResource Records 

ƀThe resource records describe the zoneôs information 

ƀThe resource records describe all computers in the zone as well as information 

concerning the delegation of sub-domains 
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Root Name Server 

DNS 
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Root Name Server 

ƀRequests to which a name  
server cannot answer, are  
handed upward in the tree  

ƀName server on the upper  
levels are heavily loaded 

ƀInquiries, which go into  
another zone, often run  
over the root name server 

ƀThus, the root name  
server must always be  
available 

ƀTherefore: replication  -  
there are 13 instances  
of the root name server,  
more or less distributed  
over the whole world 

ƀhttp://www.root -servers.org  Problem: very central placement of the servers! 
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Root Name Server 
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Name Resolution 

DNS 
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Name Resolution: Recursive and Iterative 

ƀTwo types of name resolution: recursive and iterative  

 

ƀRecursive resolution 

ƀThe name server replies either with the searched information or an error message 

ƀThe name server is responsible to contact as much other name servers as necessary to 

find the searched information 

 

ƀIterative resolution  

ƀA name server replies with the searched information if it has it or with the address of 

another responsible name server 

ƀThe resolver has to connect other name servers if it does not get the answer 
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Name Resolution: Recursive and Iterative 
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Name Resolution: Recursive and Iterative 

ñò 

au 

gov 

sa 

sg nz 

edu 

ips gbrmpa 

Request for address of 
girigiri.gbrmpa.gov.au  

Request for address of 
girigiri.gbrmpa.gov.au  

Request for address of 
girigiri.gbrmpa.gov.au  

Request for address of 
girigiri.gbrmpa.gov.au  

Reference to au name server 

Reference to gov.au name server 

Reference to gbrmpa.gov.au name server 

Address of girigiri.gbrmpa.gov.au  

re
c
u

rs
iv

e
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Mapping of Addresses to Names 

DNS 
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Mapping of Addresses to Names 

ƀInformation in the database is indicated by names  

ƀMapping of a name to an address is simple 

ƀMapping of an address onto a name is more difficult to realize (complete 
search of name space) 

ƀSolution: 

ƀPlace a special area in the name space, which uses addresses as label  

ƀDomain: in-addr.arpa 

ƀNodes in this domain are marked in accordance with the usual notation for IP 
addresses (four octets separated by points) 

ƀThe in-addr.arpa domain has 256 sub-domains, each of which again having 256 
sub-domains, é 

ƀOn the fourth level, the appropriate resource records are assigned with the octet, 
which refers to the domain name of the computer or the network with the 
indicated address 

ƀThe IP address appears backwards because it is read beginning with the leaf 
node (IP address: 15.16.192.152  
æ sub-domain: 152.192.16.15.in-addr.arpa)  
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in -addr  

arpa  

15  

ñò 

16  

192  

152  

0 255 

0 255 

0 255 

0 255 

hostname winnie.corp.hp.com 

Mapping of Addresses to Names 
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Resource Records 

DNS 

Univ. -Prof. Dr. - Ing. Jochen H. Schiller ž cst.mi.fu -berlin.de ž Telematics ž Chapter 9: Application Layer  



9. 38  

Resource Records 

ƀEntries in the zone data files of the name servers are resource records 

ƀGeneral structure: (label, ttl , class, type, value) 
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Type  Used in  Description  

A Host  Address of a host; needed for name resolution  

CNAME Node  Canonical name, i.e., reference (alias) to the true name  

HINFO  Host  Host information, additional information about the host (CPU, operating system)  

MINFO  Domain  Mailbox or mail list information, maps a mailbox or mail list name to a host  

MX Domain  Mail exchange, refers to the mail server of the domain  

NS Zone  Refers to the authoritative name server for the zone  

PTR Host  Domain name pointer, used for the mapping of an address to a name  

SOA Zone  Indicates the authority for the zone data  

SRV Domain  Refers to a server which offers a certain service in the domain  

TXT Arbitrary  Other useful information  

WKS Host  Well -known services, may list the available services at this host.  
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Example: Resource Records in a Zone File 
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