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Abstract
This diploma-thesis introduces an intelligent service-to-device mapping within a Smart
Items Infrastructure. Mapping of services to mobile, unreliable and resource-constraint
devices is one important challenge within the integration process of so-called ’Smart
Items’ with enterprise systems. Smart Items represent physical entities equipped with
small devices with computation-, sensing- and communication abilities. These smart
devices are able to execute business logic which for now run completely at the backend
tier. In this way, an increased system scalability, higher data accuracy and better system
response time can be achieved.
Based on a proposed Smart Items Infrastructure (SII), this work describes the mapping component in more detail. A three-tier mapping infrastructure is presented which
meets non-functional requirements like scalability. It is discussed what kind of semantic
information on each of these layers is needed to facilitate the desired service-to-device
mapping. Subsequent the mapping algorithm is sketched out which consists of a global
and local execution part. To consider limited resource capabilities of the devices, the
algorithm uses several query strategies dependent on the given request types. A dynamic
change of the underlying network during a mapping or between two mapping requests
is also taken into account.
Finally this diploma-thesis shows how automatic reconfiguration or remapping respectively might be enabled by the introduced mapping component. Especially for an
enterprise it is important that continuation of system operations can be guaranteed if
one or more devices fail. It is explained how relocation of services may be realized to
achieve such a fault-tolerant system.
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1. Introduction
This chapter explains first why smart item technologies like RFID and sensor networks
are considered to be the next important step in business process automation. In this
context, the Auto-ID Infrastructure (AII) of SAP which integrates RFID data with
enterprise applications will be mentioned as first solution. Subsequent, new requirements
of a future Smart Items Infrastructure (SII) as a generalization of SAP’s existing AII
are pointed out. A brief overview about single SII components and their roles is given
afterwards. Finally it will be explained which aspects of SII are addressed by this thesis
work.

1.1. Motivation
The development of embedded systems in recent years spawns a lot of powerful devices
with improved resource capabilities like processor power, memory, wireless communication and operation system. Examples for such devices are PDA’s, smart phones, small
embedded systems with RFID (radio-frequency identification) tags and sensors. Such
all-propose smart devices and their advanced abilities can be used to collect information
about business objects as well as data processing and communication with other smart
devices. In particular, improved device capabilities enable decomposition of existing
business applications which for now run completely at the middle or backend tier and
let these smart devices execute individual services collaboratively and independent from
the higher system layers. In this way, an increased system scalability, higher data accuracy, and better system response time can be achieved. Therefore, the need of so-called
’Smart Items’(see definition below) will significantly increase in the near feature [see also
Figure 1.1 and Figure 1.2].

A Smart Item is a physical entity which usually consists of two objects:
• a relevant business object like goods, warehouse or in general a building
• a smart device with computation-, sensing- and communication abilities

Besides these mentioned advantages, a higher flexibility regarding new business applications to be deployed on devices can be achieved. Initially smart devices have to be considered as ’blank nodes’ which only have basic services like communication- ,monitoring-
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Figure 1.1.: Predicted Numerical Development of Smart Devices, Source:[21]

Figure 1.2.: Application Areas of Smart Items, Source:[21]
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and configuration services. In the case of a sensor network, basic services of a sensor
node might be detecting other nodes, sending and receiving data or reading sensor values etc. Aggregation services like determining of the average temperature are a good
example for services which may be distributed dynamically. It is still common practice
that the most important services are pre-installed on all devices. The system designer
cannot delay the decision on where and how services should be provided. The adaption
of a running system caused by new business applications is still costly and has to be
performed manually.
In summary, the smart item technologies may provide businesses with accurate and
timely data about business operations, and also may help streamline and automate the
business operations. Accordingly, cost reductions and additional business benefits (e.g.
increased asset visibility, improved responsiveness, and extended business opportunities)
may be obtained.

1.2. The Auto-ID Infrastructure (AII)
Mandates from major retailers and government agencies like the Department of Defense
have put RFID/Auto-ID technology into the spotlight of attention. One way of making
a real-world object smart is by attaching an RFID tag to it. Radio Frequency IDentification tags [11] are small objects that can be attached to a product or object in general.
RFID tags typically provide a modest storage that can be read from and, for more advanced tags, also written to wirelessly by an RFID reader. The storage can contain
information like an electronic product code (EPC) or additional product and handling
information for the object it is attached to. It is distinguished between active or passive
RFID tags. Passive RFID tags require no on-board battery and can be read from a
distance ranging from a few centimeters to a few meters. In contrast to passive tags,
active tags come with an on-board battery battery which allows for larger read ranges
and memory sizes but also incurs higher unit cost and size and a limited lifespan of
typically 3-5 years. A typical application area of RFID is the supply chain management
(SCM). In this specific context objects equipped with RFID tags are usually represented
by a pallet, a case or even a single sales item.
To overcome the media break between physical and digital world, companies like SAP
have developed a so-called Auto-ID Infrastructure (AII) which integrates collected RFID
data with existing enterprise system [10].
The Auto-Id Infrastructure consists of 4 layers:
• Device Layer : The Device Layer represents the real physical world with devices
like RFID tags.
• Enterprise Layer : As shown in Figure 1.3, this layer maintains the ’high-level’
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Figure 1.3.: AII System Architecture, Source: [10]

business applications, such as SCM, asset tracking or customer relationship management (CRM).
• Business Process, Bridging Layer : This layer includes one or more so-called AII
Node (AIN) 1 . These AINs are responsible for the integration of gathered RFID
data with running business applications. Furthermore, AIDs are in charge of updating given repositories where incoming data is saved. These repositories can
be used to maintain a history about the observed objects and enable statistical
analyses.
• Device Operation Layer : The Device Operation Layer consists of several Device
Controllers (DC) which observe multiple devices of the underlying physical layer.
A DC receives data collected by the devices and forwards this data to the AIN.
The DC also provides aggregation functionality to reduce the amount of data which
have to be forwarded.
Even tough this architecture is applicable for a range of applications, RFID tags are
still ’dumb’ devices with limited capabilities. In addition, these tags play a passive
role within the business process cycle. Therefore a more sophisticated infrastructure
1

detailed technical description of an AIN is beyond the scope
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with more powerful and smart devices is needed which are able to communicate and to
cooperate with each other. Flexibility is not supported by the Auto-ID architecture; the
tags are not deployable, limited to primitive write/read-operations. The main business
logic is still running on backend systems or on AINs with the well-known disadvantages
of a centralized architecture like ’single-point-of-failure’, scalability etc..

1.3. Smart Items Infrastructure (SII)
Due to the lacks of the existing Auto-ID Infrastructure, the future Smart Items Infrastructure has to support more sophisticated services running on smart devices. It
is believed that the next big step for business automation and visibility goes beyond
Auto-ID and clearly lies in sensor networks and collaborative Smart Items. Based on
this vision, following changes have to be enforced (see also Figure 1.4):
1. from passive to active autonomous items
2. from simple data acquisition to business logic on the items (’where the action is’ )
3. paradigm switch from Client/Server to Peer-to-Peer/MANET

2

HW Capabilities

4. from limited devices to network embedded devices with advanced capabilities

Client-Sever

Peer-to-Peer/ Manet

Embedded
PCs / Systems

Collaborative
Business
Items

Auto-ID

Wireless
Sensor
Networks
Communication

Figure 1.4.: Paradigm Switch: Client/Server to P2P/MANET, Source: [41]

The characteristic of the underlying device landscape results in multiple challenges
which have to be coped with. First, the diversity of given devices should be mentioned.
2

differences between a P2P and a mobile ad-hoc network will be discussed by the following chapter
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The Smart Items Infrastructure has to deal with a wide range of different devices with
specifiable capabilities, for instance PDA’s, smart phones, Blackberry’s, Laptop’s and
sensor nodes. On the other side, SII has to consider a dynamic infrastructure, based on
the mobility of the participating devices. In applications where devices are more fixed
and do not move frequently, the network dynamic results from the unreliability of the
devices.
A major difference compared to the Auto-ID Infrastructure is the decomposition of a
business application into so-called Smart Items Services which run on the devices. At
this point, a proper definition of such Smart Items Services is required [35]:
In the SII context, services can be classified in general into three different groups:
• business services: The ’high-level’ business application which is running on one or
more resource-rich backend systems. Such a business service ’A’ in turn may be
composed by several other business services ’B’ and ’C’. An example for such a
business service might be ’facility safety management’.
• enabling services: These kinds of services are application-independent, i.e. one
enabling service might be utilized for different business services. An example for
enabling services may be an aggregation service which will be used in many business
applications. Enabling services are services which will primarily run on devices.
• device services: A set of basic functionality which a device provides. As aforementioned, basic sending and receiving abilities are included.
Future enterprise systems need to be highly adaptable to changing and new business
applications. Therefore a service-oriented architecture(SOA) [24] with well-defined service interfaces 3 is required for the identification and composition of needed services.
A service-oriented architecture intends to hide implementation details and to publish
service interfaces either within the same organization or among organization borders.
New applications can be generated by integration and combination of existing services.
Further on, exchange between different organizations will be supported by SOA.
The SOA principle became popular with the introduction of web services [47]. In the
SII context with limited device capabilities web services are not appropriate. Instead,
more lightweight services have to be used. In addition, a service interface has to contain
technical requirements of a service besides the common description fields like input,
output, precondition and effects. In contrast to Smart Items services, web services are
usually running on powerful machines, so that an interface does not need to include
technical requirements of a service.
In the following, possible components and layers of a future Smart Items Infrastructure
will be introduced:
3

enterprise-service architecture (ESA) often used as synonym
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1. Device Layer: The Device Layer comprises the actual smart item devices, the
communication between them (if applicable), and the presentation of the offered
hardware services to the next higher layer
2. Device Level Service Layer: This layer manages the deployable services used by
the device layer. It contains a service repository that for each service stores a
service description and one or more device type-specific service executables.
3. Business Process Bridging Layer: This Business Process Bridging Layer contains
services that have two major functions: to aggregate and to transform data from
the devices to business-relevant information. Thereby the amount of data which
needs to be sent to the enterprise application systems will be reduced. Further
on, it enables the execution of business logic for different enterprise application
systems.
4. System Connectivity Layer: The main task of the components in this layer is to
connect different application systems and to support system and data integration.
Messages and data need to be routed to the correct backend systems and potentially also need to be transformed to enable a semantically correct integration.
Standard information exchange and transformation systems like SAP’s Exchange
Infrastructure (XI) as well as transformation services from external service repositories can play a role here.
5. Enterprise Application Layer: This top layer consists of traditional enterprise IT
systems responsible for controlling and managing enterprise business applications.
While these used to be rather monolithic systems, more and more service-oriented
approaches gain popularity here as well.

1.4. This Work
The core of this thesis work will describe an architectural framework and a mapping
algorithm to enable the automatic intelligent mapping of services to appropriate smart
devices. To be automated, the mapping mechanism is based on a sophisticated description of the semantics of services (e.g., technical requirements like memory or CPU
power, expected input/output, behavior and possibly other properties) and available
devices (e.g., technical capabilities in terms of memory, CPU and battery life, as well as
reliability). Based on this knowledge, for a given service to be deployed the algorithm
first identifies the possible candidate devices that could host the services. Since smart
devices are resource-constraint, several query strategies are developed for different mapping requests. In this context, it will be shown how an adaptive device discovery can be
developed which also considers the dynamic network change. Following this step, based
on the technical requirements and properties of the service and the devices, respectively,
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Figure 1.5.: Smart Items Infrastructure - Architectural Overview

the most cost effective device (for example, in terms of processing and memory capabilities) can be selected for the automatic deployment. An appropriate metric will be given
to facilitate the identification of such a so-called best device.
Finally service remapping within a running system will be sketched out in more detail.
Automatic service remapping can be regarded as a special case of the intelligent serviceto-device mapping. Remapping basically means relocation of services from one or more
devices to other devices. This thesis work will explain the reasons for remapping and
how relocation of services can be performed based on a cluster-based infrastructure. In
summary, the contribution of this thesis work is the proposal of:

1. a three-tier mapping infrastructure
2. an intelligent service-to-device mapping algorithm within a heterogeneous, dynamically varying and limited device landscape
3. a services remapping algorithm within a running system
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The three tasks might be performed by a so-called Service Mapper component(see
also Figure 1.3). Such a Service Mapper is located on the Device/Service Level which
manages the deployable services used by the Device Layer. Important network characteristics like mobility and unreliability needs to be taken into account during the service
mapping. Devices may move from one network to another or could fail. An intelligent
service-to-device mapping has to know about the current device landscape which will be
drawn by a System Monitor on the same Device/Service level.
The remainder of this thesis work is organized as follows: Chapter 2 refers to the background of a future SII. Thereby it will be clarified how the idea of ubiquitous computing
4
is related with the SII vision. In particular existing ubiquitous frameworks are evaluated regarding an intelligent service-to-device mapping and remapping. Chapter 3 will
concentrate on a more detailed technical description of a Smart Items Infrastructure
in terms of important components which are needed for the desired service mapping.
In this context, a three tier mapping infrastructure is proposed. A comprehensive description of the intelligent service-to-device mapping algorithm is following in chapter 4.
Thereby the different roles of the mapping components within the mapping algorithm
are explained. In chapter 5, the opportunities of a system reconfiguration will be emphasized. Chapter 6 discusses related work and chapter 7 completes the thesis work
with a summary and future work.

4

pervasive computing frequently used as synonym

9

2. Background
In this chapter, the background of SAP’s Smart Items Infrastructure(SII) is discussed.
In this context, first the terms ubiquitous- and pervasive computing with their different
focus will be explained. Then existing ubiquitous computing frameworks are analyzed
for their application in the area of Smart Items. It will be shown that these systems
have been proposed to enable service discovery in P2P networks and are not appropriate
for service-to-device mapping within a mobile and unreliable environment.

2.1. Ubiquitous Computing / Pervasive Computing
Pioneer work in the area of ubiquitous computing was done by several researchers and
labs. At the beginning there was the wish to make services accessible anytime and
anywhere. It was recognized that access to computing and communication abilities
should not be limited to one single location. First the term ’nomadic computing’ was
coined by Prof. Leonard Kleinrock [6]:
”Nomadic computing and communication will dramatically change the way
people access information and will result in a paradigm shift in thinking
about applications of the technologies involved. It exploits the advanced
technologies of wireless, the Internet, global positioning systems, portable
and distributed computing to provide anytime, anywhere access. It is beginning to happen, but it makes everything much harder for the vendors.”
Nomadic computing refers to the use of portable computing devices, e.g. PDA’s or
blackberry’s, in conjunction with wireless communication to allow users permanent data
access, independent of their location. The history of ’ubiquitous computing’ goes back
to the early 90’s tough, introduced by Mark Weiser [50], a researcher at the Computer
Science at Xeroc PARC. He emphasized the diversity of devices, from hand-held ’inchscale’ personal devices to ’wall-sized’ devices and with the goal to achieve invisibility
regarding the used technologies. Here, the invisibility refers foremost to the communication between the devices which offer and consume each others’ services in a seamless
way.
The notion of ’pervasive computing’ is yet another closely related concept. Pervasive
computing involves devices like PDA’s, small, easy-to-use devices which we can use to get
desired information and data. The major difference between ubiquitous- and pervasive
computing is that in the first case the usage of computers ought to be eschewed. The user
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should not have to be aware of using a computer as much as possible. Instead, computing
in the background, integrated in objects we are using. For instance, a car navigation
system that alerts us of a traffic jam ahead by accessing satellite pictures, or an electric
oven that shuts off when the food is cooked. Unlike ubiquitous computing, pervasive
computing acts on the assumption that the user is aware of functionality provided by a
small device like a web-enabled cell phone. He or she knows that access to the Internet is
possible because that functionality is promised by such a sort of device. To summarize,
all three introduced terms are strongly interrelated with some minor differences in their
emphasis’. Therefore, these terms are often used as interchangeably by many researchers
to describe the same concepts.
Concerning the Smart Items vision, ubiquitous/pervasive computing is an important
prerequisite to reach the goal of a ’real-time enterprise’ (see Figure 2.1). Ubiquitous
computing applications in the SII context can be regarded as possibly highly distributed
applications that run in the form of cooperating components or services on a variety of
heterogeneous devices to exploit their computing capabilities.

Business
Process
Management

Enterprise Services Architecture

Devices

RFID

Sensor Network Connectivity

Enterprise
Application

Ubiquitous
Computing

Figure 2.1.: Integration of Ubiquitous Computing with Enterprise Business Applications

2.2. P2P and Service Discovery
In recent years several infrastructures for ubiquitous computing have been proposed.
The Peer-to-Peer architecture [42] has to be primarily mentioned thereby. In contrast to
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the client/server model, all participating peers are potentially either a service provider
or a service consumer. The peers are all equal, embedded in a network without one
or multiple outstanding network members. Many applications which are using the P2P
paradigm can be found in the area of file sharing [26, 38]. Besides the popular and
wide-spread file sharing applications, dynamic P2P networks are also suitable for the
goals of ubiquitous computing.
This section will show that current architectures rather consider service discovery and
do not include the specific SII context. It will be explained why these systems are not
applicable for a intelligent service-to-device mapping or remapping respectively.

2.2.1. Jini
The Jini-system [2], introduced and developed by Sun Microsystems, is a distributed
system, running on Java. It is based on the vision to have a flexible network, where all
kinds of resources can be shared within the network by different user groups. The term
resources can either be a service, i.e. a piece of software, or a physical device or both.
The goal, oriented to the users’ point of view, is to integrate this heterogeneous resource
environment into ’one single dynamic and distributed system’. The decision to
choose Java as the programming language is supposed to ensure platform independence.
The desired service discovery is enabled by a ’lookup service’ which has to be used to
publish the presence of a new service. Such a lookup service is responsible to advertise
the provided services. When searching for a service, an corresponding message, including
relevant service parameters and attributes, is send to the lookup service. Subsequent,
a copy of the requested service or a proxy object respectively will be returned to the
requester who is able to invocate this service then.
Even that is conceptually possible to search for a device with specific capabilities, an
intelligent and seamless service-to-device mapping is not supported by Jini. There is no
component which verifies the needed platform requirements of a service, rather sufficient
resource abilities are always assumed. In reality, smart devices are resource constrained
tough. Furthermore, the crucial disadvantage of Jini is that the platform independence
is compromised by the requirement that all Jini-members have to have a running java
virtual machine (JVM). This strong prerequisite narrows its practicability in the real
world, even tough there is a trend to integrate JVM’s in more and more devices, for
instance in smart phones etc. Jini also does not take into account of the important goal
to realize automated network reconfiguration. These two buildings blocks remain the
two main challenges of service mapping within the Smart Items Infrastructure.

2.2.2. Universal Plug and Play (UPnP)
The UPnP [14] industry standard was developed by a forum led by Microsoft and enables
the discovery and controlling of devices. In particular, UPnP’s goal is to make home
networking easier by a so-called ’zero-configuration’ principle. This principle includes
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the ability of direct communication between devices, so that the vision of automatic
configuration of devices without human interactions can come true. Besides, direct
communication yields to an underlying P2P-architecture where devices act again either
as service providers or as service consumers. UPnP provides a distributed network
architecture and builds upon existing protocols and standards like IP, UDP and TCP
for addressing, HTTP for communication and SOAP for remote service invocation. Like
Jini, Universal Plug and Play also includes service discovery as one important feature.
One offered protocol is referred to as Simple Service Discovery Protocol (SSDP) which
will be contemplated in the following.
The UPnP Framework consists of three building blocks:
• devices which are regarded as service containers or/and a container of nested
devices, a device description informs about a device’s capabilities and its services
by including the service descriptions
• services which are the smallest unit of control in a UPnP network and which all
have a proper service description
• control points which are responsible for discovering and controlling other devices
When a new device joins the UPnP-network, it initiates a broadcast message, including
parameters like its type, unique identifier and an URL for more information. Such
a message is stored by the introduced control points, so that a control point can be
compared with a lookup service component in Jini. When a network member is searching
for a specific device, the requester broadcasts the desired device type. The request will
be received by one or more control points which try to retrieve contained matching
device descriptions which are send back afterwards. The requester has now the ability
to retrieve the service descriptions and to invocate the needed services.
In contrast to Jini, UPnP also tries to introduce semantic aspects like description of
devices and services. The matching between service announcement and service request
messages can be considered a procedure similar to the intelligent service-to-device mapping. But again the context is different, UPnP has been designed for devices, embedded
within a home network and does not consider the special Smart Item context. It is
based on already deployed services without taking into account an intelligent service
mapping at system run-time. Like Jini, there is no algorithm for automated remapping
or relocation of services to extend the system life cycle.

2.2.3. Salutation
The Salutation architecture [13] was developed by a consortium, led by IBM. The important central component of this architecture is called Salutation Manager (SLM) which
has a similar function as the central points in the UPnP architecture. SLMs coordinate
the mediation between service request and service announcement. The main difference
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Property

Jini

Service adverts

via a lookup service (LUS)

Service discovery

via an LUS

Discovery protocol fixed
Service Invocation unspecified (RMI, Jeri, etc.)
protocol
Object references
Java proxy objects

Mobility

Languages
Data types

UPnP
Direct Multicast
Direct Multicast
fixed
SOAP
URLs/XML
documents

LUS proxy (to a client and service)
Service proxy (to a client)
None
Method call arguments (to a service)
Method call result (to client)
Listener registration (to service and
LUS)
Unknown class definitions downloaded
from a HTTP server
Java only
Agnostic
Any, including Java objects
Small
set,
mainly primitive

Table 2.1.: Differences between Jini-System and UPnP, Source: [34]

between a Salutation Manager and a central point in UPnP is that a device has usually
its own local Salutation Manager which it directly communicates with. Thus, a SLM
does not only play the role of a service broker, but also acts as an agent on behalf of its
client. Even data transfer between devices can be facilitated by these agents. Network
independence is reached by using a so-called Transport Manager (TM) which is invoked
by a SLM to enable information exchange across different media and transport protocols.
This property is another advantage compared to the Jini-System and UPnP. A service
registration is executed with the local SLM or the nearest available SLM (if a devices
does not have a SLM). A service in Salutation is described by a component, referred to
as Functional Unit (FU), so that a complete description of all provided services can be
considered a collection of such FUs which are stored in the SLMs. A Functional Unit
in turn may be regarded as a specific attribute record (name, value), so that service requests are accomplished by querying and matching of these records. In this context, an
important feature is that SLMs are able to talk to each other by using remote procedure
calls during service discovery.
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Like Jini and UPnP before, Salutation does not address the issue of intelligent service
distribution and automated reconfiguration which can be explained by its different context. An integration of smart items into existing enterprise systems is not addressed,
instead the main focus is on a general service registration, service discovery, service availability and service session management. But, Salutation compromises between device
autonomy and standardization and sets a higher value on network independence than
Jini and UPnP. Thus, this agency principle might be also interesting for the Smart Items
context.

2.3. MANET vs. P2P
All these outlined approaches have been evolved from the vision of an ubiquitous computing area. The main difference to a Smart Items Infrastructure is that those architectures
are based on different assumptions regarding the network characteristics. Even tough,
some of the projects claim to be suitable for a mobile dynamic ad-hoc network, there are
some important differences between a so-called MANET (shortcut for mobile dynamic
ad-hoc network) and a P2P network which will be sketched out more in detail now:
As described the Peer-to-Peer (P2P) architecture represents a decentralized architecture with equal network members. A more all-embracing definition is given by Clay
Shirky [42]:
”P2P is a class of applications that takes advantage of resources – storage, cycles,
content, human presence – available at the edges of the Internet. Because accessing
these decentralized resources means operating in an environment of unstable connectivity
and unpredictable IP addresses, P2P nodes must operate outside the DNS system, and
have significant or total autonomy from central servers.”
And to continue quoting him, a litmus test for P2P can be expressed by these two
questions:
• ”Does it treat variable connectivity and temporary network addresses as the norm?”
• ”Does it give the nodes at the edges of the network significant autonomy?”
If both questions can be answered by a yes, the application is considered as a P2P. If
the answer to either question is no, it has to be declined that this application is a P2P.
As the definition of Clay Shirky indicates, P2P focuses on the utilization and activation
of resource capabilities located at the edge of the Internet.
In contrast to a P2P network, a mobile ad-hoc network is defined as follows [20]:
”An ad-hoc (or” spontaneous”) network is a local area network or other small network,
especially one with wireless or temporary plug-in connections, in which some of the
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network devices are part of the network only for the duration of a communications session
or, in the case of mobile or portable devices, while in some close proximity to the rest of
the network ...”
The similarities between a P2P and a MANET are that there is:
1. no hierarchical network with servers and clients, but
2. equal nodes (MANET) or peers (P2P) and
3. short connection between nodes or peers respectively in the majority of cases

mobile scenario 1

mobile scenario 2

mobile scenario 3

fixed server and mobile
clients

statistic (fixed) inner network and mobile nodes

- short connection time
- long disconnection time

connection between
mobile- and inner nodes

whole network consists of
equal mobile nodes
- direct communication (if
devices are in the near)
- multihop communication
otherwise

data manipulation on
client and server possible

calendar synchronization
between Laptop and PDA

- inner network affords
data work
- light-weighted mobile
nodes

all nodes afford data work,
depending on their capabilities and roles

- radio network of cell
phones
- Bluetooth
- local area network of a - WLAN
university

Table 2.2.: Different Mobile Scenarios and Examples

But there are also some major differences between P2P and MANET. The degree of
mobility is scaling between a P2P network and a MANET. By referring to the existing
architectures like Jini and Salutation, a P2P network and its members are more static
than dynamic. In addition, those P2P networks are more stable, the single peers are
connected via cable and therefore the probability that one of the peers fails is low. All
in this chapter introduced systems concentrate on more powerful reliable PCs and tries
to find scalable and intelligent solution for discovery of web services. Even UPnP which
tries to include more small devices with a respective smaller footprint assumes adequate
resource capabilities and reliability.
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In the SII context, the ’physical world’ can be conveniently described by a mobile
ad-hoc network than by a Peer-to-Peer. The range of Smart Items application is huge
and divers. Some Smart Items applications includes more fixed devices, integrated in
a more complex infrastructure with powerful backend systems which would fit to the
mobile scenario 2 of the Table 2.2. On the other side, there are also many applications
corresponding to mobile scenario 3 of the Table 2.2, where devices are more moving from
one to another network, so that the network topology is frequently changing. Mobile
Small Items with resource constraints and short-range wireless communication characterize most Smart Items applications. Due to limited resource capabilities, e.g. battery
or memory, the probability of communication and device failure is significant higher than
in a typical P2P scenario.
Mobility and unreliability poses new technical problems which have to be coped with.
Mobility complicates the localization of data, addresses or information in general. New
approaches regarding an appropriate routing algorithm have to be developed. Since
devices are moving, the danger of inconsistency has to be considered. Especially in
the Smart Items context inconsistent information may have a negative impact on an
enterprise. Mobile and unreliable devices also might cause network partition, so that a
particular area of the network with its devices and functionalities cannot be reached for a
short time. On the other side, unreliability leads to the conclusion that current transport
protocols like TCP, which requires a reliable connection, are not appropriate anymore.
Besides, data loss is another possible result of a unreliable connection. Transactions
known from the database area, cannot be guaranteed within a unreliable network.

17

2.3. MANET vs. P2P

Network attributes

Mobile ad-hoc
network (MANET)

Peer-to-Peer network
(P2P)

communication

wireless

wired

mobility of clients

dynamic

static

reliability of clients

unreliable
communication and
network membership

reliable
communication and
network membership

type of clients

mobile small devices

powerful bigger PC
desktops

Table 2.3.: Comparison between MANET and P2P
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3. Smart Items Infrastructure
This chapter first analyzes different business scenarios to identify important requirements for th future Smart Items Infrastructure. Based on these requirements, different
architecture models are discussed afterwards. Finally a three-tier mapping infrastructure
is proposed to lay the foundations for an intelligent service-to-device mapping.

3.1. Requirements
As mentioned in the previous chapter, the application areas of Smart Items is huge and
divers.In the following, based on static as well as mobile business scenarios a comprehensive requirement analysis is conducted.

3.1.1. Different Scenarios
First, business applications will be considered where more static devices are involved in.
A well-known example is monitoring of the temperature in an enterprise warehouse (see
also Figure 3.1). It is often necessary to have an overview about room properties like
temperature or pressure to avoid damage of important goods. The idea of having socalled ’smart rooms’ is not new. Sensor nodes are already in use which measure the room
temperature and send the data to a gateway which in turn forwards this information
to the backend system. However, these sensor nodes are usually pre-installed with
services like communication or aggregation services. Once deployed and distributed,
existing architectures do not support (or only limited) automated distribution of new
services on devices. For instance a distance service which calculates the distance between
dangerous goods 5 needs to be deployed on sensor nodes at run-time. Mostly, such
service deployment or installation will be realized manually (by an administrator). As a
consequence the system continuation will be affected temporarily. Therefore, the future
Smart Items Infrastructure should guarantee an better automated and more seamless
service deployment.
For this chosen warehouse application, the challenges are not given by the mobility.
Senor nodes which measure the temperature do not usually move, but they are located
on fixed places. Instead, the unreliability of the devices needs be considered. The distribution of new services like the mentioned distance service requires precise information
5

different chemical materials are not allowed to be stored close to other chemicals because of dangerous
chemical reaction

19

3.1. Requirements
about the operating devices and their status, i.e. location. In summary, the future SII
should be able to detect a changed device landscape.

Backend

Gateway
Room A
sensor node

Room B

Room C

Figure 3.1.: Possible Scenario: Sensor Network in a Warehouse

Potential Smart Items applications may also include more dynamic behaving devices.
Even sensor nodes can be used for mobile scenarios. Chemical drums which are equipped
with sensor nodes may move from one warehouse to another. In contrast to the previous
scenario where more fixed sensor nodes were considered, a change of the network topology
might not only be caused by unreliable but by movable devices in addition. The goal
of this business application is to create so-called ’Self-aware drums’ which are able
to inform or to alert the environment in the case of dangerous situations. In some
scenarios, different chemicals needs to be stored in separately rooms with respective
room properties.
Therefore a new storage monitor service might be deployed dynamically which should
prevent specific drums to enter invalid storage areas. Thus according to ’smart drums’,
storage areas have also to possess a certain degree of intelligence. This chosen scenario
also shows that a new business application ’detect invalid storage area’ results in deploying of multiple services on different kinds of devices. Besides a new storage monitor
service on a ’smart drum’, it is necessary that devices like sensor nodes which monitors a
specific storage area like a room in a warehouse, have to store a corresponding room-ID.
Further on, it will be required to deploy a sendingID service on these sensor nodes to
achieve the described business goal. The number of tasks which have to be performed
by devices can easily increase with the introduction of new applications. Other new
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applications where services can be deployed dynamically are the observation of storage
area limit or the inspection of the shelf life of the stored chemical contents.
Other application scenarios result in the combination of smart devices with the RFID
technology. Such an integration of smart devices with ’dump’ RFID tags or RFID readers
allows to come up with new solutions in new emerging application. An example is the
so-called smart shelves which are attached with RFID readers. These RFID readers in
return are equipped with sensor nodes.
One of the unsolved problems is known as RFID reader interference. Radiated fields
of neighboring RFID antennas, placed on the shelves, may influence each other in a way
that the communication with RFID transponder is prevented. To solve this problem,
the already known distance service may be used for measuring the distance between the
shelves. If the measured distance is below a certain interference relevant threshold, a
respective information message is send out to inform the employees. Another possible
reaction is that this service may trigger electric motors which lift single shelves up or
down. An adjustment of the transmission range of readers is also possible to solve the
described interference problem. Further on, it is still guaranteed that traditional RFID
applications like report of incoming and outcoming items in realtime to the IT infrastructure take place as customary. Products are attached with small RFID tags which
save static data like idenfication number, whereas these IDs are read by appropriate
RFID reader. Subsequent the collected data can be send to the backend system, where
the observed current stock can be compared with the expected stock, in order to detect
theft as one example. Other analytical calculations are conceivable just as well.
Reconfiguration of a system or remapping of services respectively is another important
issue within an enterprise system. There are several algorithms which sketch out how
to behave if nodes fail in a running system. Much research efforts were achieved in
the area of sensor networks. Reelection of appropriate nodes [46] which continue the
work if one important node fails, can be mentioned as one example thereby. In the SII
context, it should be rather concentrated on prevention of such situations. It is desirable
that respective components within the architecture will be responsible for detecting
unflavored states like low battery status or high processor load and initiates a seamless
transformation of a service and its context if necessary. The human interaction is to be
reduced as much as possible, the system should inform about the ’struggling devices’ 6
and about the accomplished remapping instead.

6

struggling device ≈ device with low leftover resource capabilities
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involved devices

needed services

Business
application 1

Business
application 2

Business
application 3

’distance of
chemical content’

’invalid storage
area’

’Smart shelves’

sensor nodes on
the drums

- sensor nodes on
the drums

- sensor nodes on
the RFID reader

- sensor nodes of
the room

- RFID reader

- distance service

- distance service

- distance service

- basic services

- sendID service

- readRFIDTag
service

- basic services

- RFID tags

- liftUpAndDown
service
- basic services
Table 3.1.: Different Business Applications with Involved Devices and Services
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3.2. Overall Architecture
The following section will describe different architecture models which may be appropriate to fulfill the identified requirements. First, the centralized approach and its practicality is sketched out and will be compared with the benefits of a decentralized approach
afterwards.

3.2.1. Centralized Approach
A centralized architecture is usually characterized by few dedicated central devices with
more powerful resource abilities, e.g. a server with huge storage capacity and computation power. In the specific Smart Items context, these outstanding servers might store
the descriptions of smart item services and of participating devices or their capabilities
7
. The clients are represented by the smart devices which know at least one of these
servers. The servers are commonly communicating in a federation, i.e. they know how
to connect to other servers. A notification message about new services, provided by
devices which have recently joined the network, has to be send to one of these servers.
The advantages of this traditional client/server model are the following:
• The distribution of data in terms of service- and device descriptions is straightforward and easy.
• Ann effective use of networked systems characterizes this architecture model. The
used hardware is cheap compared with the costs structure of an enterprise.
• An adaptation to changing performance requirements can be easily achieved with
adding new servers or upgrading of existing servers.
The disadvantages of a centralized approach are:
• Clients do often not know which server provides which service.
• Redundant management on each server is required.
• The central components can be considered as ’single-point-of failure’. Multiple
services are not available at once, if one of the servers fails.
• Resource capabilities of clients are not utilized. Instead, the whole work load is
sourced out to central server. The network will be loaded by the transfer of larger
data packets.
7

a comprehensive explanation how a description of a service or device could like, follows in the next
chapter
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3.2.2. Decentralized/Distributed Approach
In the following the decentralized approach with its pros and cons will be discussed.
Thereby, it will be distinguished between an inter- and intra organization. Intra organization means that the focus is lying on the company itself and components within this
company. Inter organization architectures go beyond own enterprise borders with the
opportunity to cooperate and interchange with other companies.
Intra-Organization:
A decentralized architecture within the own company borders is called distributed
object architecture. In contrast to the introduced client/server paradigm, there is no
dedicated objects anymore, each entity constitutes an object which can be considered
either as service provider or as service consumer which is able to receive services from
other objects. Due to the absence of a central component, data have to be distributed
and stored on these objects.In the Smart Items context, this would include for instance
the storage of service- and device descriptions on the devices.
Instead of contacting a central component, direct communication between the objects
will be enabled. Direct communication is much faster than to take the indirection by a
central server which has first to traverse all of its stored data. Especially if huge amount
of data has to be stored, the distributed approach would succeed in a faster responsetime for incoming requests. Another major benefit is that the system designer gets the
opportunity to delay decisions on where and how services should provide. It is an open
and flexible architecture which allows to add new resources if necessary. It is also possible
to reconfigure the system at runtime by object migration. Reconfiguration may include a
uniform distribution of data which results in an optimized resource utilization. Another
difference is that the resource capabilities of single objects are used. The whole work load
will not be executed by one or few devices, but distributed on multiple objects. Since
smaller data packets can be send, the network load will be reduced as a consequence.
The problem of a decentralized architecture is yet the localization of data. Appropriate
search algorithms are often inefficient. They are based on a broadcast mechanism which
results in network flooding. Results cannot be immediately given, the request has to be
forwarded to other objects as far as one owns the requested data. Thus, the advantage of
smaller data packets is compromised by higher communication efforts. The distribution
of data is another problem and more complicated than the straightforward solution in
a centralized approach.
Inter-Organization:
If the intension is to open its own company for cooperation with other parties, a
so-called service-oriented architecture (SOA) may be an convenient solution. SOA was
becoming very popular in the recent years, especially in the context of web services,
where it is already successfully introduced. A proper definition of the term ’serviceoriented architecture’ can be given as follows [52]:

24

3.2. Overall Architecture
”Service-oriented architecture (SOA) is an approach to loosely coupled, protocol independent, standards-based distributed computing where software resources available on the
network are considered as Services”.
Based on the given definition, a service can be considered as a piece of software with a
well-defined standardized interface or description, including required input, generated
output as well as pre- and post conditions. Services should have minimum interdependencies to enable reusability. Such services might be published by standardized
interfaces, so that new applications can be easily generated by combining these services.
The pay model is different in the SOA context. Companies have to pay for utilization of
the needed services. It is believed that SOA is the future enterprise technology solution
that provides the agility and flexibility by enabling service composition across multiple
enterprises. The benefits of a SOA are:

1. location independence: services are independent of their location or a particular
system.
2. protocol-independent communication results in reusability
3. easier application development compared to the traditional ’coding’ of software
4. faster adaptation due to changed or new business requirements
5. usage of already established software which decreases the danger of failure or malfunction
The idea of a service-oriented architecture is not new. Many researcher consider the
utilization of a Object Request Broker (ORB) based on the CORBA [20] specification
or the Distributed Component Object Model (DCOM)[12] as first solutions. SOA is a
more general solution compared to these tightly coupled object-oriented models, whereas
individual services may be build with object-oriented designs.
As mentioned before, the success of a service-oriented architecture strongly depends
on a standardization regarding service descriptions and used communication protocols.
In this context, three standardizations have to be mentioned [33]: WSDL (Web Service
Description Language) is a way to describe the services, SOAP (Simple Object Access
Protocol) defines how a message has to be encoded by using common XML syntax. Finally UDDI (Universal Description, Discovery and Integration) is used as a repository
where the services are stored. UDDI might be compared with the meaning of a ’phone
book’ with the difference that interesting companies are able to look up registered services instead of phone numbers. In reality, it is a problem yet, that several companies
still use their own proprietary protocols which complicate the interchange and clash with
the SOA vision.
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Service
Broker

Find

Publish

Service
Consumer

Client

Service
Contract

...
Interact

Service
Provider

Service

Figure 3.2.: Overview about SOA, Source: [47]
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3.2.3. Conclusion
After evaluating existing architecture concepts, an appropriate architecture model has
to be found for the the specific Smart Items context. As described in the introduction
chapter, it has to be distinguished between different kinds of smart item services like
business services, enabling services and the basic device services. In the application
trials, outlined in 3.1, examples of such services were given. The distance service may
represent an application-independent enabling service. On the one side it is used for the
abstract high-level business application ’facilities safety management’ and on the other
side this service could be helpful to avoid RFID interferences due to neighboring RFID
readers. Thus, the same enabling service is used for different business goals. The abstract
business application ’facilities safety management’ in turn could be decomposed into
more concrete business services like ’distance of chemical content’ and ’invalid storage
area’, summarized in the Table 3.1.
The vision of smart item services which can be pushed down to the Smart Items
will inevitable force a service-oriented architecture. Well-defined interfaces which describe requirements, effects and semantic aspects of a service are a prerequisite to compose services. Further on, it supports interchange between different enterprises, so that
needed (probably improved) services might be easily integrated. A faster adjustment
to changed or new business applications can be rather guaranteed. If a heterogeneous
device landscape is assumed as underlying physical world, a service-oriented approach
can successfully hide the often device-specific implementation details. Multiple versions
of one service could exists, each of them suitable to specific device classes. Such an (1:n)
relationship between a description of a service functionality and ’real code’ simplifies the
subsequent service deployment and results in a better flexibility and abstraction.
Besides the structural organization of services, a second building block of a future
Smart Items Infrastructure has to be considered. The mobility and unreliability of small
and resource constraint devices causes new challenges. Therefore following questions
need to be answered:
1. Which architecture concept is the most applicable regarding the challenges mobility
and unreliability?
2. How can crucial data be extracted from the network, so that important nonfunctional design characteristics like scalability are still ensured?
To answer these two questions, properties of the two discussed architecture models
might be helpful for a Smart Items Infrastructure. Central points like a gateway server
or backend systems on a higher level are necessary. From the enterprise point of view,
service and device descriptions might be maintained in strong backend systems. That
does not mean that all calculations will be performed by backend systems, only those
which would overload the device capabilities or the network infrastructure. There were
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automation of
processes

Characterics
of a Smart Items
Infrastructure
consistency of
data

scalability

Figure 3.3.: Non-functional Properties of a Smart Items Infrastructure (SII)

several analyses which clarify why the so-called warehouse principle - first collecting the
data and than data processing - will be neither flexible enough nor capable for growing
networks.
Instead, the idea of In-Network processing [51] - the network is the database - needs
to be considered. Processing like aggregation of data or the collection of multiple device
profiles with respect to the intelligent service-to-device mapping is supposed to be done
decentrally within the network. Smaller data packets are forwarded from one to another
network node with a higher life span as consequence. To avoid the disadvantage of a
broadcast mechanism, the communication between the devices has to be organized in an
efficient way. Thereby, approaches like grouping within a network with a group leader
might be helpful8 .
Concerning the second task - the reconfiguration of a running system - the principle of
grouping with an elected group leader is suitable. It is unrealistic to assume that every
new device will have the ability to communicate or to reach the central component, i.e. a
gateway server. The challenge of detecting such new devices can be solved by a grouped
network, whereas the direct communication between devices (e.g. between group leader
and new device) is used. In summary, different layers are needed to integrate smart
devices with existing backend systems. A Smart Items Infrastructure has to be divided
into multiple so-called edges (see also Figure 3.4). This principle of computing on the
edge [36] summarizes the idea of data aggregation within the network, grouping and in
general the reduced data interchange between all kinds of devices.
8

a more detailed description of grouping is given in the next section
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Enterprise Business
Applications
Service-Oriented Smart Items
Infrastructure (SII)

...

SII Edge (layer 1)
SII Edge (layer n)
Device

Device

Device

Device

Figure 3.4.: ’Edge principle’: Communication between Devices and Enterprise System
needs ’Edges’

3.3. SII Mapping Components
This following section summarizes the collected results about an appropriate design of
the future SII with the goal to define the edge of the infrastructure and their configurations. Relevant components and their respective roles within SII will be introduced. In
this context, a 3-tier architecture is proposed to lay the foundations for an intelligent
service-to-device mapping. It will be shown which opportunities exist to utilize semantic information on every tier of this architecture to facilitate intelligent service-to-device
mapping.

3.3.1. Global Service Mapper (GSM)
The following 3-tier system architecture consists of three kinds of components which
are hierarchically layered (see also figure 3.5). In general, this multi-tier architecture is
introduced to enable
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1. service-to-device mapping
2. service-to-device remapping
3. service/device discovery (as important prerequisite for (re)mapping)

global Service
Mapper

( e.g. powerful PC )

local Service
Mapper

( e.g. Stargate Server )

group
group
leader

( e.g. sensor node )

Figure 3.5.: 3-Tier Architecture

First of all, a Global Service Mapper (GSM) is mentioned which builds the hierarchies
root. The term Global Service Mapper refers to a component within the Smart Items
Infrastructure which might be the first addressee during a service mapping process. One
or more such GSMs could have the primary task to serve as an interface to external
modules (e.g. a service composition module) which may start the service-to-device
mapping. Besides it provides information about local networks (e.g. within different
warehouses etc.) of an enterprise. A GSM can be used to sort local networks according
to their devices, provided services and further relevant semantic information like location.
For instance, a GSM provides for every local network device descriptions which inform
about existing devices and their general capabilities in the chosen network. For example,
warehouse ’A’ may contain 100 sensors, distributed within ’A’ and 20 PDA’s, used by
the employees of ’A’. In addition to the handling of device information, a GSM may
also list all services which are provided in the respective local network. To continue
the example mentioned above, the GSM would then provide the information that in ’A’
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LSM
ID

LSM 1

Community

Devices

Services

Location

facility safety
management

sensor x with
general
capabilities x,y,z

temperature
and vibration
service

warehouse A

...

...

Table 3.2.: Potential Table Design of a Global Service Mapper

a service is installed which measures the temperature (via sensors). Such information
about local networks with their devices, provided services and further semantic aspects
are saved in a GSM repository or GSM table respectively.
Table 3.2 represents a possible format to summarize the mentioned descriptive data.
To keep the GSMs more light-weighted, such a GSMs repository should contain descriptions about abstract device classes and their general abilities rather than concrete device
instances with their current resource usage. Hence, a GSM is not responsible to maintain
the current state of every single device of each local network.
The columns ’devices’ and ’services’ refer to corresponding device and service description files which specify such general properties (like CPU, memory etc.). An abstract
device class might also contain more semantic aspects of a device like the property mobile or fix and so on. These files which may be located on the same or on a different
server can be loaded on demand. In this context, the questions:
1. Which relevant device/service properties should be considered ?
2. Which description language could be capable to present this information in an
efficient way?
have to be answered. Possible approaches which include ontologies and appropriate
representation languages will be introduced and discussed in the next chapter. Due to
the huge range of services which can be deployed on the smart devices to achieve different
business goals, the feasibility to group the different networks by their provided services
and devices is not only helpful to retain the overview. It also facilitates the division
of varying networks into so-called communities [43]. Instead of traversing consecutively
all available local networks of an enterprise with a localization of appropriate candidate
devices for each of these suitable networks afterwards, a more efficient search procedure
may follow. The logical view more than the physical dimension of enterprise networks is
taken into account thereby. To continue the previously introduced examples, all networks
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Figure 3.6.: Partitioning of an Enterprise by its Business Applications

which consider the facilities safety management might form a community with involved
devices and services as community members. Figure 3.6 shows a possible partitioning
into communities, whereas a classification by other sort criteria like devices is possible
as well.
A GSM is usually close to the enterprise system from a physical point of view and is
deployed at a powerful computer system with sufficient resource capabilities.

3.3.2. Local Service Mapper (LSM)
In Table 3.2 the first column is referred to as LSM which stands for Local Service Mapper
which represents the second layer of the architecture. In contrast to a GSM, each Local
Service Mapper has the responsibility to organize its own local network. Since a Global
Service Mapper is not supposed to store all concrete device and service instances, another
component needs to be found for this task. A component like the LSM which is located
closer to the physical world and bridges the gap between devices and Global Service

32

3.3. SII Mapping Components

Group
ID

Group 1
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temperature
service

Location

warehouse A

Table 3.3.: Potential Table Design of a Local Service Mapper

Mapper may be rather eligible for this task. Besides, multiple LSMs would result in a
better distribution of the huge amount of data. A Local Service Mapper would ’only’
be responsible for its own local network which could be represented by one warehouse
with respective devices and services for instance. Each LSM divides the underlying
network into clusters or groups which are usually a set of possibly heterogeneous devices
in close physical proximity. Even if one network will be in the focus, there are still
probably many concrete devices which have to be considered. To group these devices
with a responsible group leader allows better control of parts of the device landscape.
Especially, if a specific service needs to be evenly distributed in an area, a partitioning in
groups can be beneficial and ease this deployment9 . An deployment order might require
for example that a service has to be deployed at 10 % of all devices.
Therefore for system management, a LSM can represent a certain logical grouping
(aka scope or community) of devices based on the services deployed on them. On the
upper side an LSM provides a standard interface to the GSM from where it receives
mapping requests. An ordinary gateway server which bridges the gap between devices
and a potential Global Service Mapper might be a good example.
As shown in Table 3.3 LSM meta data has a column where group leaders in terms of
their IDs are contained in. Further on, a group can not only be regarded as a collection
of devices, but also as a collection of services which are offered by this group. Thus, it
is possible to identify and localize more precise corresponding provided services, even
within a huge area with different existing devices. Besides the group leaders and their
IDs, additional properties of a group are included in a LSM table.
First the scale of a group may be mentioned as an example which includes two important parameters(e.g. in [28, 1]):
9

further advantages which results from the grouping of devices are discussed in the next subsection
and in the following chapter.
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1. the maximal number of hops between a group member and the group leader
2. the group size which defines the maximal number of members in a group
Trustworthiness as a crucial requirement for a smooth and safe cooperation between
devices plays another important role. A LSM table might contain certain quality of
service attributes [27] which are important attributes in the context of mobile wireless networks and grouping. Corresponding table entries would refer to reliability and
performance regarding the involved services and devices.
The idea to divide enterprise networks into communities results in grouping on device
level. Since it is possible to classify general functionality of local networks by means of a
Global Service Mapper, the Local Service Mapper provides the opportunity to divide the
local network by concrete group functionality with respective involved concrete devices
and services. Additional group properties may contribute to a superior process flow and
integration with the backed systems. In contrast to the GSM, a LSM is used for the
storage of concrete device and service instances. Both components will be required for
an intelligent service-to-device mapping which should explain the conscious choice of the
introduced terms Global and Local Service Mapper.

3.3.3. Group Leader and Grouping
Group leader provide the third and last layer of the proposed 3-tier architecture. Dedicated devices are representatives of device groups the network is clustered in. These
group leaders are registered at the LSM and provide an abstraction from the underlying device cluster. Group leaders provide information about their group members and
the services which are provided by them. In summary, these three components should
be understood as services and system components that can be deployed, depending on
the given physical topology, in different configurations. The GSM, in general will be
deployed at the middle tier of a Smart Items Infrastructure on a PC or at least similarly
powerful server machine. The LSM can be deployed either at the middle tier, at the
edge of the infrastructure (e.g. on a Stargate Server or a Smart RFID Reader), or in an
extreme case, even directly on a sensor device. A group leader can be deployed at the
edge of the infrastructure or on any of the devices of a device cluster. In the following,
the idea of grouping will be discussed in more detail to emphasize its advantages.
The concept of grouping is not new and much research in the context of mobile adhoc networks has been done. One important project which used grouping in sensor
networks is the Cougar project [51], developed by the Berkley University. It follows the
distributed approach, where the sensor network is representing the distributed database
and data processing is accomplished within this network without a centralized component. Thereby, Cougar distinguishes between so-called inner nodes and leader nodes.
A leader node is normally responsible for a certain number of inner nodes, located in
a specific area. Such a leader node receives data, transferred by those inner nodes and
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aggregates this data afterwards. For the election of an appropriate leader node, a huge
range of distributed algorithm is available (e.g. in [18, 45]). The important issue which
has to be addressed is the organization of the data transfer. In general, two approaches
have to be compared with each other: The direct delivery solution includes separate
data transfer of all participating nodes. The data packets will be delivered to the leader
node by using the multi-hop routing protocol. This yields to a higher data traffic, high
energy consumption and shorter life cycle of the network. The packet merging idea may
be characterized by merging several data records into one larger packet. Due to the fact
that fewer larger instead of multiple smaller packets are send, the energy consumption
will be reduced. The drawback of this approach is the synchronization which is required
between nodes. A third approach is called partial aggregation where the possibility is
given that inner nodes might interfere in the aggregation process.
To analyze the concrete behavior of a sensor network, the Cougar project investigated
a corresponding experiment where all three described approaches were executed. They
used a sensor network with following properties:
• IEEE 802.11 as communication protocol
• distance between single nodes: 50 meters
• energy attributes: 395 mW for receiving, 660 mW for sending
• random distribution of sensor nodes
• average nodes denseness: 8 on 100 square meters
• average energy consumption per node
The measuring data were modeled as 30 byte tuples. A simple aggregation query was
executed that computes the average sensor value over all sensor nodes every 10 seconds
for 10 continuous rounds. One leader node is the gateway server at the same time. First,
the energy consumption of each sensor was investigated and related to the growing of
the network (number of sensors increased). Then the delay at the gateway server was
observed for all three different kinds of aggregation.
Figure 3.7 and figure 3.8 which can be found in [51] represent the observed results.
Figure 3.7, which represents the energy usage, clarifies that a direct delivery curve
increases much faster than the corresponding packet merging and partial aggregation
curve if the network in terms grows of sensors. Figure 3.8, in turn, shows that the delay
time is much higher in the case of direct delivery due to the frequent packet conflicts at
the MAC level.
Another similar approach can be found in [28]. This approach introduces a whole
’group service design’ within a mobile ad-hoc network which contains three building
blocks: (1) the group member discovery, (2) the group initialization ,and (3)
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Figure 3.7.: Average Dissipated Energy per Node, Source:[51]

Figure 3.8.: Average Delay at Gateway Node, Source:[51]
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the group dynamics management. The mentioned group attributes like scalibility,
trustworthiness and quality of service, outlined in the previous subsection, are defined
in more detail. The discovery of appropriate group members presents the beginning
of a group creation phase where a message is broadcasted by one group initiator. This
message may include important functional and non-functional properties which the group
should possess. In addition, such a broadcast message may contain a group id. To avoid
traffic overhead which could be caused by a broadcast mechanism and to cover all nodes
within an specific area, a so-called 2-hop broadcast is introduced. Thereby, based on
gathered topology information, a minimum set of 1-hop reachable neighbor nodes is
selected to forward the broadcast message. These so-called bordercast nodes cover all
nodes within 2 hops.
After receiving all responses, the group initiator which temporarily acts as group
leader, decides which of the nodes fulfills the membership requirements and forms the
group finally. Since nodes are unreliable and mobile, the third building block Group
Dynamics Management addresses criteria which can be used to assess the group leader.
The group management may concentrate on different metrics for the leader selection;
in [28] resource richness is considered in particular. It is explained how a metric could
look like to determine the device which has the strongest resource capabilities.

3.3.4. Light-Weight Semantic Overlay
The semantic information on every layer (GSM, LSM, group leader) of our proposed
architecture can be regarded as building blocks of a light-weight semantic overlay
which is put on the underlying mobile ad-hoc network. A semantic overlay enables the
grouping of semantically related services or devices together, independent of their physical locations. On GSM level this means that physically distributed local networks may
be identified which are connected by the same or similar role within the enterprise. This
principle can also apply for groups on LSM level by using information about provided
devices and functionalities of these groups. The principle of linking services and devices
over physical boundaries together, supports the desired service-to-device mapping. The
semantic overlay helps to detect efficiently appropriate devices/services within a service
mapping. A more detailed explanation how these kind of information can be used within
the mapping procedure will be given in the following chapter.
In [43], there is a similar approach, where the main focus lies on the service discovery and does not include either an initial service-to-device mapping or the grouping on
lowest device level. Two important components are mentioned thereby: the ’Cell Administration Server ’ (CAS) and the ’Community Administrator Server’ (CoAS), both
featured with sufficient resource capabilities. Each CAS covers a specific area and manages the associate devices. Such an management includes network addressing, session
management and other low-level functionalities. To support the idea of grouping and
communities, the CoAS were introduced. Each CoAS is responsible for maintaining a
community which groups similar services, whereas several CoAS together are forming
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Figure 3.9.: Semantic Overlay (a) Geographical Distribution, (b) the Overlay Network
of Communities, Source: [43]

the semantic overlay. In order to create communities, multiple CAS have to inform the
CoAS about their provided services. The discovery of appropriate CoAS can be achieved
by using routing indexes based on Bloom filters. In contrast to a CAS, a CoAS provides
basic functionality like Service discovery, new service registration, service unavailability
and service update.
In summary, the future Smart Items Infrastructure, or its components respectively
combine and adapt ideas of both approaches, introduced by [28] and [43] with respect
to an intelligent service-to-device mapping. Edges of the mapping infrastructure are reflected in the introduced components Global Service Mapper and Local Service Mapper
and in the grouping of the devices. Performance analyses clarified why this principle of
computing on edges, including grouping, is an imperative to achieve crucial requirements like scalability and performance.
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Mapping Algorithm
This following chapter introduces an intelligent service-to-device mapping algorithm.
The single algorithm steps are sketched out, whereas the roles of the participating mapping components within this algorithm will be explained. It will be shown that such
an intelligent way of service deployment includes more important issues than the simple
value matching. In this context, this chapter explores first the use of semantic models
and technologies to describe services and devices. The second part of this chapter deals
with network characteristics like resource-constraint devices as well as mobility and unreliability which have to be additionally considered during the matching process. This
includes a categorization of queries regarding their expected result sets (completeness vs.
performance). Different query strategies for these different query classes are proposed.
The term best match based on an appropriate metric is defined afterwards. The chapter will be completed with a description of a potential Service Injector. Based on the
matching decision, such a Service Injector is in charge of deploying the concrete service
executables on the devices.

4.1. Semantic Models and Technologies
The usage of semantic models to support the modeling of information is an important
issue across different research areas in the computer science. Two major fields have to
be mentioned thereby:
• In the area of artificial intelligence and web services, the knowledge acquisition and
representation respectively has to be mentioned. The vision can be described by
a future semantic web where information are not only understandable for human
beings but for machines just as well [23].
• In the area of database and integration systems, on the one hand semantic models
are used to describe the information sources. On the other hand, the integration
of heterogeneous information sources can be supported by these semantic models.
Such an integration model can be considered as an overlapping model which is
aware about the different representation variants. These integration questions can
be found for instance, if a data model for a warehouse needs to be developed [9].
The basic idea of all semantic models is the goal to assign an unambiguous meaning to
each information element. Three requirements have to be fulfilled to achieve this goal
[44]:
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1. common notions/language: An unique meaning of a ’thing’ or an object in general can only be guaranteed by using the same language or symbols. In this way
it is feasible to manipulate the given information by manipulating the respective
symbols. In reality, an assignment of unique symbols may be difficult. Therefore
in general, the ’real-world’ will be first divided into specific well-defined application areas which subsequent an appropriate and application dependent symbol set
are developed for. In order to combine different application areas, fundamental
conformity between the described ’things’ has to be identified.
2. relation between ’things’ : An explicit semantic is not only characterized by a simple
assignment of symbols but includes relations between the modeled ’things’. It has
to be shown which roles the ’things’ are acting within the domain.
3. mathematical based semantic: Finally a mathematic correct definition for the chosen symbols is required to enable an unique interpretation and a possible combination between these different constructs.
A semantic model which conforms with all three properties can be regarded as a so-called
ontology. A more informal definition is given in [22] and to quote Tom Gruber:
”An Ontology is a formal and explicit specification of a shared conceptualization. The term is borrowed from philosophy, where an Ontology is a
systematic account of Existence. For AI systems, what ”exists” is that which
can be represented. When the knowledge of a domain is represented in a
declarative formalism, the set of objects that can be represented is called the
universe of discourse. This set of objects, and the describable relationships
among them, are reflected in the representational vocabulary with which a
knowledge-based program represents knowledge.”.
Before an appropriate service and device ontology/metadata model will be purposed
regarding the Smart Items context, existing and current used description languages are
evaluated in this subsection to clarify their expressiveness. Most of them are based on
the extensible Markup Language (XML), which is an open standard defined by the World
Wide Web Consortium [49]. XML represents a language which can be used to describe
data or in general information. Thereby, the syntax consists of specific tags which
have to be defined in a corresponding XML schema or in a Document Type Definition
(DTD). Thus, the names of the XML structures are arbitrary with respect to domains
to be modeled. The basic idea behind XML is the separation between data and their
representation, so that different views and formats may be used, but all based on the
same data basis.

4.1.1. RDF and RDF Schema
The vision of a future semantic web has been afforded several ontology languages. One
of these languages is called Resource Description Framework or short RDF. Originally,
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RDF was intended to describe web resources with semantics and to quote the RDF
primer [30]:
”The Resource Description Framework (RDF) is a language for representing information about resources in the World Wide Web. It is particularly intended for representing
metadata about Web resources, such as the title, author, and modification date of a Web
page.”
The used vocabulary of an ordinary RDF which is summarized in [29] are the following:
1. resources represent all entities or objects which a statement can be made about.
Resources need to be identified by an unique Uniform Resource Identifier (URI).
2. literals represent values which describe the predicates of a resource. Literals may
be a character string or other data types.
3. predicates represent the edges between resources and literals which specify the
predicates of a resource. In general, a predicate can refer to a literal or again a
resource.
Therefore the RDF model can be deduced by the basic statement format: Subject S has
the predicate P with object O, whereas the object of this so-called SPO Model could be
either a literal or another subject. The SPO Model has to be interpreted as an directed
graph where the edges are labeled with the predicates. The nodes present the entities
or objects, whereas the edges are binary relations, linking the source-resource with the
target-resource which are either a literal or again a resource.
A very simple example of a possible RDF Model is shown in Figure 4.1. SAP as
source-resource has two predicates hasName and creates. The predicate hasName leads
to a target-resource which is represented by a literal (a string). The predicate creates
refers to the target-resource Software which is in turn a resource. In order to summarize,
RDF data could be expressed in three different formats, in common XML syntax, in a
triple representation or in a graph representation. A XML format would be beneficial if
an interchange between machines will be aimed at, whereas the triple representation has
a intuitive and easy structure. The major disadvantage of a RDF Model is the typing,
because it is not possible to ascertain the type of an observed resource. In addition a
distinction between different resources cannot be made.
This interpretation lack is supposed to be solved by the RDF schema [30] which introduces classes, subclasses, class instances, properties and subproperties. A RDF schema
also enables the identification of resources as predicate by dividing into domains (which
is the source-resource) and ranges (which resource is the target-resource). Therefore a
RDF schema has to be considered as a schema specification language which adds a type
system to RDF. In contrast to a common XML schema, it does not only constitute the
syntactical framework towards a structure of a XML document. Due to the semantic
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Figure 4.1.: Example of a RDF Model

meaning of the introduced RDF elements or key words respectively, information is given
about how to interpret a statement.

4.1.2. DAML+OIL
Another language which has to be mentioned in the semantic web context, is DAML+OIL
which presents the fusion of the two languages DAML-Ont and OIL. DAML-Ont was
created 1999 by the Department of Defense of U.S. As starting point, RDF and RDF
schema were chosen with the intension to extend it with more object-oriented concepts
to achieve better expressiveness for the writing of ontologies. The Ontology Interference
Layer (OIL) was also introduced 1999 by Information Society Technology-program with
similar goals like DAML-Ont, so that the merging of those both languages started in
2000. The major enhancements concerning the used RDF vocabulary can be summarized
as follows:

• As result of combinations of ontologies, redundancy regarding contained terms
may appear which can be solved by <daml:equivalentTo> or other similar specific
daml-constructs.
• Further on, DAML-Ont supports the simpleTypes of a XML schema, so that it
is not required to redefine those always. On the other hand, it is now feasible to
distinguish between ’real resources’ and XML-schema types (datatypes). Thus, two
different types of a property have to be recognized by a corresponding interference
machine. In DAML-Ont, a property is not only marked by the tag <rdf:Property>,
but in addition through <daml:ObjectProperty> and <daml:DatatypeProptery>.
• DAML-Ont enables further restrictions on resource level. Now it is possible to
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use the <rdfs:Restriction> tag to access any resource and to specify restrictions
regarding this resource.
• Apart from established enumeration opportunities like sequence, bag etc. the new
type <daml:collection> for finite lists.
DAML-OIL is based on the Description logics (DL) which are one well-known potential
knowledge representation formalisms [5]. Due to the fact that DLs are based on concepts
and roles, they are particularly suitable as desired formalism. A more detailed discussion
is beyond the scope of this thesis and it is referred to given literature.

4.1.3. OWL
On of the most recent developments in the area of ontology languages is the Web Ontology
Language (OWL), forced by the WebOnt Working Group. OWL is built up on DAMLOIL and is defined as a RDF schema, so that every OWL ontology is a well-defined and
valid RDF document. There are three different categories which OWL is divided into
[31] [31]. These tree sub-languages differ in their expressiveness and can be used for
different contexts:
1. OWL Lite has the purpose of creating a simple class hierarchy with several constraints. It is appropriate for users who want to become familiar with OWL or
need only a rudimental set of language means.
2. OWL Description Logic (OWL-DL) is based on the above mentioned Description
Logic and represents a more expressive language than OWL Lite. Depending on
the needed constructs, the choice between these two languages has to be made
3. OWL-Full represents the most expressive sub-languages of the three. It includes
the same vocabulary like OWL-DL, but a larger interpretation set is given. Therefore this logic or the corresponding language is not decidable 10 anymore which
means that automatic reasoning is not applicable. To use OWL-Full can be motivated by the wish to have a high expressiveness.
Apart from these sub-languages, an OWL ontology is quite similar to a DAML-OIL
ontology with the well-known concepts, individuals and properties. Like DAML-OIL,
there is a variant of OWL, called OWL-S which is concentrating on an extensive description of services. Besides, a lot of tool support originated from the research efforts,
whereas Protege [25] has to be mentioned as one of the popular ones. Other description
languages like Topic Maps [40] and F-Logic [16] have been introduced, but will not be
regarded here in detail, instead the interested reader is referred to the given literature.
10

a language is decidable if a deterministic turing machine will terminate in a finite state

43

4.2. Device and Service Ontology

4.2. Device and Service Ontology
After different semantic technologies were investigated, this subsection explores how
services and devices may be described. In particular, it will be analyzed what aspects
of technical requirements of a service need to be described and what kind of metadata
a device description should have. To enable the actual mapping, this information is
needed to decide whether a service can be deployed on a device or not.

4.2.1. Device Metadata
This thesis will build on a device ontology, found in [7], where some adjustments have
been made. In contrast to [7], it is the authors opinion that in our context semantic
technologies like RDF and OWL are not really appropriate to describe device capabilities.
Even if there are some approaches which claim the benefit of a device ontology in OWL,
there are several disadvantages with respect to the specific Smart Items context. The
major reason for the introduction of such description languages like OWL and RDF was
the wish to classify the huge amount of web information in particular. Semantic concepts
like classes, subclasses, properties would enable a faster and more effective discovery of
services. The usage of a semantic reasoner helps to make the implicit knowledge explicit
and contributes to a seamless processing of knowledge.
But device capabilities and network characteristics which have to be considered within
a service-to-device mapping represent well-known variables. It is unrealistic that future
smart devices will have a significant number of new properties beyond the established
device properties which have to be taken into account during the mapping procedure.
Hence, the schema of a device description will not change in a significant way, so that the
main advantage of RDF or OWL - the flexibility - is compromised. Certainly, the device
landscape will be different, devices with various capabilities will characterize the physical
world, but consist of the well-know ones like memory, CPU and so on. The relevant data
which the mapping application is dealing with, is not as much heterogeneous in their
interpretation as typical web content where advanced semantic technologies might be
helpful to cope with the ambiguity of terms.
However, different device manufacturer may describe the capabilities of their devices
in different ways. Even in this case, an utilization of RDF or OWL is not required.
Since a monitor service on device level is already needed to keep the data up-to-date,
this service can be used at the same time to map different device schema into an overall
schema. In the SII context, it is more preferable to develop a global standard than
to increase complexity by using languages like RDF and an expensive inference engine
process afterwards.
Aspects like subclass or a hierarchical classification of devices will not be practical
in the Smart Items environment. It will be difficult in the future to rank devices in a
hierarchical structure. For instance, the next generation of a PDA will be equipped with
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Figure 4.2.: General Property Classes for Device Description

sensors or has some advanced cell phone abilities. Is this kind of PDA still a PDA or a
sensor or belongs to other device classes?
But the major drawback of the utilization of any xml-based language is that these
heavyweight languages are not appropriate for out Smart Items context. Since smart
devices have resource-constraints (e.g. memory capacity), a more lightweight language is
required to describe the device capabilities. Such a lightweight language should contain
following important concepts:
As shown in 4.2, a device may be characterized by four general properties like device
description, software description, hardware description and device status. The property
’device description’ in turn includes elements like name, type of the device and general
vendor information. The property ’software description’ consists of a description of the
operating system and services running on the device platform. ’Hardware descriptions’
informs about the processor attributes, memory and the connection abilities of a device.
The last important property which has to be considered is ’device status’, which contains
more volatile information about a device like location, CPU usage and remaining power.
Due to network grouping, it makes sense to also include here the group-ID of a device.
Since devices may move from one group to another, a group-ID can be regarded as a
volatile parameter as well.
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Figure 4.6.: Volatile Attributes in Device Status
These four property classes represent the major characteristics of a device and are
used to describe needed information for an intelligent service-to-device mapping. It is
obvious that there are devices which are not fully reflected by this description. Either
they do not possess all of the introduced attributes or provide different device-specific
capabilities. In this context, RFID tags could be mentioned as a good example which
here are not regarded as Smart Items. Even if those are in use by many applications,
especially within the supply chain management, RFID tags are ’dumb’ devices which
are not deployable with additional services. Hence, it is necessary to include RFID tags
as part of an appropriate description of a RFID reader. For instance, the RFID types
which can be read by such a reader may be modeled within the hardware-description
field.
Several other proposals regarding a device ontology were made in the last years, but
all of them consider a specific context with different goals in mind.In this context, the
CC/PP framework (Composite Capabilities/Preference Profiles) [48] has to be mentioned. A CC/PP profile describes the preferences of mobile users in addition to the
ordinary device capabilities. The main difference is that such profiles were created with
the ambition to understand the background of a user (user context). The profile is used
to decide which information should transfer in which format to a customer. CC/PP profiles are written in RDF/RDF Schema to enable interchange across different ’resource
description communities’. The idea behind CC/PP is to design the content once which
can be customized and delivered in different suitable formats afterwards. It reflects on
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the one hand the user preferences and considers the capabilities of (mobile) devices on
the other hand.
Another important approach which tries to describe general device properties, is the
Foundation for Intelligent Physical Agents Device Ontology (FIPA) [19]. FIPA represents more an abstract concept or frame-based structure to describe device capabilities
towards agent and agent-based applications. Thereby, content adaptation is again the
goal behind this approach. In the FIPA vision, a so-called agent which can be considered as a piece of software on a device is reasoning over the profiles. Different agents are
communicating with each other to get these profiles and to learn about the respective
abilities of the devices. For instance, it is necessary to clarify the size of a device screen
by requesting a corresponding agent ’A’, in order to adjust the image size which another
agent ’B’ wants to transfer.

4.2.2. Service Metadata
An applicable service description may be more complex compared to a device description.
Due to the mentioned advantages of RDF or OWL, an utilization of these languages for
service description may be more reasonable. A detailed description of a service in one
of these languages is yet beyond the scope of this thesis. Instead only important metadata of a Smart Item service will be investigated. Thereby, it has to be distinguished
between a description of a ’higher-level’ compound business service and a ’low-level’
enabling service. As described, enabling services represent services which run on the devices and cannot be decomposed further. Thus, such services can be regarded as atomic
services. In general, for both cases (compound or atomic service) a service ontology may
include behaviour of service, technical constraints and further information like
input, output, preconditions and effects (IOPE). A compound service is semantically richer than atomic services. For example, in contrast to the service behaviour
of an atomic service, the compound service behaviour also includes the atomic services
required for the specified composition.
In this context, another difference between compound and atomic services can be
found in the description of technical constraints which a service has. In the case of
compound services, abstract constraints like density for a service (e.g. a deployment
of service x at every 5 square meter) may be formulated. Such abstract constraints
have to be translated to concrete technical requirements for atomic services involved
in the composition. Thus, there is a correlation between technical constraints of a
compound service and the concrete technical requirements for the corresponding atomic
services used within that compound service. For instance, a density constraint like
’service x at every 5 square meters’ could result in a concrete deployment order like
’service a,b,c on 10 per cent of all nodes’. It is assumed that atomic services a,b,c are
required for the compound service x. To determine the abstract and concrete values,
additional information are needed. For defining abstract technical constraints like a
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Figure 4.7.: General Description Elements of a Compound or Atomic service

certain deployment density, the application context has to be considered on the one
hand. On the other hand, the translation of abstract to concrete constraints will be
influenced by the underlying system.
Hence, two functions fabstract and gconcrete may be in charge of such a so-called translation process. The first function fabstract would get a compound service x and the
corresponding application context as input and would generate an abstract value for a
technical constraint like density. The second function gconcrete in turn takes this output
of fabstract and additional system information (e.g. what kind of network, how many
devices etc.) and calculates the concrete value. Since atomic services needed for a
composition are working and communicating together, it makes sense that the function
gconcrete calculates for all atomic services the same value. An example of such a translation process is shown in Figure 4.8. This example refers to a possible scenario, where a
service x has to be deployed at every 5qm2 (given by the application context A). The
system S consists of a 100 qm2 field, whereas every 5qm2 contains 10 nodes, so that
40 nodes covers the entire field. Therefore the requirement ’service x on every 5 qm2 ’
results in a deployment density of 10 % for the atomic services a,b,c which are needed
for the compound service x. 4 of the 40 nodes needs to run this service x or service a,b,c
respectively, in every 5m*5m field one service instance.
Since the desired service-to-device mapping is deploying atomic (enabling) services
on devices, technical requirements of an atomic service also includes knowledge about
needed resource capabilities like memory, processor- and battery power. These kind of
information are necessary to decide if a certain enabling service is deployable on a device.
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Figure 4.8.: Translation Process From Abstract to Concrete Technical Requirement

Concrete values for required memory, processor and battery have to be determined
within the composition process (either manual or automatic). In the following, technical
requirements of an atomic service are explained in more detail.
Basically, a sophisticated atomic service description should distinguish between static
and dynamic hardware requirements. This distinction emphasizes that it is important to
know about the needed resource capabilities at run-time. For example, the total storage
memory or the CPU type which are required, may be fulfilled by a specific device(s). But
the needed main memory size and CPU usage at execution time might be insufficient,
i.e. if other services are also running. Again not all of these proposed attributes must
be involved within the mapping procedure. An operating system as an example does
not exist on all kind of devices.
Another characteristic which needs to be covered by a service description is the dynamic network change. The network itself is not really a device property, but its characteristics will be influenced by devices or their numbers. In our context, available
bandwidth as one crucial property has to be considered. The execution of a service
may require more bandwidth than currently available. A more advanced description
may also include other aspects of the underlying network topology. For instance it can
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be interesting to know how far away suitable devices are located from a gateway node
and/or which part of the location they reside in. An example is given to clarify the
meaning of this additional information.

Assumed that a service ’A’ should replace another service in a specific area within a
network. This task may be solved with a given group-ID as an additional ’technical’
(network) requirement of a service. Furthermore, it can be possible that new services
need to be mapped within given time constraints. Instead of distributing the service
equally across all devices, these services may be deployed on devices close to the gateway
server.

It was shown in this section how devices and services might be described. As a result,
a concrete device and service ontology was proposed to provide the basis for a service-todevice mapping. This introduced ontology or schema is part of the semantic knowledge
which a Global and Local Service Mapper provide.
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4.3. The Service-To-Device Mapping Algorithm
This section deals with the individual steps within a service-to-device mapping. The
general procedure is introduced with a more detailed description of the identified building blocks afterwards. Different data querying strategies are discussed, ’matching levels’
are defined and finally the update process of metadata in the GSM and LSM will be
explained. First, important prerequisites regarding the network model and group initialization have to be postulated before the actual algorithm will be described.

4.3.1. Network Model and Input Classification
A network is defined as a set of nodes (≈ devices) and edges between nodes to indicate
if two nodes are able to communicate directly with each other or not. Thus, such a
network G = (V,E) can be interpreted as a undirected graph with a respective node
set V and edge set E. As described in the previous chapter, one necessity to meet nonfunctional requirements like scalability is grouping within the network. A group can be
either characterized by the functionality it provides or by its devices.
Let the function gf denotes a group of devices. The index f refers to the functionality
f which the group member provide (in terms of running services). Further on, let α
stand for the group leader, and β for any group member. Then one important group
invariant which bases on the distance between any group member and the group leader
can be formulated as follows (e.g. in [28]):
gf = {β ∈ V : δ(β, α) ≤ H}
whereas H stands for the maximum number of hops between a group member β and the
group leader α. Besides the distance between group members in terms of hops, another
important parameter is the maximal number of group member. Such parameters are
difficult to determine and have to be chosen carefully. Nevertheless, it will be assumed
that a group consists of maximal N members:
|gf | ≤ N
It is a realistic assumption here that each node is aware about its 1-hop neighbors
and about their respective roles. A role might imply that a neighbor is either another
group member or a group leader or a member of another group. To enable the desired
group communication, the first initial step contains the group creation. Some approaches
regarding group generation have been developed. The group member discovery found
in [28] as one of the functions in group management is briefly explained here. The
main idea behind this discovery mechanism is to use a so-called 2-hop bordercasting to
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reduce traffic overhead. Due to 2-hop topology information, gathered by periodic beacon
signals, nodes are distinguished into bordercast nodes and non-bordercast nodes. The
first mentioned represents the minimal number of nodes which covers all nodes within
2 hops and only those are allowed to forward the message to other neighbors until H
hops are reached. A message which intends to build a group might contain functional
and non-functional group attributes and a unique group-ID. The group initializer will
receive the messages from potential group members and based on the message content,
it decides about the membership of nodes. It is possible that nodes will be excluded
from the arising group because of restrictions regarding group size or other attributes.
Those may start another group creation process in the same way, so that at the end the
network is divided into groups or so-called clusters.
The next step is to elect a cluster-head or group leader respectively which will be
responsible for its group. Several criteria have been proposed for an appropriate leader
selection. With respect to Smart Items and to the subsequent algorithm, the following
metric seems to be applicable:
1. Resource richness of a node: It is obvious that devices with sufficient resources
are more suitable as group leaders. The communication with a gateway like the
Local Service Mapper requires devices with strong capabilities (battery, CPU,
memory and bandwidth).
2. Degree of a node: Since the underlying network can be regarded as graph, it
is also important that a group leader is directly connected with a larger number
of other nodes (higher node degree). This implies that a node is connected with
multiple different nodes within the network and could be beneficial concerning
scalability.
3. Frequency: An important factor may also be the time difference between now
and the last time when a node was a group leader. It should be considered how
often a node is selected as group leader, in order to achieve a better load balance
among nodes.
An important prerequisite for clustering in MANETs is that the group members are
able to communicate with each other. That includes that even if a group consists
of heterogeneous devices like Laptop’s, PDA’s or smart phones, it should be possible
to communicate with each other through established protocols. Due to the specific
characteristics of a mobile ad-hoc network like the high degree of node mobility, the
ordinary routing algorithms used in the Internet, are not applicable anymore.
Basically there are two routing protocols which have to be mentioned for MANETs.
The position-based routing leverages information about the exact node position which
may be ascertained by a GSM receiver for instance. In contrast to the position-based
routing, the topology-based variant does not know any information about the exact location of nodes, but uses the direct proximity of nodes. Thereby, it will be distinguished
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Figure 4.12.: Routing Protocols in MANET
between pro-active and re-active routing. In the first case, needed paths between source
and target node are calculated in advance before any data packets are interchanged.
This approach benefits from the short delay time if real data needs to be send but has
the drawback of sending many control packets to determine the paths. The re-active
approach only calculates the concrete path at request time when data has to be transferred between nodes. Since less data packets will be send, the energy consumption of
nodes will be much less than in the pro-active case. On the other side, the delay time
before the first data packet is delivered to the target node is significantly higher with
the re-active variant.
Nodes have the ability to detect new joining or leaving nodes. In general, this is
guaranteed by data packets which are periodically exchanged between nodes. Such socalled ’hello-packets’ might also be helpful to assess the distance between the group
leaders and the gateway server. In Figure 4.13 one possible network partitioning is
shown. Normally there are only a few nodes which are directly connected to a gateway
server or a Local Service Mapper. Thus, the communication between a LSM and the
rest of the physical world will be enabled by these devices.
After the setup of the matching algorithm and needed prerequisites have been sketched
out, the introduction of an intelligent service-to-device mapping can follow. First, the
set of potential inputs for the algorithm has to be investigated. As described before, a
service composition process may be interleaved with the mapping process. Part of an
appropriate service composition might be a verification if these single chosen services can
run on certain device(s) with respect to their available capabilities. Thus, in general a
service mapping algorithm will get the single deployment task(s) of a deployment order.
Different input classes can be identified thereby:
1. deploy service on one or on a set of explicitly specified nodes
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Figure 4.13.: One Example of a Cluster Formation
2. deploy service on all given nodes
3. deploy service on n nodes or p percent of nodes
4. deploy on a set of ’best n nodes’
For the desired mapping procedure, these four request types are representing the different
kinds of input. Basically, the service mapping algorithm can be divided into three major
steps which will be explained in the following.
In accordance to the proposed three-tier architecture, it has to be distinguished between a global execution and a local execution step, whereas the local execution step in
turn is composed of two sub-steps.
(1) The global execution step has the goal to identify the local networks by means
of the Global Service Mapper. This identification process may vary and may include in
some scenarios the determining of target devices:
In the case where the target devices are given in the request, the GSM table is used
to detect first all local networks with the specific needed devices. The four introduced
request types above are good examples. Even if it is searched for the best n nodes or p
percent of nodes, it is known what kind of device has to be investigated. Thereby, the
search for local networks is supported by abstract device classes which are maintained in
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the GSM table as semantic information about these networks. As mentioned in chapter
three, an abstract device class may refer to a general PDA class for example or to all
mobile devices which would be mapped to corresponding mobile devices like PDA’s,
Blackberry’s and so on.

But in other scenarios, there might be no clear idea or information which devices
need to be considered for a new service deployment. In such cases, the descriptions of
services may be helpful as well, since it provides further semantic information about the
local networks. By means of given service descriptions, corresponding communities with
similar services running already might be found and analyzed to detect relevant devices
involved. For example, a new service which is part of ’facility safety management’ needs
to be deployed. Since local networks are associated with communities, the corresponding
community ’facility safety management’ is taken to detect potential local networks and
devices respectively. In summary, different semantic information, held in the GSM table
is used, depending on the precision of the request.

(2) Once the appropriate local networks with the required devices have been selected,
the local execution is followed by delegating the deployment task to the corresponding
local Service Mappers. A Local Service Mapper is then processing the actual mapping
by comparing the technical requirements of a service with the current device capabilities.
But before accomplishing this step, a snapshot of the current device landscape needs to
be drawn. In contrast to the technical service requirements which are send to a LSM, a
more sophisticated mechanism has to be found to retrieve the device profiles. Due to the
strict energy constraints in a mobile ad-hoc network and to avoid traffic overhead, the
cluster structure can be leveraged. The LSM delegates the received query to its known
group or cluster leaders who in turn start to collect the device profiles of their group
members.

(3) After the decision is made by the LSM that the service can be deployed, the result
is forwarded to a so-called Service Injector. As the name indicates, the Service Injector
is responsible to transfer the service executable(s) in terms of concrete possibly devicespecific code to the devices. In addition, the GSM and LSM table needs to be updated
after the injection process. This data has to be updated with new installed services
and/or reflect the changed device landscape.

In summary, the three building blocks of the intelligent service-to-device mapping can
be described as follows:
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The Service-to-Device Mapping Algorithm
1. global execution: identification of relevant local device networks
2. local execution:
(a) retrieval of current device profiles by delegating query to group leader
(b) matching of device profiles with technical requirements of given service
3. result forwarding and updating:
(a) forward the mapping result to a Service Injector
(b) updating the GSM and LSM tables with new deployed service or new
device landscape respectively

In the following, the organization of the local execution will be investigated in more
detail. It will be shown how the individual sub-steps of a LSM take into account the
characteristics of a MANET and the identified infrastructure requirements like scalability, flexibility and consistency. Finally, the description of a Service Injector and its role
completes this chapter.
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Figure 4.14.: Graphical Overview of Individual Algorithm Steps
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4.3.2. Querying over mobile ad-hoc network - Adaptive
cluster-based device discovery
A very challenging task is the distribution of queries within a mobile ad-hoc network.
Since sending and receiving of messages are the most energy consuming tasks (especially
if sensor nodes are involved), a scalable distribution mechanism needs to be developed to
allow the retrieval of current device profiles. Besides the existing resource constraints,
additional characteristics of a MANET have also to be taken into account. Due to
the mobility and unreliability of the network infrastructure, new devices may join or
leave the network during the query process. These both represent two dimension of
the new challenge which have also an impact on the expected result set. Query results
can be incomplete or may diverge from expectations. In summary, resource constraints,
mobility and unreliability of a MANET yield to the fact that classical query approaches
cannot apply for the desired profile retrieval or need adjustments.
In the following, query plans well-known from the database area will be investigated
more in detail to identify relevant approaches for our context. Query processing can
be split up into the query plan and query execution. The query plan is important to
ascertain how much computation will be shift into the underlying network and specifies
the participating nodes or their roles within the query plan. In general, there are three
different types of a query plan which are summarized in [17]:
• Quality-driven query answering: This includes the planning of queries with regard
to specific quality criteria which have to be fulfilled by the respective result set.
Thereby, it can be distinguished between content-based or technical criteria [32].
Availability, response-time, completeness and costs are typical examples for such
general criteria which may be required for the expected result set.
• Approximate query answering: In some cases, the building of a complete result set
would be resource and time consuming. Instead it is sometimes sufficient to get
approximate answers, especially for users of decision support systems who typically
investigate queries of exploratory nature. A frequent approach in the database area
is called Sampling [8, 37] which is used if such explorative queries ought to run
on very large databases, for instance a warehouse database. Another approach
is represented by the ’TOP N’ - queries where it is more relevant to retrieve only
the best N results instead of getting all possible results. A variant are the ’First
N’ -queries where the first N matching results are of particular interest.
• Adaptive query answering: In dynamic networks, it is very important to react as
fast as possible to topology changes. Hence, the continuous adaptation, i.e.
during query processing, is one of the biggest challenges in this context. Again,
there have been some efforts in the traditional database research. The RiverSystem [3] and Eddies [4] are only some examples which may be mentioned here.
The existing solutions yet have focused more on stable databases so far, embedded in
an Internet-based infrastructure. Besides, most of them emanates from a pure centralized
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architecture. The transformation of these drafted ideas into a MANET where the entire
network represents the database is still complex and challenging. Nevertheless, it will
be shown in the following how ideas behind these three query answering methods can
be reused to meet the new requirements.
The first two mentioned methods of query answering are driven by the expectations
regarding potential result sets. Normally, queries which have been optimized concerning
completeness and correctness, are called hoarding queries. Their ambitions are to collect
all result data, whereas the number of expected results can either be known and predefined or unknown and arbitrary. In contrast to the hoarding queries, so-called selective
queries are concentrating more on performance criteria rather than on completeness and
correctness. It is more relevant to receive results very fast than to have complete result
data. Such a classification of queries could also be relevant for the specific SII context.
Therefore in the following, it will be clarified in which of these query classifications
possible request types used within service-to-device mapping might be fit into.
Hoarding queries. In the Smart Items context, hoarding queries have the goal to
extract all given device profiles from the underlying network. Since smart devices are
mobile and the probability of failure is high, an exact match between predefined and
expected results is unrealistic. Thus, an appropriate procedure is required which helps
to overcome this uncertainty by indicating the completeness of results. However, the
term ’completeness’ has to be relativized due to the dynamic nature of MANET. New
devices may join or leave during the query processing, so that a complete and correct
result set cannot be expected.
Hoarding queries are subclassified into unique queries and representative queries. As
the term indicates, unique queries refer to data which sparely occur within the network.
The search for one or a set of explicitly specified nodes like PDA ’A’, PDA ’B’ and PDA
’C’ may represent such a unique query. In contrast to such an unique query, the service
deployment on all given nodes, leads to a representative query. In both cases, an almost
complete and correct result set is preferable.
Selective queries. Besides hoarding queries, there is a second class of queries where
fast results or results with a particular quality are rather desirable than result completeness. In the Smart Items context, this means that either device profiles which fulfill a
particular quality are required or a specific number of device profiles has to be quickly
transferred.
Hence, according to hoarding queries the so-called selective queries can be divided
into two sub-classes. TOP ’N’ queries expect the best N results of a respective result
set, whereas First ’N’ queries are interested in the first N results. In the first case,
the quality of the received result set is higher, whereas the latter case takes rather the
performance into account. First ’N’ results are not sorted regarding quality with the
consequence that the best results might not always be found. Therefore, selective queries
can be interpreted as an approach for approximate query answering in a mobile ad-hoc
network.
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Figure 4.15.: Different Query Types Within the Mapping Procedure
Queries like ’deploy service x on first n nodes or p percent of nodes’ are an example for
such First ’N’ queries. In contrast, the search for the best n devices regarding resource
capabilities is an example for a TOP ’N’ query.
The classification of queries was a first necessary step regarding an appropriate query
plan for retrieving device profiles. Next, dependent on the request type different strategies will be employed to guarantee a scalable and so-called adaptive cluster-based device
discovery. In general, the procedure can be described by following three building blocks:
1. Identification of clusters which contain requested devices
2. Assignment of priority: After the identification of the proper clusters, the distribution of the query needs to be organized. A priority assesses a ranking for the
query forwarding to the group leader and indicates from which group more relevant
results 11 are expected.
3. Detection of a dynamically changed device landscape: New device profiles have to
be added in the result set if new devices are joining the network. Similarly, device
profiles from devices which are failing (leaving the network), have to be removed
from the result set.
These three algorithm steps apply to possible queries to be distributed across the network. Yet, the concrete execution of the first two aspects is based on different strategies
11

relevant results in terms of quantity (how many results) and quality (how good are the results)
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and dependent on the possible query type, sketched out above. In this context, first
hoarding queries (unique and representative) are investigated with respect to appropriate strategies. Unique queries refer to devices which rarely exists in the device landscape.
The following strategy may be pursued to execute unique queries in an efficient way:

1.Strategy → Unique queries
• groups with the most requested (specific) devices
• groups close to the Local Service Mapper (gateway) in terms of hops
• groups with the strongest resource capabilities
• parallelism (regarding query distribution)
• group leader with high available bandwidth

First, it is important to identify those groups which contain most likely more significant
specific devices requested for. So the absolute number of group members is not relevant,
but the relative number of group members which belong to the specific device class
is crucial. As next priority the distance from the group to the gateway has taken
into account. Since the uniqueness of devices or their marginal occurrence within the
network respectively, the risks of data loss ought to be reduced. This can be achieved
by selecting groups which are close to the gateway, so that data packets need fewer hops
to reach the Local Service Mapper. Furthermore, stronger groups regarding current
resource capabilities might be chosen. By the same token, parallelism should be avoided
because parallel processing may provoke the loss of data packets or the failure of ’poorly
running’12 devices. The current network status regarding the available bandwidth is
playing a less important role for unique device profiles and should be considered at the
end.
For representative queries which target in general all kind of devices in the network,
a different strategy has to be developed. Following priorities ought to be pursued consecutively:

12

poor running in terms of less resource capabilities
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2.Strategy → representative queries
• groups with the most (non-specific) devices
• parallelism
• group leader with high available bandwidth
• groups with the strongest resource capabilities
• groups close to the Local Service Mapper (gateway) in terms of hops

In contrast to the first priority in the first strategy for unique queries, the absolute
number of devices which a group contains is relevant. Since a representative overview
is required, no distinction between specific device types is needed anymore. Parallelism
and high available bandwidth should be used to enable a fast transfer of a potentially
large amount of device profiles. At this point, it will be obvious that a strict separation
between completeness and performance cannot be made. Even if complete results are
required, response time must be taken into account. Resource capabilities and the
distance of single groups to the gateway are playing an inferior role compared to the
first strategy. The loss of single data packets could be accepted since the request includes
all kind of devices or at least a bigger number of devices.
These first strategies try to organize efficiently the distribution of hoarding queries
in a mobile and unreliable network. Similar considerations may be possible for selective queries which target more the performance than the completeness of expected
results. Strategies regarding TOP ’N’ and First ’N’ refer to an appropriate preselection
of identified device profiles. In contrast to the introduced strategies for hoarding queries,
procedures for selective queries also include a more intelligent behavior and cooperation
of group leaders. In general both kinds of selective queries can follow the procedure:

3. Strategy → selective queries
1. group leaders request device profiles from all their group members
2. group leaders preselect received results, either the best N device profiles (TOP
’N’) or the first N results matching the query (First ’N’)
3. group leaders forward preselected result set to LSM which in turn selects the best
N results overall

64

4.3. The Service-To-Device Mapping Algorithm
The utilization of the capabilities of group leaders results in shifting the computation
further down in the network and ensures in the case of TOP ’N’ queries that the results
are correct. The disadvantage of this third strategy is that a lot of information (device
profiles) have to be exchanged on the one hand and on the other hand many device
profiles are discarded. This third strategy can be applied on the lowest hierarchy level of
the Smart Items Infrastructure - the group leader level. The step before it, identification
of proper group leaders might be realized by employing the first mentioned strategies or
a combination of both.
In summary, the three proposed strategies consider nature or intension respectively of
possible queries which can be applied within the desired service-to-device mapping. The
realization of a scalable and efficient query execution to extract devices profiles is also
supported by the principle of a ’weak-consistency’. This means that the current devices
landscapes will not be permanently monitored, instead the current state is drawn at the
time of the request. Meanwhile the LSM repository may contain old and invalid data.
However, this will not affect the mapping procedure, because it only needs the current
data at the time of action. The questions how to detect an unflavored situation which
may arise during the life cycle of device networks will be given in the next chapter.

4.3.3. Matching
The actual matching algorithm is defined as a procedure which requires as input both,
the technical service description and the current device capabilities. Since the previous
subsection pointed out how to extract the needed device profiles, the actual mapping
can start. Let DCap be the set of all retrieved device profiles from the network. A device
profile is accepted as element of a matching set if and only if all technical requirements
of a service stec are fulfilled. Let be match(stec , DCap ) the function which compares this
set of device profiles with the technical requirements of the service to be deployed. Then
formally, a matching set can be defined as follows:
match(stec , DCap ) = {d ∈ DCap |stec ⊆ d}
Since values of stec have to be compared with values of d, the decision whether a device
profile is part of the matching set can be made easily. In contrast to this ’simple’ value
matching, the comparison between device profiles is more challenging. It is obvious that
in some scenarios an intelligent service-to-device mapping must find the so-called best
match within potential device candidates. Therefore it should be possible to determine
a kind of quality for each of the device profiles:
x ≤quality y ⇔ ’y has stronger resource capabilities than x’ x, y ∈ DCap
For two given device profiles the determination of quality is not trivial, but it needs
to follow certain rules or metrics. In other words, it has to be defined when a device
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profile x is qualitative more valuable than a device profile y (regarding given service
requirements). Consider the following problem with d1 , d2 ∈ DCap which might appear
during the reasoning process about the best match:

memory(d1 )  memory(d2 )
battery(d2 )  battery(d1 )
The memory of device d1 is less than the available memory of device d2 , but the remaining battery power is higher than for device d2 . Which device profile will now be preferred
and chosen to deploy a given service? An appropriate numeric metric can be the solution which assesses single resource attributes with a certain weight. These weights
are multiplied with their corresponding resource attributes and summed up afterwards.
Resulting numeric values correlate directly with the quality of a device profile, i.e. the
higher the value is the higher is the quality of a device profile. Based on the identified
hardware characteristics of a device (see also device ontology in section 4.2), a potential
metric could look like as follows:

1. ResV ald = CPU load ∗ w1 + memory ∗ w2 + battery ∗ w3 + connectionspeed ∗ w4
2. w1 + w2 + w3 + w4 = 1
To determine the best match, such a metric function is employed to all retrieved device profiles. The result is a set of numeric values from which the maximum will be
chosen. This maximum value correlates to that device profile which represents the highest quality regarding current resource capabilities. Dependent from the used devices and
applications, the concrete value for several weights can be chosen. For some devices and
applications, memory is a more relevant requirement, so that memory will be assigned
with a higher weight w2 for instance. It should also be mentioned, that this metric
can easily be modified to cover other important device or application-dependent issues.
Further on, metrics in general need normalization since they are measured in different
units and are not comparable. In case of tie, a randomized mechanism may select one
or more of the candidate devices.

4.4. Service Injector
Once a positive decision (’service is deployable on device’) is made, the results need to
be forwarded to a so-called Service Injector. As the name indicates, such a component
is generally in charge of starting the service on the device. A Service Injector can be
regarded as a piece of software or framework which manages the life cycle of services.
In general the tasks of a Service Injector can be described as follows:
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• service installing
• service start
• service update
• service stop
The major primary task of the Service Injector is transferring of concrete service code
to the picked device(s). This is accomplished by accessing a programming or injecting
service on the device that receives and installs the code. Such an install component on
device-side can either be again a single standalone software or cooperates with other
install components in order to distribute the service executables. Especially if a gateway
node cannot reach all chosen devices for a required service installation, such install
components on the nodes have to communicate with each other. After installing the
code, the service will be in an inactive state as long as the programming service receives
a wake-up signal send by the Service Injector. Then the service state is changing to
an active state and the service starts to run. In a similar way, the Injector organizes
updating and stopping of services.

Composition
Plan

Service Mapper
Service-toDevice
Mapping

Composition
Plan
Verification

Service
Service Injector
Injector

Devices

Figure 4.16.: The Role of a Service Injector Within the Entire Architecture

67

5. Reconfiguration / Remapping
This chapter tries to explain how a reconfiguration of a running system could be established. Reconfiguration basically means relocation of services to achieve a better device
exploitation. Ideally, this process should be executed automatically with minimal user
interaction. Such so-called remapping can be triggered by several events which are explained in the first section of this chapter. Then important prerequisites for relocation of
services including the service state are explained afterwards before finally the individual
remapping steps are introduced and explained in more detail.

5.1. Motivation
Several scenarios may result in relocation of services. In this work, it will be distinguished
between three scenarios which are explained in the following:
1. From the enterprise point of view, it is of particular importance to support continuation of operation as much as possible. The goal is to guarantee continuation
of system operations when one or more nodes fail. Hence, the system should be
able to detect vulnerabilities in advance. System vulnerabilities may occur when
devices are running out of resources like memory or have a low batter status for
instance.
2. New powerful devices may enter the network providing sufficient resource capabilities which can be used for a better load-balancing within the network. For instance,
a supply chain management (SCM) service on a PDA could be transferred to a
Laptop which just enters the network. Thus, a changed device landscape may also
result in relocation of services.
3. Even if the device landscape has not changed, it is sometimes preferable ’to switch’
to more powerful device available in the device network. The goal in this case is
to achieve a better performance at execution time.

5.2. Service Mobility and Remapping Stages
Before enabling remapping of services at runtime, it has to be clarified whether a concrete service instance is actually movable. Hence the service description must contain
additional information about its dependency to devices or other criteria like location.
Thereby, it should be distinguished between different degrees of service mobility:
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4 phases at runtime
Monitoring

(Re)
Mapping

Injection

Operation

Figure 5.1.: Overview About General Phases of Service (Re)-mapping
1. fixed : In this case, remapping or relocation of services cannot be realized.
2. movable: In this case, the whole service instance can be moved from one to another
node. Relevant data associated with this service, i.e. the service status, has to be
moved together with the executable of the service.
3. partly movable: This option does only apply if a service is composed of different
interacting parts. A service description refers to multiple constituting services that
can be transferred as a ’single unit’. Again, relevant data for one or multiple parts
of a service to be moved, have to be taken into account.
Since relocation of services may be regarded very similar to the initial mapping, the
same component which is responsible for the service-to-device mapping can be used to
realize the remapping. From an abstract point-of-view, a remapping process cannot be
distinguished from an initial mapping. In both cases, four stages can be identified: (1)
monitoring, (2) mapping, (3) the injection and at the end (4) the actual operation of the
service (see also Figure 5.1). But if remapping is contemplated, it will be obvious that
further activities have to be accomplished than in the initial mapping. In the following,
important differences between the initial mapping and remapping will be explained in
more detail.

5.3. Service State and Remapping Definition
More sophisticated challenges have to be coped with than a simple expansion of service
descriptions which informs about the possible mobility of a service. A trivial service
remapping would include the termination of the service on the source node and the
redeployment on the new target node. But in the most cases, it is required to save the
current state of a running service. The term ’state of a service’ refers to all relevant
data which may be associated with the service to be moved. Therefore three important
questions have to be considered in order to enable transmission of a service state:
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1. What relevant data have to be transferred regarding the service to be moved ?
2. How should the data be saved for future recovery on new nodes?
3. How can the data be interpreted by another node device ?
Before answering these questions, the following informal definition of the remapping for
a given service x which is running on a given device y, can be given:
Requirement: Both, proper service executable(s) and current service state of x need
to be deployed on new possible target node(s) z.
Definition of Service Remapping:
A subset z 0 of potential target node(s) z
is chosen regarding some given system and application constraints. Service x will be
deployed on z 0 and the state of x will be restored on z 0 . The service instance on the
’original’ source node will be stopped and removed.
To answer the first question mentioned above, it is necessary to know how a service
can look like. Only if there is an imagination about these services running on devices,
it is possible to determine which data must be considered for relocation. Assuming an
aggregation service like ’average temperature’ is supposed to be moved to a new target
node. Then it would make sense to save and to transfer the last calculated value to
the new device chosen. In contrast to a single value, it also would be reasonable to
transfer the whole temperature history of the service. This information can be added to
a semantically rich service description.
A specific data-file may be used to save relevant data which have to be moved to a
new device. This data-file could also be continuously filled with data during the service
execution to enable a possible reconstruction of the history. In either case, it should be
ensured that any kind of relevant data is stored in this data-file at the time of service
remapping. Ideally, like a commit-process known from traditional database transactions
a process as part of the remapping procedure should be in charge of checking data for
consistency and saving them in the data-file. The drawback of this mechanism is the
additional memory space which is needed for a data buffer. Due to memory limitations
of small devices, such a buffer will not be applicable in most cases. Further on, such
a data buffer could be very large, so that a transmission of large data packets would
result in a higher workload for the network. Hence, it has to be tradded off between
expensive state transmission or a trivial transfer where only the service executables are
transferred. The trade-off could result in different behavior for different services. The
developer may use the description of a service x as one example to define if the state of
x will be part of a possible relocation.
The last question mentioned above refers to remapping across different device types.
The definition of remapping given above does not exclude service transfer between different device types. So it could be desired to relocate a service from a PDA to a Laptop.
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Source device
Memory
Service X
data
file Y

Service Y
Service Z

data
file Y

Service
Repository

Target device
Memory

Service Y

Service R
Service S

Figure 5.2.: Example of a Remapping Procedure for a Service Y
This flexibility requires the selection of proper service executables which should be able
to interpret the service data which can be found in the data-file. The correct interpretation of relevant service data which may be part of service remapping is challenging and
a non-trivial process. A correct interpretation of service data includes the support of the
corresponding data types and should consider different opportunities of data presentation. For example, a Laptop usually has a bigger display size with a higher resolution
than a PDA display. The data transferred from the PDA may be shown by a more
sophisticated presentation format, e.g. via a data graph. Two general approaches might
help to overcome the translation of different data formats:
1. Service remapping is only allowed between same device classes. This is a very
strict solution which compromises flexibility for complexity.
2. A translation service which translates the given service data into an appropriate
data format which is supported by the target device. For this purpose such a
translation service will use the service description of the chosen service executable
to identify which data transformations are required.
A comprehensive investigation of a translation service is beyond the scope of this work.
Instead it will be concentrated on the first approach.
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5.4. Cluster-based Remapping
5.4.1. Remapping Scenarios
As mentioned in the first section of this chapter, there are several reasons for remapping.
In this context, the following two scenarios will be investigated in more detail:
1. A device is running out of resource capabilities, e.g. memory or battery. Important
services on this device need to be relocated to one or multiple different devices with
more sufficient capabilities.
2. A new or changed device landscape enables or forces a reconfiguration of the system
regarding a better resource utilization.
The first reason requires a monitor-service installed on all devices which send an alert
or notification if device resources run short. A new device landscape could include one
or more new powerful devices which lend themselves as new service providers. Heavy
weighted services on ’poor running devices’ can be transferred to these more capable
devices, in order to achieve a better load-balancing within the network.
Besides, remapping can be conducted in specified intervals as part of a global monitoring initiated by a Global and Local Service Mapper respectively. Such a global
monitoring could check if other defined system constraints are violated. For instance, it
may be preferable that certain clusters obey certain invariants. Thus, so-called clusterinvariants clIN V can be introduced as a possible example for a system constraint.
There might exist some areas within the device network which represent more crucial
functionality (important services) than other clusters. To ensure a stable environment a
possible cluster-invariant for such ’crucial clusters’ could contain for instance an battery
threshold the cluster members should not fall below.
In general, different quality of service attributes can be defined for one or more clusters
which will be observed in regular intervals. The violation of certain QoS attributes can be
another reason for a service remapping. In the context of mobile wireless networks QoS
can refer either to ’service level attributes’ or ’resource level attributes’ [27] which usually
influence each other. On service level reliability and performance can be mentioned,
whereas on resource level CPU load, memory, bandwidth and battery represent typical
attributes. Reliability or performance of a running service will be strongly dependent on
the current resource capabilities. A lower battery status which increases the probability
of device failure in near future may indicate that the expected reliability of a service
needs to be reduced.
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5.4.2. The Service Remapping Algorithm
The remapping algorithm based on the cluster-based infrastructure is divided into two
general steps with two required input-parameters. One part of the input is a certain
service on a given device which needs to be relocated to another device. The other
part of the input is represented by so-called remapping predicates (see subsection 5.4.3)
which also have to be considered during the remapping process.

The Service Remapping Algorithm
1. determining the target device:
(a) retrieval of device profiles send by selected group leader (similar to step 2a of
initial mapping)
(b) consideration of remapping predicates
2. actual service remapping:
(a) proper service executable is deployed at target device
• transfer of service status (optional)
• usage of appropriate metrics to avoid frequent alternating remapping
(b) stopping/starting of service on source and target device respectively
(c) removal of service executable at source device

To prevent a resource-consuming remapping-process with higher communication and
data traffic, services are rather supposed to be relocated within the same device group
than an expensive service relocation from one to another network edge. In all remapping cases, the group leader is in charge of collecting current device profiles from all
of its group members. Again, it will then forward these profiles as one data packet to
the Local Service Mapper which in turn performs the actual service remapping. This
retrieval of device profiles does not differ from step 2a) of the local execution of the
initial mapping. Then, based on the remapping predicates, a LSM first determines one
or more appropriate target devices and transfers the service executable from a given service repository to the chosen target device(s) afterwards. As mentioned in the section
before, it will optional initiate the transfer of the service state which is contained in a
corresponding data format, e.g. a file. Finally, it induces the start of the new service
executable on the target device, whereas it sends a stop command for the service on the
source device. The actual stopping of the service on the source device is accomplished
after the transfer is finished. Especially services which are installed to detect or to avoid
dangerous situations, need to be continued until the replicated service is ready to take
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Sub-steps of Remapping
Determining the
target device(s)

Service stop/start on
source/target
device(s)

Transfer of service
code and status

Removal of service
code on
source device

Figure 5.3.: Sub-steps of Remapping
over control. In the following, a more detailed explanation of remapping predicates and
rules is given.

5.4.3. Remapping Predicates
Technical requirements of a service which have to be always fulfilled, can be interpreted as
standard remapping predicates. Additional remapping predicates can contain the origin
predicate of the initial mapping, cluster-invariants like mentioned above and location
constraints etc. For example, if the initial mapping did require the selection of the
best devices, an appropriate remapping process will try to determine the most powerful
devices again. Thereby, the system user can define if the most powerful devices of the
group should be regarded or in general all devices which would again require a complete
scan of the device landscape. So, relocation of a service may not always be realizable
within a group. If the remapping fails within the group, location constraints as another
example for remapping predicate can determine that a service will be moved to a device
of the closest neighbor group.

5.4.4. Remapping Rules
Remapping requires sophisticated rules to be obeyed to avoid frequent alternating remappings. Relocation of services from a device ’X’ to a device ’Y’ may lead to a situation
where device ’X’ becomes idle, whereas device ’Y’ would be busy. Now remapping could
be again triggered by the system, in order to unload device ’Y’. Idle device ’X’ may be
chosen as new target device so that services are transferred from one to another node and
back. Such a frequent alternating transfer of services between devices must be avoided
by means of appropriate remapping rules.
The basis of the following so-called remapping rules may be a numeric metric or every
other metric which creates an partial order of device profiles. Let function fnum (d) be a
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function like the one introduced in 4.3.3 which assigns a device d to a numeric natural
number based on weighted resource attributes. The variables sd and td refer to the
source and target device respectively, whereas id represents device profile. Without loss
of generality, it is assumed that the target device should be optimal concerning resource
capabilities and remapping is realized within a given group G. Now a first example of a
remapping rule may be proposed:

1.
2.
3.
4.

fnum (sd ) = a, a ∈ N
∀id ∈ G : fnum (id )
fnum (td ) = max{fnum (id )} = b, b ∈ N
if ((b − a) > δ) {remapping(sd , td , xservice ); }

In the first step, the natural numbers for the source and target device is determined
based on the numeric metric fnum . Since it is preferable to choose the device which has
the strongest remaining resource capabilities, the target device is supposed to have the
highest value (see step 3.). To solve the problem of a frequent alternating remapping
process, step 4 is introduced. Thereby, remapping is only realized if and only if the
difference between calculated values of source and target device is bigger than a defined
threshold δ. Otherwise, if the condition in step 4 is not fulfilled, a remapping will not
take place. By choosing a bigger value for δ, it can be guaranteed that a remapping will
only be accomplished if one or more devices with significant superior resource abilities
than the source device exist.
Alternatively, another remapping rule could observe how frequent a device was involved in a remapping process. To avoid alternating remappings, a source device can
only become a target device again if and only if a certain defined time has elapsed.
Thus, every device may possess a local timer Tremapp which indicates the last time when
a device was involved in a remapping process. In contrast to a local timer, it is also
feasible to have a global timer which will be observed by the Local Service Mapper. In
both cases, such a timer has to be reset after each remapping. Now if one device is
chosen as target device, first its local timer will be compared with a defined δT ime :
if (sd ≤quality td && Tremapp (td )  δT ime ) {
remapping(sd , td , xservice );
reset Tremapp (td );
}
Both introduced remapping rules may also be combined to ensure an efficient remapping. In summary, remapping of services includes many aspects to be considered which
are often difficult to identify and usually dependent on the respective application. Service state, remapping predicates and rules can be addressed or defined different for each
application.
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6. Related Work
In the following chapter, a service-oriented model for wireless sensor networks, developed
by the Virgina Tech University [15] will be briefly presented as related work. In this
work, a general service-centric wireless sensor network model (WSN) is proposed which
represents a flexible framework for ’expressing and evaluating capabilities, functionalities, management, behavior and evolution of a WSN’. In [15] WSNs are mission-oriented
where sensors collaborate together via services to accomplish a mission. A service is an
’organizational unit’ that may encapsulates either data or a set of operation with a
programmable interface.

6.1. Service-centric Wireless Network Model
The service-oriented WSN model builds up on important assumptions regarding the
underlying network:
1. Sensors may be anonymous without a unique identifier.
2. Several sensors are able to create a region or group.
3. A region is a collection of sensors which collaborate together to provide a certain
service.
4. Each sensor belongs to exactly one region.
5. A region has an unique identifier or address.
6. Communication among regions is based on given addresses.
Based on these assumptions, a new five-layered service-centric model is purposed (see
also Figure 6.1). The important goal of this approach is to find the optimal sensor configuration for a certain mission. A mission determines the overall functionality of a WSN
and can be interpreted as high-level goal which needs to be achieved by collaborating
sensors. A mission can be decomposed into a set of services. One of these services in
turn may be broken down into a collection of services which will run in a certain area.
To define now a efficient and applicable sensor configuration for a given mission, the
objectives of a mission need to be translated on device (sensor) level. This translation
of quality of service (QoS) objectives requires a more sophisticated investigation on
different layers of the service-centric model. The QoS objectives on mission layer will
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Figure 6.1.: Example of Five Levels of Services

be mapped through the neighbor layers until QoS objectives on capability level can be
identified for the given mission. The capability layer refers (as the name indicates) to
the capabilities of individual sensors. In [15] a capability is defined as a ’unforgeable
data structure for a specific resource’ of a sensor, e.g. energy.

6.2. Layer Mapping
A so-called layer mapping between the mission layer and the capability layer will be
enabled by four different planes or functionality sets on each of the layer. First of all,
the application plane has to be mentioned. It includes all important basic functions like
raw data collection and processing to support WSN services. The communication plane
summarizes messaging and data exchange functions, whereas the management plane is
introduced for security reasons like service access or authorization. The last plane is
represented by the generation learning which collects information based on the current
missions for the next generation of sensors.
In [15] a fuzzy logic is used to express a QoS objective on mission level. Since this
level connects human interaction and the WSN, linguistic values like HIGH, LOW and
MEDIUM provide an appropriate formalism to express the mission. Based on this
formalism, the mapping process or the so-called defuzzification procedure respectively
may be performed by using a context-free grammar or Backus-Naur Form (BNF). Such
a grammar may be used to define a sequence of operations which will be performed
with a given start symbol (e.g. a received message). The grammar can be applied on
every layer, beginning from the mission layer, over the region and network layer to the
capability layer. A detailed description of a mapping by using a context-free grammar is
yet beyond the scope, instead a simple example of a possible decomposition of a mission
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Figure 6.2.: Example of Five Levels of Services

to needed capabilities of individual services is given in Figure 6.2.

6.3. Similarities and Differences
The main idea of the service-centric model found in [15] was the distinction between
the high-level goal of a WSN expressed by mission services and the low-level specific
capabilities of individual sensors expressed by capability services. This approach is
very similar to our solution. Since the SII context is focusing on business applications,
business services can be seen as equivalent to mission services which have a more general
character. Decomposition of services is required to translate QoS objectives on mission
level to corresponding QoS objectives on device/capability level. This mapping process
conforms to our translation process introduced in 4.2.1., where technical requirements
of a compound service (like density) needs to be mapped to technical requirements of
atomic services used in the composition. To use the terms found in this related work,
our solution includes the application context and the system constraints as planes on
’compound level’.
The main difference to our approach is that the mapping process describes a process
which targets an efficient sensor configuration for a certain mission (service). It does not
include an intelligent service-to-device mapping where the actual service deployment on
devices is organized. In this context, an mapping algorithm has been developed which
considers resource-constraint devices within a mobile and unreliable device landscape.
In contrast to [15], this thesis work also introduces a cluster-based remapping algorithm
where services will be relocated at runtime if certain (unflavor) situation occur.
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7. Summary and Future Work
This diploma thesis purposed an intelligent service-to-device mapping within a serviceoriented enterprise architecture. Future enterprise systems will be characterized by socalled services which basically represent piece of software with a well-defined interface.
A service interface describes the behaviour and needed requirements of a corresponding service with the ambition to hide implementation details. Several variants of an
implementation may exist for one service description. In this context, standardizations
may help to support service exchange between companies so that new application can
be generated by integration of existing software or services respectively. Another major
characteristic of future enterprise systems will be that business logic will not only run
on strong backend systems. The introduction of more powerful smart devices like motes
equipped with sensors, PDA’s, Blackberry’s or embedded systems allows to push business logic (in terms of running services) down to these smart devices. Smart devices will
be able to communicate with each other in order to achieve certain business goals or
they should immediately inform responsible employees if an unflavored situation arises.
Even if there are already ’smart systems’ like sensor networks in warehouses etc., these
systems assume either pre-installed devices or are restricted to one device type. It is still
difficult and expensive to deploy new services on a huge range of heterogeneous devices.
Therefore these systems do not provide that kind of flexibility which is required to react
efficiently to new business applications.
Our proposed intelligent service-to-device mapping intends to overcome this lack by
ensuring a seamless service deployment in a heterogeneous device landscape. Thereby,
it was shown that specific characteristics of the underlying device network like resourceconstraint devices as well as mobility and unreliability of devices have to be considered
during the service mapping. Further on, it was explained how to determine a so-called
’best match’ which refers to the most strongest device regarding available resource capabilities. Finally the process of the actual code transfer and service installing by means
of a Service Injector was pointed out. This diploma-thesis has also introduced the idea
of service remapping which basically results in relocation of running services. It was
presented how continuation of system operations can be guaranteed even if an unflavored situation, e.g. low battery status or a device failure, cannot be avoided. To enable
an intelligent service-to-device mapping or remapping respectively, an appropriate mapping infrastructure is required to close the gap between the digital and physical world.
Therefore we also proposed a three tier mapping architecture to meet non-functional
requirements like scalability. In this context it was shown how an enterprise may organize in a scalable way the huge amount of data (in terms of devices and services).
It was explained what kind of metadata and additional semantic data each tier should
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maintain. Thereby, it was clarified how such a so-called light-weighted semantic overlay
may help to facilitate an intelligent service-to-device mapping.
A major task for the future is the integration of service composition and service
mapping. As described in this work, first appropriate services have to be identified
which can communicate and cooperate together. The composition of services which
should fulfill a certain business goal was not addressed here. An important prerequisite
for service composition is a precise categorization of services. In this work, there was
a first approach to classify services into three categories (business, enabling and device
services). A more deeper analysis is needed which may result in different and more
service classes than suggested here.
Further on, another interesting future work may deal with the transfer of a service
state within a remapping process. This work has focused on general solutions to ensure
that relevant service data are available after the relocation of the concrete service code.
It has to be investigated what kind of data are really part of a service state and when
which transfer technique has to be performed. Therefore concrete applications or set
of needed services respectively need to be observed, so that relevant service data and a
concrete transfer process can be listed for each class of service.
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A. Implementation (Possible
Embodiment)
This appendix explains a possible OSGi implementation of the service-to-device Mapper.
For our existing prototype, appropriate devices are used to realize the three-tier mapping
architecture which was introduced in section 3.3. Several OSGi bundles are installed
on each of these devices and are managed by the OSGi environment. The bundles
communicate with each other to implement the service-to-device mapping described in
subsection 4.3. First of all, a brief overview about OSGi and its main concepts will be
given.

A.1. OSGI
The Open Services Gateway Initiative [39] is an independent worldwide organization,
founded in March 1999. About 40 member companies as of April 2005 belong to the
OSGI alliance like IBM, Intel, Sun, Oracle and so on. OSGI may a possible implementation for a Service Injector as described in section 4.4. It is a Java-based framework
or Service Container respectively, but more lightweight compared to other containers
with similar functionalities, e.g. EJB or Servlet Container. OSGI can be employed for
developing remotely deployed service applications that require:
1. reliability
2. large scale distribution, e.g. to pervasive network devices
3. support for a wide range of devices (e.g. Smart phones, PDA, TV-set box, PC)
4. collaboration, e.g. sharing of services and java packages in a controllable environment
In an OSGI container, applications are packaged as so-called bundles which are usually represented by common JAR files. Besides the class files which a JAR file normally
contains, it also includes a file called manifest-file with all necessary meta-data. An
OSGi container supports and manages the life cycle of bundles as expected from a Service Injector. In addition to these basic functionalities (install, start, update, stop,
uninstall), OSGi also provides a registry for services with a notification mechanism.
Such registry can be used to track or find appropriate services, i.e. for collaboration
between services within different bundles. Thus, it can be employed as an open remote
management architecture. Further on, there is a strict separation of specifications and
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implementations. A specification of a service may be mapped to multiple implementations depending on the resources or capabilities of the hosting devices. For instance a
Log service can be implemented for different devices, e.g. Log-to-file, Log-to-printer or
Log-to-remote server.
The advantage of the OSGi-framework is that bundles can be deployed to the container dynamically without restarting the container or the Java Virtual Machine (JVM)
respectively. Further on, it is possible that bundles interact with each other by accessing
proper services defined within the bundles. The problem in the past was that different
OSGI vendors required different runtime requirements for their products. The execution
requirements varies from PersonalJava v1.1 to J2SE. To overcome this drawback and to
standardize the runtime requirements, the latest OSGI Service Platform specification
(Release 3) was developed to facilitates the choice of the right OSGI product by the
application developer.

A.2. The Prototype
The class diagram shown in A.1 describes the implementation and shows which device
possesses which bundle (service). Please note that other devices could be used to deploy
our OSGi based prototype. The given description describes the particular devices that
were used to implement the demo scenarios explained in the following section.

Laptop
A powerful Laptop represents the Global Service Mapper (GSM) in our existing prototype. On this device a GSMBundle is installed which is in charge of starting the service
mapping and deployment. This is realized by calling a jsp (Java Server Page) which
displays the GSM metadata table (shown in A.6).
A user, which may be an administrator, can first explore on this jsp-page what kind
of devices and already installed services exist in the given local networks. Then the
user may select services and devices from a given list. This selective list shows all
available devices which exist in an enterprise (within different local networks) and all
services inserted in a service repository. The user has the opportunity to either start
the service deployment on all devices of a device type (e.g. PDA) he has chosen, or
to deploy the chosen service on the best device of a specific device type. In the first
case, the service-to-device Mapper would investigate if the technical requirements of a
service can be fulfilled by the current device capabilities. In the latter case the mapping
component would detect the most powerful device regarding available resources. A click
on a ’check and deploy’ button starts the service deployment (as described in the first
case). Accordingly, a click on a ’check and deploy on best device’ button would start
the identification of and the service deployment on the best device.
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Figure A.1.: Class Diagram for the OSGi Implementation of the Mapper

This process reflects the first step of our mapping algorithm - the global execution
- outlined in 4.2.1. The identification of local networks, devices and services respectively can be either done manually by an administrator as described above or within an
automatic process.
Stargate
The Local Service Mapper (LSM) is represented by a Stargate Server which is a smaller
device with regard to computation power, CPU and memory. This kind of device is a
gateway which receives the deployment request from the GSM and then conducts the
actual mapping. For this purpose, a corresponding LSMBundle has been installed on
the Stargate.

83

A.2. The Prototype

Figure A.2.: Possible JSP-page for GSM Table Before Service Mapping

After the administrator has started the service deployment, the input parameters:
service name, device type and deployment mode (all or best device) will be transferred
within a message to the Local Service Mapper. The LSMBundle first receives the input
parameters. Then this bundle opens a connection to the service repository to retrieve
the corresponding service description file which informs about the technical requirements
of that service. Such a description file may be an xml-file (service.xml); an example can
be found in 6.2. Other representation formats are also possible. The needed service
repository is simulated as an OSGi bundle on the Laptop/GSM waiting for incoming
requests (service names).
After the Stargate/LSM received and saved this description file, the sub-steps of the
local execution outlined in 4.3.2 are initiated by the LSMBundle. First a message is
send to the Group Leader which is represented by a PDA in our existing prototype. The
Group Leader will collect all device profiles (see description of PDA behavior below) of
its group and will merge them into a single xml-file (profiles.xml). This xml-file will
be send back to the Stargate. When the Stargate receives the xml-file with all current
device capabilities the matching step starts.
The Stargate begins to first parse both xml-files, the service.xml and profiles.xml.
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Then it compares the technical requirements of the service with the current device
resources. For example, the value of the tag <memory<, contained in service.xml will be
compared with the corresponding tag <memory<, contained in profiles.xml-file. Finally,
the Stargate informs the Laptop about the devices on which the requested service can be
deployed. In the case that a device can not fulfill the technical requirements of a service,
the Stargate also notifies the Laptop or user respectively. This notification includes the
reason why the service could not be deployed on that specific device (e.g. not enough
memory).
Remapping is also supported by the Stargate. To enable remapping, the LSMBundle
starts a thread which observes if the administrator has defined any reconfiguration rules.
If a new rule is set by the administrator, the mentioned thread will receive and save it.
If a service remapping needs to be performed, the Stargate will relocate the service from
a poor running device to the most powerful device.
PDA (HP iPAQ)
The Group Leader is simulated by a PDA. To enable the communication with the Stargate and other ’virtual PDAs’, a PDABundle is installed on the PDA. Since grouping
needs to be simulated in our current prototype, four additional so-called ’virtual PDAs’
were created. Four Java-Threads which will be started by the PDABundle (on the one
physical PDA we possess) simulate the four virtual PDAs.
When the ’Group-Leader-PDA’ receives the request from the Stargate, it starts to
collect all device profiles of its group. Since the group contains four other group members,
the Group-Leader-PDA sends a message to the ’virtual group members’. Once a ’virtual
group-member-PDA receives the request sent by the Group-Leader-PDA, it sends its
corresponding device profile back to the Group-Leader-PDA. Such a device profile may
be represented by an xml-file (e.g. PDA1.xml, see also A.1).
The Group-Leader-PDA waits for incoming device profiles and merges them into a
single xml-file (profiles.xml) as described above. When all profiles are received and
merged, the Group-Leader-PDA sends the collected device profiles back to the Stargate.
To enable remapping, the PDABundle additionally starts a thread which observes
the device landscape. If a new device joins the network, the Group-Leader-PDA will be
informed by this thread. Currently, it will be assumed that the new device sends a ’hellomessage’ to the device landscape thread. If the Group-Leader-PDA recognizes a new
group member, it starts again to collect all profiles (inclusive the profile of the new one),
and sends these to the Stargate (as described) which will decide if remapping based on
the reconfiguration settings should be conducted (see description of the Stargate above).
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Figure A.3.: Log Windows for the Communication Between PDA and Stargate
Scenarios
Three scenarios have been implemented so far:
1. In the first scenario, the administrator wants to deploy a display service which
shows the current temperature of the goods in a warehouse on his PDA. There
are five PDAs in this warehouse, but only four of these five fulfill the technical
requirement of the display service. The administrator starts the service deployment
and gets as the result that the display service can only be deployed on four PDAs.
In addition, he will be notified why one of the devices is not able to run the display
service (e.g. not enough memory).
2. In the second scenario, the administrator likes to deploy this display service only
on the strongest PDA. The service-to-device Mapper will identify and deploy the
service to the PDA which has the most memory capacity.
3. The last scenario shows how automatic remapping can be performed. First, an
administrator sets up certain rules for remapping by means of a jsp. The jsp is
used to determine a threshold for the memory of a PDA. Now a new PDA with
the most powerful device capabilities joins the network. Since the Group-LeaderPDA recognizes the changed device landscape, it starts to collect device profiles
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Figure A.4.: GSM Table After First Scenario

(inclusive the profile of the new one). The profiles will be send back to the Stargate
(as described). When the Stargate receives the message with the profiles, it will
check if a remapping needs to be performed. Since one of the devices reaches the
threshold, the display service will be moved from this ’poor running’ PDA to the
new entered PDA with the most memory capacity. Then the display service will
be removed from the poor running PDA.

A.3. Example of Device and Service Metadata
Below, the XML-Schemas for the description of devices and services for this invention are
shown. In addition, two simple XML-samples are given to show how device capabilities
and a technical service description look like. Please note that other representations of
the required metadata are possible.
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Figure A.5.: Interface to Define Reconfiguration/Remapping Rules

Figure A.6.: LSM Table after Remapping: PDA Z as new Device
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(a) XML-Schemata for Device Description Metadata:
Listing A.1: Device Metadata
<xs:schema
xmlns:xs="http://www.w3.org/2001/XMLSchema">
<xs:element name="Device">
<xs:complexType>
<xs:sequence>
<xsd:element name="Description" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Name" type="xs:string"/>
<xs:element name="Type" type="xs:string">
<xs:element name="Vendor" type="xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:element name="HardwareDescription" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="CPUDescription" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="CPUName" type="xs:string"/>
<xs:element name="CPUSpeed" type="xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:element name="Connection" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ConnectionType" type="xs:string"/>
<xs:element name="ConnectionSpeed" type="xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:element name="MemoryDescription"
maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="totalMemory" type="xs:string"/>
<xs:element name="freeMemory" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>
<xs:element name="SoftwareDescription"
maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
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<xs:element name="OSDescription" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="OSName" type="xs:string"/>
<xs:element name="OSVersion" type="xs:decimal"/>
<xs:element name="OSVendor" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="OSVenName"
type="xs:string"/>
<xs:element name="OSVenUrl" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>
<xs:element name="Services" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ServiceUrl" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>

<xs:element name="DeviceStatus" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Location" type="xs:string"/>
<xs:element name="CPUUsage" type="xs:string"/>
<xs:element name="PowerDetails" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="RemainPowerLevel" type="xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>
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Listing A.2: Device Description Example
<Device>
<Description>
<Name>Stargate</Name>
<Type>Server</Type>
<Vendor>SAP</vendor>
</Description>
<HardwareDescription>
<CPUDescription>
<CPUName>AMD</CPUName>
<CPUSpeed>1GHz</CPUSpeed>
</CPUDescription>
<Connection>
<ConnectType>WLAN</connectType>
<ConnectSpeed>54 MBit/s</connectSpeed>
</Connection>
<MemoryDescription>
<TotalMemory>65MB</totalMemory>
<FreeMemory>20MB</freeMemory>
</MemoryDescription>
</HardwareDescription>
<SoftwareDescription>
<OSDescription>
<OSName>Linux</OSName>
<OSVersion>9.3</OSVersion>
<OSVendor>
<OSVenName>Suse</OSVenName>
<OSVenURL>www.novell.com</OSVenURL>
</OSVendor>
</OSDescription>
<Services>
<ServiceURL>service.xml</ServiceURL>
</Services>
</SoftwareDescription>
<DeviceStatus>
<Location>Room A</Location>
<CPUUsage>30%</CPUUsage>
<PowerDetails>
<RemainPowerLevel>400min</remainPowerLevel>
</PowerDetails>
</DeviceStatus>
</Device>

(b) XML-Schemata for a Service Description Metadata:
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Listing A.3: Service Metadata
<xs:schema
xmlns:xs="http://www.w3.org/2001/XMLSchema">
<xs:element name="Service">
<xs:complexType>
<xs:sequence>
<xsd:element name="TechnicalRequirements" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="Memory" type="xs:string"/>
<xs:element name="CPU" maxOccurs="unbounded ">
<xs:complexType>
<xs:sequence>
<xs:element name="CPUSpeed" type="xs:string"/>
<xs:element name="CPUArchitecture" type="xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:element name="Battery" type="xs:decimal"/>
<xs:element name="Platform" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="OS" type="xs:string"/>
<xs:element name="OSVersion" type="xs:decimal"/>
<xs:element name="JVMVersion" type="xs:decimal"/>
</xs:sequence>
</xs:complexType>
<xs:element name="Connection" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="ConnectionType" type="xs:string"/>
<xs:element name="ConnectionSpeed" type="xs:string"/>
<xs:element name="JVMVersion" type="xs:decimal"/>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Listing A.4: Technical Service Requirements Example
<Service>
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<TechnicalRequirements>
<Memory>300MB</Memory>
<CPU>
<CPUSpeed>200MHZ</CPUSpeed>
<CPUArchitecture>RISC</CPUArchitecture>
</CPU>
<Battery>80</Battery>
<Platform>
<OS>Linux</OS>
<OSVersion>9.0</OSVersion>
<JVMVersion>1.4</JVMVersion>
</Platform>
<Connection>
<connectionType>WLAN</connectionType>
<connectionSpeed>54 MBit/s</connectionSpeed>
</Connection>
</TechnicalRequirements>
</Service>
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[8] Daniel Barbará, William DuMouchel, Christos Faloutsos, Peter J. Haas, Joseph M.
Hellerstein, Yannis E. Ioannidis, H. V. Jagadish, Theodore Johnson, Raymond T.
Ng, Viswanath Poosala, Kenneth A. Ross, and Kenneth C. Sevcik. The new jersey
data reduction report. IEEE Data Eng. Bull., 20(4):3–45, 1997.
[9] T. Berners-Lee, Hendler J., and O. Lassila. The semantic web. Scientific American,
2001.
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